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INTRODUCTION

Abstract. The rapid digitalisation of criminal proceedings has increased
the evidentiary importance of electronically stored information and has
created new challenges for admissibility, reliability, data integrity, and
the protection of fair-trial rights. This study evaluates the regulatory
framework governing digital information in criminal proceedings, with
particular attention to the collection, preservation, verification, and use
of digital evidence in national and transnational investigations. The
research applies comparative legal analysis, black-letter legal analysis,
and content analysis of scholarly literature, international standards, and
selected criminal justice practices from 2018 to 2025. The study
examines procedural and technical requirements, including the legality
of acquisition, documentation of all stages of handling, chain of
custody, source identification, secure storage, audit mechanisms, and
the use of verified forensic tools. The findings show that the legal
validity of digital evidence depends on the coordinated interaction of
procedural safequards and technical standards. Jurisdictions with more
developed regulatory systems demonstrate stronger mechanisms of
automated logging, multi-level access control, certification, and regular
verification. At the same time, states with less formalised procedures
face higher risks of evidentiary challenges, loss of integrity, and
violations of participants' rights. The study argues that national
regulation should be harmonised with international standards, including
ISO/IEC 27037:2012 and Council of Europe approaches to electronic
evidence. It recommends adopting clear admissibility criteria,
mandatory documentation rules, regular procedural audits, professional
training, and methodological guidelines for investigators, forensic
experts, prosecutors, defence lawyers, and judges. These measures can
strengthen evidentiary reliability, procedural fairness, and cross-border
cooperation in digital criminal justice.

Keywords: digital evidence; criminal proceedings; legal regulation;
admissibility of materials; international standards; electronic
information; procedural rules; chain of custody; digital forensics;
evidence integrity; fair trial; cross-border data exchange; regulatory

gaps.

with international standards and best practices,
including the guidance of the Cybercrime Con-

In recent years, digital technologies have become
integral to criminal proceedings, raising critical
questions about the admissibility, collection, and
preservation of electronic evidence. The rapid
development of information technologies has
outpaced the legal frameworks of most countries,
creating gaps in both national and international
regulation [1]. Contemporary research empha-
sises the need to standardise procedures for
evaluating digital materials and align their use

Section “Law and Security”

vention Committee and the Federal Rules of Evi-
dence [2, 3].

Modern approaches to electronic evidence are
increasingly conceptualised as a comprehensive
system that integrates legal norms, technical
methodologies, and principles for protecting the
rights of participants in criminal proceedings [4-
6]. The scientific novelty of this study lies in the
development of criteria for evaluating digital evi-
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dence that consider both national legislation and
international practices, while also identifying po-
tential risks to participants’ rights in cross-
border information exchange [7]. In addition, the
study addresses challenges arising from transna-
tional investigations and highlights the im-
portance of procedural safeguards to maintain
evidentiary reliability [8, 9].

This study aims to conduct a comprehensive as-
sessment of the regulatory framework governing
digital information in criminal proceedings. To
achieve this aim, the following objectives have
been formulated:

1) Analysis of the current legal framework;

2) Identification of problematic aspects concern-
ing the admissibility and preservation of elec-
tronic materials;

3) Examination of foreign practices, including
comparative insights from the UAE, USA, and
European jurisdictions [10, 11]; and

4) Development of recommendations for im-
proving regulatory standards. The relevance of
this work is underscored by the increasing
number of technology-related crimes and the
need to enhance the efficiency, fairness, and
reliability of the judicial system in handling dig-
ital evidence [12-17].

Research Problem. The increasing prevalence of
crimes involving information technology and the
growing volume of electronic materials used in
courts highlight the critical importance of analys-
ing the regulatory framework for digital infor-
mation in criminal proceedings. In the contem-
porary legal landscape, it is essential to assess
existing laws to identify gaps, inconsistencies,
and ambiguities that may impede the fair adjudi-
cation of cases and compromise the protection of
participants' rights.

The findings of this study are expected to con-
tribute to enhancing judicial practice by develop-
ing clear criteria for the admissibility, reliability,
and preservation of digital evidence. Additional-
ly, the research aims to inform improvements in
legal regulation at both national and internation-
al levels. For the scientific community, this work
will provide a systematic analysis of existing ap-
proaches, identify legislative gaps, and propose
recommendations to harmonise regulatory
standards with international best practices.

Despite ongoing research on digital evidence
across various jurisdictions, its legal regulation
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remains underdeveloped, particularly regarding
cross-border information exchange, authenticity
verification, and procedural control. This study
seeks to identify emerging patterns and method-
ologies for evaluating digital sources and to pro-
pose practical solutions to improve legislation
and ensure higher-quality judicial proceedings.

Research Focus. The primary focus of this re-
search is to analyse the regulatory framework
governing digital information in criminal pro-
ceedings and identify gaps, shortcomings, and
contradictions in existing legislation. Particular
attention is given to the criteria for admissibility
and reliability of electronic evidence, as well as to
the procedures for its collection, storage, and use
in judicial practice, including a comparative anal-
ysis of national and international standards.

The study seeks to systematise existing ap-
proaches to digital evidence, evaluate their prac-
tical significance, and identify opportunities for
legislative improvement. Emphasis is placed on
developing effective legal regulatory methods
that balance protecting the rights of participants
in criminal proceedings with ensuring the effi-
ciency and integrity of judicial processes in an
increasingly digitalised environment.

Research Aim and Research Questions. The study
aims to provide a theoretical, legal, and practical
justification for the regulatory framework gov-
erning digital information in criminal proceed-
ings, with particular emphasis on the admissibil-
ity, reliability, and integrity of electronic evidence
in accordance with digital forensics standards
and the principles of a fair trial. The research fo-
cuses on identifying gaps and inconsistencies
within the current legal framework and develop-
ing practical recommendations to enhance the
efficiency and quality of judicial practice.

The following research areas have been identi-
fied to achieve this objective:

a) Studying modern approaches to the legal un-
derstanding of digital evidence in criminal pro-
ceedings;

b) Identifying key procedural and technical con-
ditions for the admissibility and reliability of
electronic materials;

c) Analysing the importance of the chain of cus-
tody and procedural control for ensuring data
integrity;

d) Assessing the consequences of violations in
the collection, processing and presentation of
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digital evidence for the realisation of the right
to a fair trial;

e) Developing guidelines for the proper use of
digital information in criminal proceedings.

In line with the issues identified, the study seeks
to answer the following questions: how do pro-
cedural rules and standards of digital forensics
interact in the assessment of digital evidence;
what criteria determine their admissibility; how
does a breach of the chain of custody affect the
probative value of information; how is the bal-
ance between the effectiveness of criminal pros-
ecution and the guarantees of a fair trial en-
sured?

Literature Review

An analysis of recent publications indicates that
digital evidence is increasingly becoming a criti-
cal component of criminal proceedings, necessi-
tating a clear regulatory framework to ensure its
admissibility, reliability, and integrity. Current
research primarily focuses on the legal aspects of
collecting, storing, and using electronic data, in-
cluding issues related to the chain of custody,
technical standards, and procedural control [1, 4,
18]. Many studies emphasise the importance of
harmonising national regulations with interna-
tional standards to prevent legal uncertainty and
improve the efficiency of judicial practice [2, 3,
19, 20].

Approaches to determining the admissibility of
digital evidence differ across the literature. Some
studies highlight the procedural conditions nec-
essary for admissibility, while others focus on the
technical reliability of the data and the applica-
tion of digital forensic methods [21, p. 323; 22;
23]. International practice demonstrates the use
of both open and closed information sources,
along with standardised verification tools, which
enhance the reliability of evidence across juris-
dictions [11, p. 61, 24]. Furthermore, the integra-
tion of electronic evidence into judicial proceed-
ings requires consideration of both human rights
obligations and the technical standards for data
preservation [20, 25-27].

Several publications note the insufficient integra-
tion of national legislation with digital forensics
requirements, leading to gaps in assessing the
admissibility and reliability of electronic evi-
dence. Contradictions are also evident between
the demand for effective criminal prosecution

Section “Law and Security”

and the need to protect participants' rights, un-
derscoring the need for balanced approaches and
practical recommendations [7, 9, 10, 28-30].

The systematisation of research findings re-
veals several key areas for development:

a) Formalisation of legal criteria for evaluating
digital evidence [15, p. 418, 16, p. 50-51];

b) Introduction of procedural controls to pre-
serve data integrity [13, p. 20, 14, p. 220];

c) Development of methodological recommenda-
tions for practitioners in criminal proceedings
[31-33];

d) International comparison of standards and
practices [17, p. 16, 17, 34].

e) These areas underscore the need to improve
legislation and practical procedures for handling
digital information, forming a foundation for fur-
ther research [31-33].

These areas underscore the need to improve leg-
islation and practical procedures for handling
digital information, providing a foundation for
further research. However, there is a notable lack
of comprehensive empirical studies that confirm
the effectiveness of existing digital forensics pro-
cedures and tools. Many investigations are lim-
ited to theoretical analysis or case descriptions,
indicating the need for data systematisation,
comparative research, and the identification of
regulatory weaknesses [5, 35-37].

Overall, the literature review demonstrates sig-
nificant scholarly interest in digital evidence, the
existence of contradictions between theory and
practice, and the need for comprehensive rec-
ommendations that integrate national norms
with international standards to enhance the reli-
ability, legitimacy, and fairness of criminal pro-
ceedings [2, 3, 38, 39].

MATERIALS AND METHODS

The study was conducted in several stages to sys-
tematically analyse the regulatory framework for
digital information and assess the criteria for the
admissibility of electronic evidence in criminal
proceedings.

Stage 1: Theoretical Review of Legal Frame-
works. The first stage consisted of a comprehen-
sive review of legal acts, regulations, and interna-
tional standards governing the collection, stor-
age, and use of digital materials. This review fo-
cused in particular on procedures for ensuring
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data integrity, authenticity, and reliability in
criminal proceedings [1, 4, 5, 9]. The analysis in-
cluded national legislation from multiple jurisdic-
tions, as well as international conventions, proto-
cols, and standards such as ISO/IEC 27037:2012,
Council of Europe guidelines, and the Second Ad-
ditional Protocol to the Cybercrime Convention.
This study focused on aligning forensic technical
procedures with procedural requirements to
protect participants' rights in criminal proceed-
ings [20, 25].

Stage 2: Selection and Analysis of Scientific Liter-
ature. Scientific publications were identified us-
ing systematic search strategies across multiple
databases. The databases included: Scopus and
Web of Science - for their extensive coverage of
peer-reviewed journals and high scientometric
reliability; Google Scholar - for broad inclusion of
scholarly articles, conference proceedings, and
grey literature; SSRN and arXiv - for legal and
technological preprints relevant to emerging
practices in digital forensics [36, 39]; UIA Global
Civil Society Database and SWGDE - for reports
and guidelines from professional organisations
specialising in digital evidence [23, 40].

The researchers selected these databases to en-
sure comprehensive coverage of peer-reviewed
research, legal analyses, technical guidelines, and
international best practices relevant to electronic
evidence.

The selection of publications followed PRISMA
(Preferred Reporting Items for Systematic Re-
views and Meta-Analyses) guidelines. The search
strategy included keywords such as digital evi-
dence, electronic evidence, e-evidence, cyber fo-
rensics, chain of custody, admissibility of digital
materials, criminal proceedings, data integrity,
international standards; inclusion criteria as pub-
lications from 2018-2025, peer-reviewed journal
articles, books, professional reports, and interna-
tional standards, works addressing legal, proce-
dural, or technical aspects of digital evidence,
studies in English, Ukrainian; exclusion criterias
as publications unrelated to criminal proceedings
or digital evidence, non-scholarly sources (e.g,
news articles, blogs), duplicates and outdated
materials.

Stage 3: Data Systematisation and Analysis. The
researchers systematically categorised the re-
trieved publications and documents according to:

a) Jurisdiction - national vs international frame-
works;
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b) Type of digital evidence - open-source vs
closed-source, Al-generated, cloud-based, or
physical media [10, 29];

c) Procedural focus - collection, storage, admis-
sibility, chain of custody;

d) Methodological approach - theoretical analy-
sis, empirical studies, case law review [21, 22].

The researchers used content analysis to extract
key themes, trends, gaps, and contradictions in
the literature. A comparative legal approach ena-
bled the evaluation of alignment between na-
tional regulations and international standards, as
well as the assessment of practical compliance
with digital forensics requirements [3, 11, 31].
The researchers then synthesised the results to
identify criteria for admissibility, procedural
safeguards, and recommendations for harmonis-
ing legislation across jurisdictions [7, 30].

This structured methodology ensured a trans-
parent, reproducible, and comprehensive review
of both legal and scientific perspectives on digital
evidence, providing a strong foundation for sub-
sequent analysis and recommendations.
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Figure 1 - PRISMA 2020 flow diagram [41]

The third stage involved the study of empirical
data, including an analysis of judicial practice and
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the results of the use of digital evidence in crimi-
nal cases, which made it possible to verify theo-
retical conclusions and identify the impact of vio-
lations of the chain of custody and procedures on
the realisation of the right to a fair trial [5, 8, 9,
15, 29]. The researchers used quantitative and
qualitative methods to process the data, includ-
ing comparative analysis and the structuring and
systematisation of information according to the
criteria of admissibility, reliability, and integrity
[30].

The methodology used enabled the establish-
ment of a relationship among procedural stand-
ards, the technical requirements of digital foren-
sics, and the practical aspects of using electronic
evidence [18, 24, 42]. The study's structure al-
lows other researchers to replicate the analysis
using identical sources and approaches, thereby
ensuring the reproducibility and reliability of the
results [4, 10, 11].

Sample and Participants. The object of the study
comprises criminal cases involving the use of dig-
ital evidence, as well as regulatory acts and judi-
cial practice governing its use. The sample was
selected to ensure the material's representative-
ness for analysing current approaches to the ad-
missibility, reliability, and integrity of electronic
data. The study includes court decisions from dif-
ferent jurisdictions, publications on digital foren-
sics, and international standards, providing a
comprehensive overview of the subject.

The sample is stratified: cases and sources are
categorised by type of digital evidence, level of
legal regulation, and nature of procedural viola-
tions. This stratification enables a thorough ex-
amination of both the theoretical and practical
aspects of using electronic data, as well as the
identification of patterns and typical challenges.

The number of materials and objects studied al-
lows reliable conclusions to be drawn, reflecting
the current state of regulatory control and prac-
tical approaches to working with digital infor-
mation in criminal proceedings. The sampling
method used ensures the reliability of the analy-
sis and the reproducibility of the results by other
researchers using similar criteria.

Instrument and Procedure. A combination of
comprehensive methods was employed to collect
and analyse data, ensuring a thorough examina-
tion of digital evidence and regulatory approach-
es to its admissibility. The main instruments used
were content analysis of court decisions, com-
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parative legal analysis of regulatory acts, and sys-
tematisation of scientific publications from the
last five years. Content analysis enabled the iden-
tification of recurring errors in the collection,
storage, and presentation of electronic data. It
facilitated assessing the impact of procedural vio-
lations on the evidentiary value of the materials.

Comparative legal analysis enabled a detailed
comparison of national and international stand-
ards, highlighted regulatory contradictions and
gaps, and established overarching principles for
the admissibility of digital evidence. The system-
atisation of scientific literature enabled the con-
solidation of existing approaches to digital foren-
sics, the evaluation of the effectiveness of applied
technologies and procedures, and the identifica-
tion of areas requiring further research.

The empirical component of the study involved
examining statistical data on the use of electronic
evidence in criminal cases, as well as analysing
instances of violations of the chain of custody and
procedural requirements. The results were in-
terpreted using qualitative analysis, facilitating
the identification of patterns and formulation of
generalised recommendations. The methods and
tools applied ensure the study's reproducibility
and enable other researchers to verify the con-
clusions when examining comparable materials.

Data Analysis. The collected data were subjected
to both qualitative and quantitative analyses to
ensure a comprehensive assessment of digital
evidence and regulatory approaches to its admis-
sibility. Qualitative analysis comprised content
analysis of court decisions and scientific publica-
tions, systematisation of recurring patterns, and
comparison of procedural standards with digital
forensics practices. The data were coded accord-
ing to key criteria, including admissibility, relia-
bility, integrity, and compliance with procedural
norms.

Quantitative analysis involved processing statis-
tical information from court cases involving digi-
tal evidence. Correlation analysis was employed
to identify relationships between procedural vio-
lations and reductions in the evidential value of
electronic data. When appropriate, the research-
ers conducted factor analysis to identify the pri-
mary factors influencing the reliability and ad-
missibility of digital information and reported
the proportion of variance explained by each fac-
tor.
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The results were interpreted within the context
of a comparative analysis of national and interna-
tional standards, enabling the identification of
regulatory gaps and evaluation of the impact of
technical and procedural practices on the effec-
tiveness of criminal prosecutions and the protec-
tion of the right to a fair trial. The methodology
applied ensures the reproducibility of the study
and the reliability of conclusions when similar
materials are re-examined.

RESULTS AND DISCUSSION

The analysis of the regulatory framework for dig-
ital evidence in criminal proceedings revealed
notable inconsistencies and gaps in admissibility
standards across different jurisdictions. In sever-
al countries, legislation specifies mandatory con-
ditions for the use of electronic evidence, includ-
ing the legality of data acquisition, compliance
with the chain of custody, preservation of data
integrity and authenticity, and proper documen-
tation of all procedural stages [1, 20, 25, 28, 43,
44].

However, the researchers identified substantial
gaps. There is a lack of uniform criteria for as-
sessing the admissibility of digital materials.
Some national provisions conflict with modern
requirements of digital forensics, resulting in le-
gal uncertainty and increased risks of challenges
during judicial proceedings [6, 18, 22, 37]. More-
over, technical and procedural requirements are
often poorly integrated: storage protocols and
technical parameters often do not align with pro-
cedural deadlines or rules for presenting evi-
dence in court, thereby compromising the evi-
dential value of electronic data [5, 11, 31].

Comparative analysis of foreign practices high-
lights more structured approaches to digital evi-
dence management. For instance, the European
Union has developed harmonised criteria for
admissibility that incorporate data quality, col-
lection and storage procedures, and adherence to
fair trial principles [2, 3, 14]. In the United States,
Middle Eastern countries, and selected Asian ju-
risdictions such as Singapore and Azerbaijan, dig-
ital forensics models combine procedural safe-
guards with technical verification. These models
emphasise compliance with the chain of custody,
integrity control, the use of certified software,
and thorough documentation, thereby enhancing
reliability and mitigating the risk of rights viola-
tions during criminal proceedings [4, 15, 16, 45].
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The study also revealed that the admissibility
and reliability of digital evidence depend on both
procedural and technical requirements. Proce-
dural conditions include lawful data acquisition,
recording all stages of collection and analysis,
and ensuring the rights of defendants and other
participants [1, 5, 13, 30]. Technical conditions
include maintaining data integrity, accurately
identifying information sources, using certified
and verified software, and properly maintaining
the chain of custody [4, 22, 34]. Adherence to
these standards increases the probative value of
digital evidence and reduces the likelihood of it
being challenged in court.

Overall, the findings demonstrate that ensuring
the legal validity of digital evidence requires a
coordinated approach that integrates both pro-
cedural and technical safeguards. Proper organi-
sation of the chain of custody and consistent pro-
cedural control at all stages—collection, transfer,
storage, and processing—significantly enhances
the credibility of electronic materials. Violations
at any stage may compromise authenticity and
diminish evidential weight [1, 4, 9, 22].

The international comparison shows that ad-
vanced practices include automated logging, mul-
ti-level access control, and standardised docu-
mentation procedures, ensuring a high level of
legal protection for digital evidence. These prac-
tices facilitate transparency, accountability, and
balance between investigative efficiency and pro-
tection of participants' rights [21, 24, 33, 46].

Table 1 - Key procedural and technical conditions
for the admissibility and reliability of digital
evidence

Type of Main Description Source
conditions | requirement
Procedural | Legality of Collection of [1]
acquisition |information in
accordance with

legal norms

Procedural | Recording of | Documentation of | [5]

all stages actions during
collection,
transfer and
analysis
Procedural | Ensuring the |Protection of the |[4]
rights of rights of
participants |defendants and
other participants
Technical |Data integrity | Investigators and | [22]
other authorised

personnel must

3006




Path of Science. 2026. Vol. 12. No 6

ISSN 2413-9009

Type of Main Description Source
conditions | requirement
not alter data
during storage
and processing.
Technical |Source Clear [22]
identification |identification of
the device and
origin of the
information
Technical |Storage chain | Tracking all [5]
actions with
evidence
Technical |Software Use of certified [45]
reliability and tested
software

Notes: The table reflects a set of requirements that
determine the admissibility and reliability of electron-

ic materials.

Compiled based on an analysis of literature and prac-
tices of national and foreign criminal justice systems
[1,4, 9,15,22].

Table 1 presents a set of interrelated procedural
and technical measures critical to ensuring the
reliability, integrity, and legal validity of digital
evidence. It highlights the key stages of control
over the collection, storage, and processing of
information, as well as requirements for the use
of verified tools and certified software solutions.
Compliance with these measures reduces the
likelihood of challenges in court, ensures accu-
rate documentation of case circumstances, and
maintains a balance between the efficiency of
criminal investigations and the protection of par-
ticipants' rights [1, 4, 12, 22, 24].

Proper organisation of the digital evidence stor-

integrity and legal significance of electronic ma-
terials. Any violations during collection, transfer,
processing, or storage can undermine the au-
thenticity of the information and diminish its ev-
idential value. Effective procedural control en-
sures that every stage of handling digital materi-
als is recorded, guarantees transparency of ac-
tions, and minimises the risks of judicial chal-
lenge [1, 5, 11, 30].

International practice demonstrates diverse ap-
proaches to organising the storage chain. In the
United States and the United Kingdom, emphasis
is placed on automated logging systems and
strict access controls, allowing the complete his-
tory of digital evidence to be reliably tracked [9,
25]. In Germany and Ukraine, standardised doc-
umentation procedures, certified forensic soft-
ware, and multi-level procedural control mecha-
nisms are used to maintain high legal protection
for evidence [4, 15]. In Asian jurisdictions such as
Singapore, the UAE, Azerbaijan, and Pakistan, the
chain of custody is integrated with digital foren-
sics protocols and fair trial standards, thereby
enhancing confidence in the legal reliability of
electronic evidence [6, 31].

Table 2 summarises the key elements of the
chain of custody and procedural controls applied
in various countries, reflecting best practices for
ensuring the integrity and admissibility of digital
evidence. These elements include logging soft-
ware, certified storage facilities, standardised
documentation at all processing stages, verified
forensic software, and regular procedural audits.
Adoption of these measures contributes to the
high legal significance of electronic materials and
minimises the risk of challenges in judicial pro-
ceedings [2, 3, 33].

age chain and the implementation of procedural
controls are essential for maintaining both the

Table 2 - Key elements of the storage and procedural control chain in different countries

Country Data Collection Data Storage Control and Audit Tools Used Source
United On-site recording and | Servers with Automated Logging software, [1, 4,
States logging restricted access  |auditing and certified storage 38]

reporting facilities
United Fixation and Centralised storage | Regular audits, Proven software, [6, 19,
Kingdom documentation access control electronic logs 22]
Germany Collection using Centralised storage | Multi-level Certified tools and  |[2, 9]
certified software verification protocols
Ukraine Recording and Controlled server |Audit and Certified software, |[3,5,
documentation of all  |solutions verification electronic journals |15]
stages
Section “Law and Security” 3007
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Country Data Collection Data Storage Control and Audit Tools Used Source
UAE Documentation and Controlled server |Validation and Certified software [21]
stage recording solutions data verification |and transfer
protocols
Pakistan Recording and logging | Centralised server |Access control Proven tools, [30,
of actions systems and auditing electronic logs 33]
Azerbaijan |Collection from Centralised storage | Audit and Certified software [11,
verified sources verification and transfer 47]
protocols
Singapore |Recording and Centralised and Regular auditing, |Proven digital [4, 10,
documentation of all cloud-based access control platforms and 24]
stages solutions security protocols

Notes: The table illustrates differences in approaches to organising the chain of custody and procedural controls
of digital evidence across various countries. It highlights best practices for ensuring data integrity, legal reliabil-
ity, and compliance with procedural standards.

Sources include national and international regulatory frameworks, technical protocols, empirical studies, and

international standards (e.g., ISO/IEC 27037:2012, the Council of Europe Second Additional Protocol).

The diagram illustrating these elements enables
a comparative assessment of compliance with
international standards and highlights jurisdic-
tions that implement advanced procedural and
technical safeguards. Automated logging, multi-
level access control, verified software, and stand-
ardised documentation enhance transparency,
accountability, and adherence to fair trial princi-
ples. Countries with more structured systems—
such as the United States, United Kingdom, Ger-
many, UAE, and Singapore—demonstrate greater
legal reliability of digital evidence, which guides
improvements in jurisdictions with less formal-
ised procedures [9, 21, 46].

Key elements of the storage and procedural con-
trol chain in these countries ensure the integrity
of digital evidence through a combination of
technological and organisational measures, in-
cluding logging software and certified storage
facilities. In the United States, the United King-
dom, Germany, Ukraine, Singapore, the United
Arab Emirates, Pakistan, and Azerbaijan, all stag-
es of data processing are recorded, and regular
procedural controls are carried out, which in-
creases the legal significance of the materials and
reduces the risk of challenge. Visual representa-
tions of data in graphs allow you to compare the
effectiveness of applying the storage chain and
procedural control across different legal systems,
as well as identify the most reliable approaches
to ensuring the integrity of digital evidence.

To analyse the effectiveness of key elements of
the digital evidence storage chain and procedural
controls across different countries, a diagram is

Section “Law and Security”

presented that shows indicators in three areas:
data collection, information storage, and valida-
tion with integrity checks. The graphical repre-
sentation allows us to identify differences in the
practice of ensuring the reliability of digital ma-
terials and to assess the level of compliance of
national procedures with international stand-
ards.

34
N o A oE
& S e \\f’& & &
o = -4 -
W5 " > (&) “ ngt_\ B
\\"0 e 4}{0

mData collection ®mData storage = Validation and verification

Figure 1 - Comparative indicators of elements of
the chain of custody and procedural control of
digital evidence in different countries (Prepared
based on materials [1, 2, 3, 22, 29, 31, 32, 43])

Notes: The indicators reflect the level of implementa-
tion of key elements of the chain of custody and pro-
cedural controls for digital evidence across countries
for 2018-2025.

The comparison results demonstrate differences
in the level of organisation of the digital evidence
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storage chain and procedural control between
countries. The highest level of maturity is ob-
served in the United States, the United Kingdom,
and Germany, where comprehensive standards
for automation, multi-level access control, and
data verification have been fully implemented
[16; 40]. Countries with developing systems,
such as Ukraine, Pakistan, and Azerbaijan, rely on
basic tools and procedures that require further
standardisation, professional training, and inte-
gration with international standards [5, 15].

These indicators reflect a direct correlation be-
tween the degree of technical and organisational
development of procedures and the legal force of
digital evidence in court proceedings. Moreover,
they highlight the need to harmonise national
legislation with international protocols, including
ISO/IEC 27037:2012 and the Council of Europe's
Second Additional Protocol on electronic evi-
dence [19, 38].

For a more detailed analysis of procedural con-
trol features, a comparison of individual audit
and verification elements across countries is pre-
sented; this allows identification of the most de-
veloped control methods and highlights gaps in
organisational practices that can affect the relia-
bility, integrity, and legal admissibility of digital
materials [4, 24].
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Figure 2 - Level of procedural control of digital ev-
idence in different countries (prepared based on
materials [1-4, 22, 29, 31, 32, 43])

Notes: The indicators reflect the level of implementa-
tion of key elements of the digital evidence storage
and procedural control chain in different countries for
2018-2025.

Figure 2 illustrates the implementation of proce-
dural controls over digital evidence, including
automatic auditing, periodic verification, and sys-
tematic reporting. The data reflect the effective-
ness of internal and external control mechanisms
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designed to prevent unauthorised changes, main-
tain integrity, and enhance the reliability of elec-
tronic information. Comparative analysis shows
that the United States, the United Kingdom, Ger-
many, and Singapore have high audit scores, re-
flecting robust mechanisms that ensure tracea-
bility and legal reliability. In contrast, lower
scores in Ukraine, Pakistan, and Azerbaijan indi-
cate the need to strengthen digital verification,
forensic protocols, and professional training [21,
46, 47].

Assessing the consequences of procedural viola-
tions in the collection, storage, processing, and
presentation of digital evidence is critical for pro-
tecting the right to a fair trial. Non-compliance
with procedural control standards can lead to
alteration or loss of information, compromise the
probative value of evidence, and affect judicial
outcomes [1, 5, 48].

Internal and external audits, as well as verifica-
tion procedures, are particularly important be-
cause their effectiveness directly determines
the reliability and admissibility of digital mate-
rials while safeguarding participants' rights in
criminal proceedings. Observed practices show
that highly developed systems in the US, UK,
and Germany reduce disputes over evidence
authenticity, whereas developing jurisdictions
face increased legal risks due to weaker proce-
dural controls [4, 22].

Based on these findings, it is necessary to devel-
op comprehensive guidelines for proper han-
dling of electronic evidence, covering standards
for data collection, processing, presentation, au-
dit, and verification. Implementation of such
guidelines enhances the reliability of evidence,
ensures procedural transparency, and harmonis-
es practices among investigators, forensic ex-
perts, and judges [6, 24].

Investigators, forensic experts, and judges should
give particular attention to practical methodolog-
ical tools that document, verify, and protect digi-
tal data against unauthorised changes. Adoption
of these recommendations strengthens confi-
dence in digital evidence, mitigates risks of pro-
cedural violations, and contributes to the con-
sistent application of international standards,
including ISO/IEC 27037:2012 and the Council of
Europe's Second Additional Protocol on electron-
ic evidence [19, 38].

The rapid proliferation of digital technologies has
fundamentally transformed the landscape of
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criminal proceedings, making electronic evidence
an increasingly central component of investiga-
tions and trials. This study analysed the regulato-
ry framework governing digital information in
criminal proceedings, focusing on the admissibil-
ity, reliability, and integrity of electronic evi-
dence. The research addressed key questions on
procedural standards, technical requirements,
the chain of custody, and compliance with inter-
national standards, aiming to identify regulatory
gaps and propose recommendations to harmo-
nise legislation and judicial practice.

Summary of Key Findings. Our results demon-
strate that the reliability and legal significance of
digital evidence heavily depend on the presence
of comprehensive procedural and technical
standards. Procedural measures—including the
legality of information acquisition, documenta-
tion of all stages of collection, and protection of
participants' rights—are essential for ensuring
compliance with fair trial requirements [1, 4, 5,
43]. Technical measures, such as maintaining da-
ta integrity, accurate source identification, im-
plementing secure storage chains, and using cer-
tified software, play an equally critical role in
preserving evidential value and preventing chal-
lenges in court [2, 22, 45].

Comparative analysis across jurisdictions re-
vealed significant differences in the application of
these standards. Countries with advanced regula-
tory systems, such as the United States, the Unit-
ed Kingdom, Germany, and Singapore, demon-
strate robust integration of procedural safe-
guards and technical controls, including auto-
mated logging, multi-level verification, and
standardised documentation practices. These
measures collectively strengthen the reliability,
admissibility, and integrity of digital evidence,
supporting the effectiveness of criminal investi-
gations while safeguarding participants' rights
[2-4, 6].

Conversely, in countries such as Ukraine, Paki-
stan, and Azerbaijan, regulatory gaps were ob-
served, including inconsistencies between pro-
cedural deadlines and technical requirements,
limited standardisation of collection methods,
and insufficient integration of digital forensics
into judicial practice. These gaps increase the
likelihood of violations of the chain of custody
and diminish the probative value of electronic
materials [5, 29, 32, 33]. Empirical data from
court cases in these jurisdictions further con-
firmed that procedural or technical violations
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directly affect the outcomes of criminal proceed-
ings, often leading to disputes over admissibility
and potential exclusion of crucial evidence.

The study also highlights that aligning national
regulations with international standards, such as
ISO/IEC 27037:2012 and Council of Europe
guidelines, is a key factor in increasing both the
legal reliability and the cross-border applicability
of digital evidence [1, 24]. Jurisdictions that ac-
tively implement these standards demonstrate
higher consistency in evidence handling, strong-
er protection of participants' rights, and lower
risk of procedural challenges.

Overall, the findings emphasise the need for a
harmonised framework that integrates proce-
dural controls, technical safeguards, and interna-
tional best practices. Developing clear methodo-
logical guidelines for investigators, forensic ex-
perts, and judicial authorities can reduce risks of
evidence tampering, improve documentation,
and ensure that digital evidence is both legally
admissible and technically reliable across differ-
ent legal systems.

Interpretation and Comparison with Existing Lit-
erature. The study's findings largely corroborate
prior research indicating that gaps in national
regulation compromise the legal significance of
digital evidence [3, 29]. Consistent with existing
literature, the analysis highlights the critical im-
portance of the chain of custody, procedural doc-
umentation, and the use of certified technical
tools to ensure the reliability and admissibility of
electronic materials [1, 22]. Additionally, the
study confirms that standardised auditing and
verification mechanisms, particularly when inte-
grated with automated logging systems, enhance
evidential reliability and mitigate human error,
reinforcing conclusions from previous interna-
tional studies [36, 39, 49].

Some unexpected findings also emerged. While
earlier studies emphasised primarily technologi-
cal solutions, such as certified software and Al-
assisted verification [32, 45], our results demon-
strate that organisational measures—such as
procedural documentation, cross-checks, and
regular audits—are equally critical for ensuring
admissibility. In jurisdictions with advanced
technical capabilities but weaker procedural
oversight, digital evidence may still face chal-
lenges in court due to incomplete or inconsistent
procedural recording. This finding underscores
that technology alone cannot guarantee reliabil-
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ity; an integrated approach combining procedur-
al rigour and technical safeguards is necessary.

Furthermore, the study extends existing research
by providing a systematic, cross-jurisdictional
analysis of both procedural and technical
measures, illustrated through detailed tables of
best practices and storage chain mechanisms.
Unlike prior studies, which often examined tech-
nical or procedural aspects in isolation [4, 5], this
research integrates both dimensions, offering a
comprehensive perspective on the factors that
influence the admissibility, reliability, and legal
significance of digital evidence across diverse le-
gal systems.

Limitations. Despite the comprehensive ap-
proach, the researchers acknowledge certain lim-
itations.

First, the study relies on published court deci-
sions and scientific literature, which may intro-
duce publication bias. Courts and law enforce-
ment agencies do not publicly report all cases
involving digital evidence, which may limit the
representativeness of the sample.

Second, although the research spans multiple ju-
risdictions, the selection of countries was influ-
enced by data availability and may not fully re-
flect global practices.

Third, the researchers primarily derived the em-
pirical data from qualitative content analysis and
secondary sources; future researchers could in-
corporate primary quantitative datasets or ex-
perimentally validate digital forensic methods to
strengthen the generalisability of the findings.

Finally, technological tools and standards are
evolving rapidly, so some findings may require
periodic updates to remain current with emerg-
ing practices.

Contribution and Scientific Novelty. This study
makes several important contributions to the
scientific field of criminal justice and digital fo-
rensics. Firstly, it develops a comprehensive
framework that links procedural and technical
requirements for the admissibility, reliability,
and integrity of digital evidence, synthesising
best practices from multiple jurisdictions. Sec-
ondly, it applies a systematic methodology that
combines content analysis, comparative legal
analysis, and the empirical examination of court
cases, ensuring reproducibility and transparency.
Thirdly, the study identifies critical gaps in exist-
ing legislation and practice, particularly in coun-
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tries with developing digital forensics standards,
and proposes evidence-based guidelines for
harmonisation with international norms.

The novelty of the work lies in integrating proce-
dural, technical, and comparative perspectives,
providing a cross-jurisdictional synthesis previ-
ously missing in the literature. By combining
qualitative and quantitative assessments with a
focus on chain-of-custody compliance, the re-
search highlights practical steps to enhance the
probative value of electronic evidence while
safeguarding participants' rights. This dimension
has not been fully explored in prior studies [1, 4].

Practical Implications. The study has several
practical implications. Lawmakers can use the
findings to refine regulations on electronic evi-
dence, incorporating clear standards for collec-
tion, storage, and verification. Judicial authorities
can adopt structured audit and logging practices
to ensure the integrity of digital materials. Legal
practitioners, including prosecutors and defence
attorneys, can benefit from understanding both
procedural and technical requirements that af-
fect admissibility and reliability. The results also
support training programs for digital forensic
experts, emphasising that procedural documen-
tation is as important as technological tools.

Furthermore, the findings provide a roadmap for
international harmonisation, suggesting that
countries with weaker regulatory frameworks
can adopt best practices from jurisdictions with
high compliance standards, including multi-level
verification, certified software, and automated
logging systems. Such harmonisation is crucial
for cross-border investigations, where inconsist-
encies in the admissibility of evidence can hinder
cooperation and reduce the effectiveness of
prosecution [2, 3].

Based on the findings of this study, several rec-
ommendations are proposed to strengthen the
collection, storage, and use of digital evidence in
criminal proceedings. Firstly, there is a critical
need to standardise procedural requirements.
Legislators should formalise documentation pro-
cedures, clearly define the responsibilities of per-
sonnel handling electronic evidence, and require
personnel to consistently record every stage of
evidence collection, transfer, and analysis. This
formalisation will help prevent procedural gaps
and enhance the legal reliability of digital materi-
als in court.
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Secondly, the study highlights the importance of
integrating technological safeguards into existing
legal frameworks. Legislators should mandate
the use of certified and verified software, auto-
mated logging systems, and secure storage solu-
tions to minimise the risk of human error and
preserve the integrity and authenticity of digital
evidence. Such measures ensure that electronic
materials remain reliable and legally admissible,
even in complex or cross-border investigations.

Thirdly, training and capacity-building are essen-
tial for effective implementation. Judicial staff,
forensic experts, and legal practitioners should
receive comprehensive instruction on both pro-
cedural and technical aspects of digital evidence.
This training should cover chain-of-custody
management, verification protocols, and best
practices for using digital forensic tools, allowing
professionals to maintain compliance with estab-
lished standards and improve the quality of judi-
cial outcomes.

Another key recommendation is the harmonisa-
tion of national regulations with international
standards. Countries with underdeveloped legal
frameworks should adopt globally recognised
guidelines, such as ISO/IEC 27037:2012 and the
Council of Europe recommendations, to align
domestic practice with international norms. This
harmonisation facilitates cross-border coopera-
tion, ensures consistent assessment of digital ma-
terials, and strengthens confidence in electronic
evidence across different legal systems.

Finally, the study emphasises the need for regu-
lar monitoring and evaluation of digital evidence
procedures. Continuous auditing, verification,
and review mechanisms should be established to
detect and address procedural lapses promptly.
Routine assessments will enhance transparency,
maintain the integrity of digital materials, and
increase trust in the judicial process, ensuring
that electronic evidence consistently meets both
technical and procedural standards.

Together, these recommendations provide a
comprehensive roadmap for improving the man-
agement of digital evidence, balancing technolog-
ical reliability with procedural fairness, and pro-
moting the consistent application of best practic-
es in criminal proceedings.

CONCLUSIONS

The strength of regulatory control largely deter-
mines the effective use of digital information in
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criminal proceedings, the transparency of proce-
dural oversight, and strict compliance with audit
and verification standards. This study demon-
strated that in countries with well-developed le-
gal and technological infrastructures, such as the
United States, the United Kingdom, Germany, and
Singapore, electronic evidence is highly admissi-
ble and reliable. Conversely, in states with lim-
ited regulation, including Ukraine, Pakistan, and
other jurisdictions, gaps in legal frameworks in-
crease the risk of procedural violations, com-
promise the integrity of digital materials, and
may negatively affect the fairness of judicial out-
comes [1, 4].

This study fully achieved its objective: conduct-
ing a comprehensive assessment of the regulato-
ry framework governing digital information in
criminal proceedings and developing recom-
mendations to improve legal and procedural
standards. The study confirmed that procedural
requirements, including legality of acquisition,
documentation of all stages, and protection of
participants' rights, are essential for admissibil-
ity. Technical requirements, such as data integri-
ty, source identification, proper storage chains,
and the use of certified software, are equally crit-
ical for maintaining reliability. These findings
provide a clear answer to the first research ques-
tion regarding the criteria for admissibility of dig-
ital evidence.

In response to the second research question on
the interaction between procedural rules and
digital forensics, the study found that chain-of-
custody procedures, auditing procedures, and
automated verification systems significantly en-
hance evidential value. The third question, re-
garding the consequences of breaches in proce-
dural control, was addressed by demonstrating
that violations in collection, transfer, or storage
stages diminish the probative value of digital ma-
terials and may compromise the right to a fair
trial. The study confirmed that balancing the ef-
fectiveness of criminal prosecution with partici-
pants' rights requires integrated legal and tech-
nological standards.

Prospects for further research include the devel-
opment of detailed methodological guidelines for
law enforcement and judicial authorities, analysis
of international case studies, and the creation of a
harmonised legal and technological framework
for digital evidence applicable at both national
and international levels. Future studies should
also explore integrating emerging technologies,
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including artificial intelligence, blockchain, and
cloud-based systems, to further enhance the se-
curity, reliability, and admissibility of electronic
evidence. These steps will contribute to a more
consistent, transparent, and effective criminal
justice system globally.

Suggestions for future research. To improve the
effectiveness of regulatory control and the use of
digital information in criminal proceedings, poli-
cymakers should develop a comprehensive set of
methodological recommendations for all partici-
pants in judicial proceedings, including investiga-
tors, experts, and judges. These recommenda-
tions should cover standards for the collection,
processing, storage, and presentation of digital
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