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 Abstract. The rise of virtual currencies has given rise to novel forms of 
financial crime. This study conducted an assessment to determine the 
effectiveness of the Economic and Financial Crimes Commission 
(EFCC) in combating virtual currency-related financial crimes, with a 
focus on phishing scams and Ponzi schemes. The study used 
secondary sources and employed content analysis as its data collection 
method. Narrative analysis was used as the method, and the structural-
functional theory served as the theoretical framework. The study finds 
that virtual currency–related phishing scams and Ponzi schemes 
continue to proliferate unchecked in Nigeria. Despite its efforts, the 
Economic and Financial Crimes Commission (EFCC) has not effectively 
mitigated these financial crimes, suggesting that its current strategies 
and resources are insufficient to address the evolving nature of virtual 
currency-related financial crimes. In light of these findings, the study 
recommends that the EFCC invest more funds in acquiring advanced 
technological capabilities and devote greater effort to enhancing its 
staff's skills. That will adequately position the EFCC to stay ahead of 
cybercriminals who adopt sophisticated methods to perpetrate financial 
crimes.  
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INTRODUCTION 

Virtual currencies are digital forms of currency 
that use cryptography to carry out secure trans-
actions and control the creation of new units [1]. 
Virtual currencies are tokens and cryptocurren-
cies. The most well-known virtual currency is 
Bitcoin, which was created in 2009. Bitcoin has 
experienced a surge in popularity in recent years 
[2]. However, there are other virtual currencies, 
such as Ethereum, Ripple, and Litecoin. Each of 
those currencies has its own unique features and 
uses, as authors [3] highlight. One of the cardinal 
features of virtual currencies is that they operate 
outside the control of a central bank or govern-
ment; this means they are not subject to the same 

regulations and oversight as traditional curren-
cies and can be used for a range of transactions, 
both legal and illegal. 

Authors [4] note that a decentralised network of 
computers usually operates virtual currencies 
and uses blockchain technology to record and 
verify transactions. This system provides a high 
level of security and transparency because it rec-
ords each transaction in a public ledger that can-
not be altered or tampered with. However, the 
use of virtual currencies also raises concerns 
about anonymity and the potential for illegal ac-
tivities, such as money laundering and tax eva-
sion, as noted by [5]. The proliferation of virtual 
currency has also fundamentally altered the 
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global financial landscape, offering new opportu-
nities while creating challenges in combating 
economic crime.  

Nigeria, one of the leading economies on the Afri-
can continent, has not been immune to financial 
crimes involving virtual currencies. The Econom-
ic and Financial Crimes Commission (EFCC) is a 
key player in the Nigerian government's efforts 
to tackle financial crimes, including those involv-
ing virtual currency. In Nigeria, virtual currencies 
have seen significant popularity in recent years, 
as evidenced by the many individuals and busi-
nesses that have turned to cryptocurrencies to 
navigate the country's volatile economic land-
scape [6]. In addition, virtual currencies offer Ni-
gerians a way to access financial services and 
make international transactions, bypassing tradi-
tional banking systems, which are known to be 
costly and inaccessible to many [7]. However, the 
Nigerian government and regulatory authorities 
have raised concerns about the use of virtual cur-
rencies, fearing that criminals could use them for 
fraud and other illegal activities. In response, the 
Central Bank of Nigeria has repeatedly issued 
warnings about the risks of investing in virtual 
currencies and has taken significant steps to reg-
ulate their use [8]. 

While virtual currency offers numerous benefits, 
including lower transaction costs and increased 
financial inclusion, it has also become a means 
for many forms of financial crime, as [9] high-
lights. These crimes range from money launder-
ing and fraud, which, together, create many chal-
lenges for regulatory and law enforcement agen-
cies worldwide. Nigeria, which has a rapidly 
growing digital economy and a vibrant, tech-
savvy population, has also seen an increase in 
virtual currency-related financial crimes. The 
EFCC, established in 2003, is Nigeria's primary 
anti-corruption agency. The organisation has the 
mandate to investigate and prosecute the perpe-
trators of economic and financial crimes. It was 
established with the primary objective of com-
bating economic and financial crimes in Nigeria. 
It is empowered by the EFCC Act of 2004 to in-
vestigate, prosecute, and prevent various forms 
of financial malfeasance, including money laun-
dering, advance fee fraud, and other fraudulent 
practices [10]. The commission is also authorised 
to collaborate with other law enforcement agen-
cies and international organisations to address 
the transnational dimension of economic and fi-
nancial crimes.  

In recent years, the EFCC has expanded its focus 
to include virtual currency-related financial 
crimes as part of its efforts to adapt to the new 
economic landscape and the challenges posed by 
technological advancements [11]. Its role in 
combating virtual currency-related financial 
crimes is paramount, given the ever-changing 
nature of financial crime and the increasing use 
of virtual currencies by criminal elements to 
conduct their activities. However, despite the 
EFCC's efforts, a critical assessment of its effec-
tiveness in addressing these emerging challenges 
is needed. The gaps in the existing literature re-
garding the EFCC's capacity to effectively combat 
virtual currency-related financial crimes, particu-
larly phishing scams and Ponzi schemes, under-
score the importance of this study. 

Gap in Literature/Study Rationale. A detailed and 
comprehensive literature review, carried out to 
ascertain the role Nigeria's EFCC has played in 
combating financial crimes, yields a wide range 
of publications. The review found that significant 
scholarly attention has been devoted to the man-
date and objectives of the EFCC. Scholars such as 
authors [12, 13] extensively examined the legal 
framework and institutional structure that un-
derpin the EFCC and highlighted its broad scope 
and focus in combating economic and financial 
crimes. In addition, a growing body of literature 
examines the areas where the EFCC has achieved 
some success in combating financial crimes. No-
tably, researchers [14, 15] examined specific cas-
es in which the EFCC's interventions led to the 
successful prosecution of individuals involved in 
financial crimes, such as money laundering and 
corruption. Conversely, the EFCC also focuses on 
issues associated with virtual currencies that it 
has not adequately addressed. Scholars such as 
[16] raised concerns about the proliferation of 
virtual currency-related financial crimes in Nige-
ria and the challenges the EFCC faces in regulat-
ing and monitoring these emerging financial 
transactions.  

The gap in the extant literature lies in the inade-
quate research attention directed towards stud-
ies that explain the role the EFCC plays in com-
bating specific types of financial crimes, such as 
phishing scams and Ponzi schemes. While there 
is some research on these types of crimes that 
captures the Nigerian context, scholars have not 
investigated in depth the outcomes of the EFCC's 
efforts to combat virtual currency-related crimi-
nal activities. 
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METHOD 

Source of Data. The purpose of this study is to ex-
amine the role of the Economic and Financial 
Crimes Commission (EFCC) in combating virtual 
currency-related financial crimes in Nigeria. To 
achieve this, the study relies on secondary 
sources, including journal articles, news articles, 
official government reports, reports from inde-
pendent research organisations, and other credi-
ble sources relevant to the research topic. 

The primary reason for choosing secondary 
sources of data is the sensitive, clandestine na-
ture of virtual currency-related financial crimes. 
Access to primary sources of information, such as 
official investigations and confidential reports, is 
often restricted due to the sensitive nature of the 
subject matter. As such, secondary sources do 
provide a wealth of relevant information that can 
be used to get a comprehensive assessment of 
how the EFCC's efforts have fared in combating 
phishing scams and Ponzi schemes. 

Method of Data Collection. The study adopted 
content analysis to conduct an in-depth examina-
tion and interpret information from various doc-
uments, such as reports, legal documents, media 
coverage, and online communications, to identify 
and extract relevant information. The research-
ers scrutinised the gathered information against 
predefined criteria that they explicitly developed 
for the study. 

Method of Data Analysis. The researchers ana-
lysed data from these secondary sources using a 
qualitative method, specifically a narrative analy-
sis approach. They chose this approach because 
it provides a nuanced and detailed understand-
ing of the EFCC's activities and their impact on 
mitigating virtual currency–related financial 
crimes [17]. The narrative analysis approach al-
lows exploration of the EFCC's actions within the 
specific context of the complexities and intrica-
cies of the Nigerian economic landscape, as well 
as the global nature of virtual currency-related 
financial crimes.  

Theoretical Framework of Analysis: The Structur-
al-Functional Theory. The Structural-Functional 
Theory is a prominent perspective in political 
science. Its focus is on explaining the interplay 
between social structures and political institu-
tions. The theory emphasises the role of struc-
tures in maintaining order and stability within a 
society [18]. One of the major proponents of the 
structural-functional theory is the prominent 

scholar Talcott Parsons. Parsons made significant 
contributions to advancing the theory through 
his writings in the 1950s and 1960s.  

The main arguments of the structural-functional 
theory are summarised as follows: 

First, the theory posits that society is made up of 
interconnected parts that work together to main-
tain stability and equilibrium. These parts in-
clude political institutions, social norms, and cul-
tural values.  

Second, the theory argues that the various inter-
connected parts within society serve specific 
functions that contribute to society's overall 
functioning. For example, political institutions 
help maintain order and regulate conflict, while 
social norms guide individual behaviour and 
promote social cohesion. 

Third, the theory emphasises the importance of 
consensus and integration in maintaining social 
order. Consensus here refers to the shared values 
and beliefs that bind society together, while inte-
gration refers to the processes that connect indi-
viduals to larger social systems. 

As noted by the author [19], David Easton ex-
tended the structural-functional theory to the 
study of political systems. Easton then argued 
that political systems can be understood as com-
plex, adaptive structures that respond to both 
external and internal pressures. He also empha-
sised the role of feedback mechanisms in main-
taining equilibrium within political systems. For 
example, when a political system encounters a 
problem or challenge, it generates feedback that 
prompts the system to make adjustments and 
restore equilibrium. On the other hand, Robert 
Merton developed the concepts of manifest and 
latent functions. Manifest functions are the in-
tended consequences which social structures or 
institutions aim to have, while latent functions 
are the unintended or unrecognised consequenc-
es, which they do seek to have [20]. Merton's 
work illustrated the complexity of social systems 
and highlighted the importance of considering 
both intended and unintended effects when as-
sessing the effectiveness of social structures. 

Theoretical Framework of Analysis: Application of 
theory. This study argues that the EFCC has failed 
to adequately mitigate virtual currency-related 
crimes in Nigeria. Researchers can examine the 
role of the Economic and Financial Crimes Com-
mission (EFCC) in adequately addressing virtual-
currency-related cybercrime in Nigeria through 
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the lens of structural–functional theory. One of 
the cardinal propositions of the Structural-
functional theory is that social structures are in-
terrelated and contribute to the stability, social 
order, and functionality of society [21]. In Nige-
ria, the EFCC's failure to tackle virtual-currency-
related cybercrimes is linked to the complex web 
of social structures, including political, economic, 
and legal institutions. As highlighted by scholars 
such as [14], Nigeria's political structure is char-
acterised by a high level of systemic corruption, 
fuelled by the elevation of vested interests over 
public interest. This corruption has permeated 
law enforcement agencies, hindering their effec-
tiveness in combating cybercrime. Others, like 
authors [22], argued that the economic struc-
tures in Nigeria are marked by widespread pov-
erty and inequality, which provide a fertile 
ground for criminal activities such as phishing 
scams and Ponzi schemes to thrive. 

However, in Nigeria, the EFCC's effectiveness has 
been hampered by institutional weaknesses, in-
cluding inadequate funding, limited technical ex-
pertise, and political interference. These institu-
tional inadequacies have undermined the EFCC's 
capacity to address cybercrimes involving virtual 
currency, thereby contributing to the perpetra-
tion of such offences. 

Another relevant dimension of the structural-
functional theory is the notion of functional pre-
requisites, which are the essential functions that 
must be fulfilled for society to operate smoothly 
[23]. In Nigeria, the EFCC's failure to tackle virtu-
al-currency-related cybercrimes stems from its 
inability to meet these functional prerequisites. 
The rise of virtual-currency-related cybercrime 
has not only enabled but also facilitated fraudu-
lent activities such as phishing scams and Ponzi 
schemes [24]. Furthermore, the Structural-
functional theory also emphasises the need for 
societal adaptation to maintain equilibrium [25]. 
However, Nigeria's response to virtual-currency-
related cyber crimes has been inadequate, as the 
EFCC has been unable to adapt to the rapidly 
evolving landscape of cybercriminal activities. 
The agency has been slow to develop the techno-
logical and investigative capacities needed to ad-
dress these modern forms of criminality, thereby 
contributing to its failure to mitigate virtual-
currency-related cybercrime effectively. 

To improve the EFCC's effectiveness in address-
ing virtual currency-related crimes in Nigeria, a 
multifaceted approach is necessary. The EFCC 

should focus on building its capacity and on 
strengthening partnerships with international 
organisations, regulatory bodies, and stakehold-
ers in the crypto industry. It is essential to use 
proactive strategies, stay updated on technologi-
cal advancements, and also use digital forensics 
and data analytics tools [26]. Policymakers need 
to create clear regulatory frameworks for virtual 
currencies and ensure proper monitoring, re-
porting, and oversight. Government agencies and 
financial regulators should regularly organise 
public awareness campaigns to educate citizens 
about the risks associated with virtual curren-
cies, promote a culture of responsible use, and 
strengthen cybersecurity. In the end, a mix of leg-
islative changes, collaboration, technology inte-
gration, and public involvement will help the 
EFCC effectively combat virtual currency-related 
crimes. 

 

RESULTS AND DISCUSSION 

Phishing Scams. One primary concern regarding 
virtual currency crimes in Nigeria is phishing 
scams. Criminals exploit the anonymity and de-
centralised nature of virtual currencies to de-
fraud unsuspecting individuals [27]. According to 
[28], Nigeria has experienced a rise in phishing 
scams targeting virtual currency. Cybercriminals 
target individuals who want to invest in crypto-
currencies like Bitcoin and Ethereum. These 
scams are widespread across the country and 
very sophisticated. They often leave victims fac-
ing significant financial losses, as well as emo-
tional distress. The EFCC's ability to investigate 
and prosecute these complex forms of cyber-
crime remains limited. 

With the popularity of digital currencies like 
Bitcoin and Ethereum, scammers have found 
new ways to exploit people and organisations 
through phishing, leading to significant financial 
losses and heightened cybersecurity concerns in 
Nigeria. A recent case highlights this issue. Eze 
Harrison Arinze, a Nigerian national, was sen-
tenced for defrauding 34 victims across 13 coun-
tries. His fraudulent act resulted in losses of 
about $592,000; this followed a successful inves-
tigation and prosecution by Nigeria's Economic 
and Financial Crimes Commission [29], and also 
shows the dangers of virtual currency phishing 
scams [30]. 

A Central Bank of Nigeria report confirmed that 
other studies indicate a steady rise in virtual cur-
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rency-related phishing scams in the country over 
the past few years [31]. One report noted that 
Nigeria has seen a surge in cases of these scams. 
Data collected by the Nigerian Communications 
Commission (NCC) also showed that the preva-
lence of virtual currency-related phishing scams 
has been increasing consistently [32]. Crypto 
analysis firms, such as the Israeli blockchain 
analysis firm Whitestream, have also published 
detailed reports confirming the rise of cryptocur-
rency scams in Nigeria, particularly on social 
media platforms like Instagram. Lagos is the cen-
tre for many of these scams [33]. This infor-
mation highlights the growing threat posed by 
cybercriminals in Nigeria, who are exploiting the 
popularity and volatility of cryptocurrencies to 
target unsuspecting individuals. 

Common Modes of Operation. The picture below 
illustrates what a phishing attack looks like — a 
pictorial illustration of a Phishing Attack. 

 

 

Figure 1 – Diagram representation of a Phishing 
Attack [34] 

 

Creation of Fake Investment Platforms: One of the 
most common methods used by cybercriminals 
in Nigeria for virtual currency-related phishing 
scams is the creation of fake investment plat-
forms [27]. These platforms often promise high 
returns in a short amount of time, thereby luring 
people to deposit their money into bogus ac-
counts. Once the funds are deposited, the scam-
mers vanish, leaving victims with no way to re-
cover their money. In some cases, these fake in-
vestment platforms may even use the names of 
well-known cryptocurrency exchanges or com-

panies to trick victims into thinking they are real, 
as reported by [35]. 

Use of Phishing Emails and Websites: Another 
common tactic is the use of phishing emails and 
websites to deceive people into sharing their 
personal information or login credentials [35]. 
Cybercriminals do send emails that appear to 
come from legitimate cryptocurrency exchanges 
or wallets. These emails ask recipients to click on 
a link and then enter their information. Once the 
victim provides their details, the scammers can 
go ahead to access their accounts and steal their 
funds. Authors [34] note that phishing emails of-
ten include convincing graphics and language, 
thereby making it hard for people to tell they are 
fake. 

Conduct of Social Engineering Attacks: In addition 
to fake investment platforms and phishing 
emails, cybercriminals in Nigeria also carry out 
social engineering attacks to access individuals' 
cryptocurrency accounts [36]. Social engineering 
involves tricking people into sharing sensitive 
information or doing things they usually would-
n't do. For instance, scammers might call individ-
uals and then pretend to be customer service 
representatives from a cryptocurrency exchange. 
They may also ask for login details while claiming 
to help with a technical issue. This tactic exploits 
people's trust in authority figures and can result 
in significant financial losses. 

Nigeria has one of the highest rates of cryptocur-
rency adoption in Africa, with millions of citizens 
actively trading and also using virtual currency 
[37]. This widespread use has made Nigeria an 
attractive target for cybercriminals seeking to 
exploit unsuspecting individuals and businesses 
through phishing scams. Additionally, the lack of 
strong regulation and oversight of virtual curren-
cy in Nigeria has fostered an environment where 
fraud can thrive [7]. The decentralised nature of 
digital currency makes it even harder for law en-
forcement to track and catch cybercriminals, al-
lowing scammers to act with a sense of freedom 
[38].  

In Nigeria, the regulatory challenges, along with 
high poverty and unemployment rates, do make 
citizens more vulnerable to phishing scams [22]. 
Many people are drawn to the allure of quick, 
easy money through virtual currency invest-
ments, making them easy targets for fraud. 
Scammers often take advantage of this by pre-
tending to be legitimate cryptocurrency plat-
forms or by promoting unrealistic investment 
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opportunities. As a result, victims suffer financial 
losses.  

Scholars, including authors [39] and cybersecuri-
ty experts, have emphasised the importance of 
raising awareness and educating people about 
the risks posed by phishing scams targeting vir-
tual currency in Nigeria. Many individuals and 
businesses lack the knowledge or skills to recog-
nise and protect themselves from these scams 
[40]. This situation has prompted calls for gov-
ernment agencies, financial institutions, and cy-
bersecurity groups to work together. They 
should focus on creating educational pro-
grammes and initiatives that help people learn 
how to avoid becoming victims of phishing scams 
related to virtual currency. 

Ponzi Schemes. These schemes often promise un-
realistic returns on investment. They lure unsus-
pecting people into investing their hard-earned 
money, only to vanish with their funds, thereby 
leaving victims in financial ruin. The rise of virtu-
al currency Ponzi schemes in Nigeria is concern-
ing. The anonymity and lack of regulation sur-
rounding virtual currencies like Bitcoin make 
them popular tools for scammers [41]. Data from 
the Nigeria Deposit Insurance Corporation 
(NDIC) shows that reported cases of Ponzi 
schemes involving virtual currencies have in-
creased in recent years [42]. Another report by 
the Nigerian Securities and Exchange Commis-
sion (SEC) indicates a spike in Ponzi schemes 
targeting Nigerians, particularly those involving 
virtual currencies [43]. These schemes often 
promise quick, high returns on investments and 
attract unsuspecting people seeking fast profits 
in the volatile cryptocurrency market. The table 
below lists Ponzi schemes that have operated in 
Nigeria from 2016 to 2025. 

 

Table 1 – Ponzi Schemes that have Operated in 
Nigeria between 2016 & 2025 [44] 

2016 2017 2018-2020 2021-2022 2023-2025 
MMM 

Nigeria 
NNN 

Nigeria 
Bitclub 

Advantage 
86FB (aka 

862) 
CALA (Cala 

Finance) 
Ultimate 

Cycler 
MMM 

Cooperation 
Million 
Money 

Eagle 
Cooperative 

6 Dollar 
Investments 

Get Help 
World 
Wide 

(GHW) 

Global 
Crediting 

Cooperative 
Hub (GCCH) 

Helping 
Hands 

International 

Royal Q 
(Nigerian 

Scam 
Version) 

Sidra 
Investment 

(Cloned 
Scam 

Version) 

Twinkas Money Riot DGSOUK FINAFRICA 
Wealth 
Buddy 

ICharity 
Club 

Revo 
Money 

Pennywise 
Ovaioza 

Farm 
Compoundly 

2016 2017 2018-2020 2021-2022 2023-2025 
Produce 
Storage 

Crowd 
Rising 

Swiss 
Golden 

(Nigeria 
Version) 

Loom 
Q Net 

(Nigeria) 
Bitfinance 

Global 

Claritta 

Nigeria 
News 

Update 
(NNU) 

Crowd 1 

Afriq 
Arbitrage 

System 
(AAS) 

CBEX 

Help2Get 
Peer-2-Peer 

Donation 
Lion's Share MBA Forex  

Loopers 
Club 

Twinkas 
Reloaded 

Inks Nation 
Chinmark 

Group 
 

Givers 
Forum 

Donation 
Hub 

Banzaza 
Multipurpose 
Cooperative 

Inksledge  

 My Bonus Racksterli 
Axim 

Exchange 
 

 Zarfund    

 

Many studies, such as the author [41], have noted 
that the lack of regulations and oversight is a key 
factor enabling cryptocurrency Ponzi schemes to 
flourish. The decentralised, largely unregulated 
nature of virtual currencies allows fraudsters to 
run Ponzi schemes without fear of being caught 
or facing legal action. Additionally, the wide-
spread use of social media and other online plat-
forms to promote these schemes helps fraudsters 
reach more potential victims, thereby worsening 
the problem [45]. 

Modes of Operation. The picture below presents 
five major characteristics of a cryptocurrency 
Ponzi scheme. 

 

 

Figure 2 – How to Identify a Cryptocurrency Ponzi 
Scheme. Source: Adapted from [46] 

 

Promise of Huge Returns on Investments: One 
standard method used by virtual currency Ponzi 
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schemes in Nigeria is the promise of huge returns 
on investments. A report published by authors 
[46] shows that these Ponzi schemes often offer 
investors extremely high returns and claim to 
use special trading algorithms or secret invest-
ment strategies that guarantee profits. Victims 
are lured into investing their money in these 
schemes with the promise of doubling or even 
tripling their investments in a short time. 

Recruitment of New Investors to Sustain the 
Scheme: Another common way virtual currency 
Ponzi schemes operate is by recruiting new in-
vestors to sustain the scheme [47]. Participants 
are encouraged to bring in more investors to 
earn extra bonuses or commissions, creating a 
pyramid-like structure in which early investors 
are paid with funds from new investors. This cy-
cle continues until the scheme falls apart due to a 
lack of recruits or unsustainable returns, leaving 
most participants with significant financial loss-
es.  

A study by the Nigeria Deposit Insurance Corpo-
ration (NDIC) reported that virtual currency-
related Ponzi schemes accounted for a large per-

centage of financial fraud cases in the country 
[48]. The report emphasised the need for greater 
awareness and regulatory action to combat the 
spread of these fraudulent activities in Nigeria's 
financial sector. In response to the rising threat 
of virtual currency-related Ponzi schemes, regu-
latory bodies in Nigeria have begun educating the 
public about the risks of such scams. The Securi-
ties and Exchange Commission (SEC) has warned 
investors about the dangers of engaging in Ponzi 
schemes. They have advised individuals to con-
duct thorough investigations before investing in 
any scheme that promises high returns [49]. 

Additionally, the Central Bank of Nigeria (CBN) 
has introduced stricter rules on cryptocurrency 
use in the country to curb illegal financial activi-
ties and protect investors from scams [31]. These 
regulatory actions are essential to safeguard Ni-
gerians' economic well-being and prevent further 
exploitation by Ponzi scheme operators. Despite 
these efforts, fighting cryptocurrency crimes re-
mains a significant challenge, as shown in the in-
formation below. 

 

Table 2 – Records of Ponzi Scams that Occurred in Nigeria Recently [44] 

Group 
Years of 

Operation 
Platform Type 

Promise on 
Investment Return 

Target Group 
Year of 

Collapse 
Estimated Loss 

CBEX 2020-2025 
Crypto Currency 

Investment 

100% Monthly 
Return on 

Investment 

Youths on 
Social Media 

2025 
About 1.3 

Trillion Naira 

MBA Forex and 
Capital 

Investment 
Limited 

2018-2021 Forex Trading 
15% Monthly 

Return on 
Investment 

Professionals 
and Civil 
Servants 

2021 
About 213 

Billion Naira 

Famzhi Interbiz 
Limited 

2021 
Business Investment 

Platform 
Not Specified 

General 
Investors 

2021 
About 30 

Billion Naira 
Red King 

Chinmark Group 
2022 

Business Investment 
Platform 

Not Specified 
General 

Investors 
2022 

About 40 
Billion Naira 

Ovaioza Farm 
Produce Storage 

Business 
2022 

Agricultural Business 
Investment 

Not Specified 
General 

Investors 
2022 

About 3 Billion 
Naira 

 

The Economic and Financial Crimes Commission 
(EFCC) has stepped up its monitoring and other 
efforts to crack down on fraudulent investment 
schemes, including those involving virtual cur-
rencies. Despite these efforts, the issue of virtual 
currency-related Ponzi schemes in Nigeria re-
mains a significant problem. Reports from the 
EFCC indicate that the number of Ponzi scheme 
cases involving virtual currencies continues to 
rise. This trend highlights the ongoing threat of 

fraudulent activity in the virtual currency market 
[50]. The absence of a robust regulatory frame-
work and the decentralised nature of virtual cur-
rencies make it difficult to effectively stop the 
spread of Ponzi schemes. Fraudsters continue to 
change their tactics to avoid getting caught. 
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CONCLUSIONS  

Based on the findings, it is clear that Nigeria's 
EFCC alone cannot tackle the significant chal-
lenge of combating financial crimes involving vir-
tual currency. The global nature of these issues 
underscores the need for stronger international 
cooperation and the development of specialised 
skills and resources. These are necessary to ad-
dress complex, cross-border criminal activities 
effectively. The shortcomings of Nigeria's EFCC in 
addressing phishing scams and Ponzi schemes 
call for policymakers, regulators, and law en-
forcement to develop robust regulatory frame-
works and enforcement mechanisms. These will 
help reduce the rise of virtual currency-related 
financial crimes. Only through united and organ-
ised efforts can Nigeria hope to face and over-
come the threats posed by these new types of 
crime. Given this context, this study offers the 
following recommendations on how the EFCC 
can improve its ability to combat the examined 
crimes: 

1) Strengthen collaboration and information 
sharing with global financial intelligence units: 
The EFCC should focus on building strong part-
nerships with international counterparts; this 
will help in exchanging intelligence and best 
practices to combat financial crimes related to 
virtual currency.  

2) Invest in technological capabilities and skill 
development: The complex nature of virtual-
currency-related financial crimes requires the 
EFCC to invest in technology and also provide its 
staff with specialised training in the areas of digi-
tal forensics, blockchain analysis, and cybersecu-

rity; this will help the agency investigate and 
prosecute offenders effectively. It will also enable 
early detection and prevention of crimes in the 
virtual-currency sector. 

3) Enhance public awareness and education 
campaigns: The EFCC should regularly launch 
public awareness and education campaigns to 
inform Nigerians about the risks of virtual-
currency transactions. Raising awareness of 
phishing scams and Ponzi schemes will help in-
dividuals protect themselves from fraud and re-
port suspicious activity, thereby strengthening 
the financial system's overall resilience. 

4) Collaborate with financial institutions and also 
regulatory authorities: To effectively tackle vir-
tual-currency-related financial crimes, the EFCC 
must work closely with other financial institu-
tions and other regulatory bodies in Nigeria. This 
collaboration will help monitor and regulate vir-
tual currency transactions. A coordinated ap-
proach will be instrumental in improving trans-
parency and accountability in the virtual-
currency ecosystem, enabling the detection and 
disruption of illegal financial flows. 

5) Promote legislative reforms and policy devel-
opment. The EFCC should push for legislative re-
forms and policy development to fill regulatory 
gaps in Nigeria's governance that allow virtual-
currency-related financial crimes to thrive. 
Working with policymakers and stakeholders 
will enable the agency to create a strong legal 
framework that meets global standards and also 
addresses the specific challenges posed by virtu-
al-currency crimes in Nigeria.  
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