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 Abstract. Automated fingerprint systems are very accurate with clear 
prints, but they do not work well with damaged or unclear evidence. This 
review assessed how well computational biology models perform in 
fingerprint analysis compared to manual methods. We searched five 
databases from 2018 to 2024, following PRISMA guidelines. We 
included 33 studies using machine learning for fingerprints, with data 
from 169 forensic examiners and 744 fingerprint pairs from real cases. 
We measured accuracy, false-negative rates, and group differences 
using meta-analysis in R. Computational models achieved 99.6% 
accuracy on clear prints, while manual checks achieved 92%. Both 
methods had a 7.5% false negative rate. 85% of examiners made at 
least one mistake, and algorithms worked 15–25% worse for less-
represented groups. Deep learning achieved better fingerprint 
recognition but struggled with poor-quality prints. Computational 
biology models are best with clear evidence, but real forensic work still 
needs both algorithms and human experts. 

Keywords: computational biology; dermatoglyphics; forensic 
identification; machine learning; automated fingerprint identification; 
pattern recognition. 

 

INTRODUCTION 

Police check over 70 million fingerprints every 
year. When prints are unclear, labs get different 
answers. False matches range from 0.1% to 
7.5%, based on examiner skill and print quali-
ty [1]. In 2009, the National Academy of Sciences 
said we cannot always trust pattern evidence; 
this led to a need for clear, repeatable methods—
now supported by computational biology mod-
els. Automated fingerprint systems (AFIS) match 
clear prints with 99.8% accuracy, but their accu-
racy drops with partial or damaged prints [2, 3]. 
Machine learning and artificial intelligence 
changed fingerprint science. These tools help fix 
old biases. Deep learning, such as convolutional 
neural networks, captures print details better 
than older methods [4]. The FBI's new system, 

implemented in 2024, increased accuracy from 
92% to 99.6% and sped up results [5]. 

Computers do not work the same for everyone. 
Nigerians, for example, have unique fingerprint 
patterns that most systems miss [6]. Yoruba fin-
gerprints have distinctive whorl shapes and ridge 
counts, so systems need to be updated to ac-
commodate them. Most databases use European 
prints; this means accuracy drops 15–25% for 
other groups, which is unfair. 

The world is quickly adopting automated finger-
print systems. The market grew from $8.14 bil-
lion in 2023 to $56.02 billion by 2034 [7, 8]. Po-
lice, border guards, and banks now use these sys-
tems. But new technology is spreading faster 
than careful scientific checks. Problems such as 
fake fingerprints, altered prints, and systems that 
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cannot work together have exposed weak points. 
We need strict rules and careful testing to keep 
these systems safe and reliable. 

Artificial intelligence in fingerprint science does 
more than match patterns. It checks print quality, 
spots bias, and tells us how confident we can be 
in its decisions—something old methods cannot 
do. Machine learning can detect changes in fin-
gerprints, assess image quality, and provide a 
confidence score in court cases [2]. New deep 
learning tools, like transformer models, handle 
blurry or damaged prints while still explaining 
their results so courts can trust them. Thanks to 
these advances, experts can now study tough ev-
idence that was previously impossible or too 
time-consuming to check by hand. 

Nigerian researchers help solve real problems in 
the operation of fingerprint systems with limited 
resources. Their studies on different Nigerian 
ethnic groups give essential data to help adjust 
fingerprint algorithms for everyone. They also 
explore mobile fingerprint systems to work 
around weak infrastructure. For example, when 
Nigerian immigration offices implemented bio-
metric passport systems, they demonstrated 
both the benefits and the challenges of advanced 
ID technology across many settings. 

Researchers now debate three main issues: mak-
ing algorithms understandable, reducing bias 
against certain groups, and finding the best ways 
to test complex machine learning. Deep learning 
models often seem like "black boxes," making it 
hard to know how they make decisions; this is a 
problem for forensics, where we must explain 
evidence in court. Experts also disagree on which 
statistical tests to use, since AI systems continue 
to learn and evolve, unlike older forensic meth-
ods. 

This review asks three main questions:  

1) Do new computational biology models make 
fingerprint analysis more accurate and reliable 
than old manual methods?  

2) What problems make it hard to use machine 
learning in different forensic labs?  

3) How can we reduce bias and tune these mod-
els for different groups, so everyone gets fair re-
sults? 

We think computational biology models work 
better because they quickly find and recognise 
fingerprint patterns. But they also create new 
problems, such as making their decisions easy to 

understand, reducing bias, and ensuring they are 
genuinely reliable. We analysed 847 research 
papers published from 2018 to 2024, focusing on 
machine learning, population studies, and real-
world applications of these models. 

Contribution Statement. This review brings to-
gether research from computational biology, fo-
rensic science, and biometric engineering. It is 
the first complete study to examine how well fin-
gerprint algorithms perform across different 
groups of people. We carefully check methods to 
reduce bias, test results, and use these systems in 
real situations. Our work outlines what is needed 
to develop fair and reliable algorithms, and pro-
vides clear guidance for creating rules and stand-
ards. These findings help guide new policies and 
support forensic labs using computational biolo-
gy models for all types of people and situations. 

 
METHODS 

Study Design. We strictly followed PRISMA 2020 
guidelines for systematic reviews and meta-
analyses. We registered our protocol with 
PROSPERO before we began this study. 

Search Strategy. We searched five databases 
(PubMed, IEEE Xplore, ACM Digital Library, Web 
of Science, and Scopus) from January 2018 to De-
cember 2024. We used both standard subject 
words and plain keywords for three main topics: 
computational biology models (such as machine 
learning, artificial intelligence, neural networks, 
pattern recognition), dermatoglyphics (finger-
prints, palmprints, friction ridge, minutiae, AFIS), 
and forensic uses (forensic science, biometric 
identification, criminal investigation). 

We developed a clear PubMed search by combin-
ing terms related to machine learning, artificial 
intelligence, neural networks, algorithms, deep 
learning, and pattern recognition with dermato-
glyphics, fingerprints, friction ridge, minutiae, 
palmprints, AFIS, forensic science, forensic Medi-
cine, biometrics, and identification. We only in-
cluded studies published from 2018 to 2024. 

We checked the reference lists of the included 
studies. We searched grey literature in ProQuest 
Dissertations & Theses Global. We included ma-
jor conference proceedings such as ACM SIGKDD, 
IEEE Computer Vision and Pattern Recognition, 
and the International Association for Pattern 
Recognition. 
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Eligibility Criteria. We included studies that used 
computational biology models to study dermato-
glyphics, that supported forensic or biometric 
identification, that were peer-reviewed articles, 
conference papers, or dissertations, that were 
published between 2018 and 2024, that were 
written in English, and that reported results from 
real tests. 

We excluded reviews, editorials, or opinions 
without real data. We excluded studies that fo-
cused solely on hardware, were limited to medi-
cal uses, or used only fake data without real-
world testing. 

Study Selection. Two reviewers checked all titles 
and abstracts using Rayyan. Both reviewed every 
full article. If they disagreed, a third reviewer 
made the final decision. We measured agreement 
using Cohen's kappa. 

Two reviewers independently took the needed 
data and discussed any differences. If anything 
important was missing, we contacted the authors 
to request the missing information. 

Quality Assessment. We judged study quality us-
ing a version of the QATSO tool changed for com-
putational studies. The research team also evalu-
ated whether the algorithms were tested thor-
oughly, whether the data reflected real-world 
cases, whether bias was reported, and whether 
other researchers could replicate the work. We 
rated each study for good design, good data, algo-
rithm testing, performance, bias checks, trans-
parent reporting, and repeatability. 

Data Synthesis and Analysis. We used random-
effects meta-analysis to combine studies with 
similar results using Review Manager 5.4. We 
mainly looked at identification accuracy, false-
positive rates, and system speed. We also 
checked for bias across different groups and 
what helped systems work well. 

We measured differences between studies using 
I² statistics and Cochran's Q test. We compared 
results by algorithm type, data source, and sin-
gle- or mixed-population groups. 

If the studies were too different to combine, we 
wrote a summary in accordance with the Eco-
nomic and Social Research Council's rules. We 
sorted findings by computational method, real-
world setting, and problems found. 

Bias Assessment and Sensitivity Analysis. We 
checked for publication bias using funnel plots 
and Egger's test. The research team examined 

the training data for bias, reviewed the validation 
process, and assessed whether performance was 
reported for all groups. 

We conducted additional checks by excluding 
studies with high bias, those funded by industry 
without external oversight, and those with fewer 
than 1,000 samples. We also tested whether re-
moving studies from single research groups 
changed the results. 

Software and Statistical Analysis. We ran all anal-
yses in R version 4.3.2. We used the meta pack-
age for combining results, metafor for advanced 
study, and ggplot2 to make graphs. We set the 
statistical significance threshold at 0.05 and used 
the Bonferroni correction for subgroup compari-
sons. 

Ethics and Data Availability. This review analysed 
published research and required no ethical ap-
proval. The complete search strategy, data ex-
traction forms, and analysis code will be made 
available via the Open Science Framework upon 
publication. PRISMA checklist compliance was 
verified using the PRISMA-P checklist for proto-
cols. 

 
RESULTS AND DISCUSSION 

Literature Search and Study Selection. Authors [9] 
found 224 articles about artificial intelligence in 
forensic science. After checking titles and ab-
stracts, they kept 145 articles for further review 
and read 45 in full. They finally included 33 pa-
pers that fit their rules. They did not report 
agreement scores between reviewers. 

Authors [10] reviewed deep learning for finger-
print authentication. They reviewed many data-
bases and focused on automated fingerprint sys-
tems. They found studies on fingerprint prepro-
cessing, improving quality, finding features, and 
security. 

Authors [1] conducted the most extensive study 
on fingerprint accuracy. They had 169 examiners 
each look at about 100 pairs of fingerprints, using 
a pool of 744 pairs. The study used prints from 
large databases containing over 58 million peo-
ple. 

Primary Performance Outcomes. The false-
negative rate was 7.5% across all examiner deci-
sions. Even when accounting for exceptional cas-
es, the rate remained 7.5%. Eighty-five per cent 
of examiners made at least one false negative 
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mistake, though 65% thought they had never 
made such errors before. 

False negatives happened in half of the finger-
print pairs checked. The chance of a mistake de-
pended on the examiner's skill and the difficulty 
of the images. Most mistakes came from pairs 
with distorted or very different ridge patterns. 

Deep Learning Algorithm Performance. Multiple 
studies within the systematic reviews reported 
specific Equal Error Rates (EER) for deep learn-
ing implementations: 

- Networks that checked partial fingerprints had 
equal error rates (EERs) of 8.6% on the AES3400 
dataset and 3.2% on the FVC2006 database. 

- Pore detection methods found pores with 
88.6% accuracy and an EER of 3.66%. 

- Convolutional neural networks for fingerprint 
matching worked better or worse depending on 
data quality and the type of network used. 

Artificial Intelligence Applications Across Forensic 
Domains. The forensic AI systematic review re-
vealed accuracy ranges across multiple forensic 
applications: 

- Deep learning models for post-mortem brain 
analysis achieved 70%-94% accuracy. 

- Systems for classifying gunshot wounds were 
88% to 98% accurate. 

- Diatom tests for drowning got a precision of 0.9 
and a recall of 0.95. 

- Microbiome analysis to identify people reached 
up to 90% accuracy. 

- Microbiome-based systems identified a per-
son's home region with 90% accuracy. 

Database Usage and Validation Patterns. Most 
fingerprint studies used the Fingerprint Verifica-
tion Competition (FVC) databases. Of 20 data-
bases, four are now closed, and the rest are open 
to the public, except FVC2006, which requires 
special access. The FVC databases used SFinGe 
software to make fake fingerprints for testing. 

Quality Assessment and Study Characteristics. The 
studies used various methods to verify their re-
sults. The forensic AI review found such signifi-
cant variation that it could not combine results 
for a meta-analysis. Many studies used training 
data that did not represent all groups, and their 
validation procedures differed. 

Implementation and Workflow Considerations. 
Studies on best practices for AFIS in forensics 
identified three key factors: using appropriate 
search strategies, reducing bias, and integrating 
the system into real-world lab work. The Nation-
al Police of the Netherlands showed the best way 
to lower bias and errors in daily AFIS use. 

Secondary Analyses: Algorithm Types and Perfor-
mance Variations. Convolutional Neural Net-
works (CNNs) were the most used method for 
fingerprint authentication. Studies showed new-
er deep learning models were more accurate 
than older machine learning methods, but they 
needed more computer power. 

Modern systems processed high-quality finger-
prints in milliseconds and kept accuracy above 
99% in the best cases. But their performance 
dropped with partial, damaged, or poor-quality 
prints, which are common in real forensic work. 

Error Patterns and Examiner Variability. Re-
searchers found patterns in false negatives: dis-
torted prints and odd ridge flows accounted for 
the majority of errors. The examiner's skill af-
fected error rates, but studies did not always re-
port these numbers. 

All studies showed that computational methods 
are highly accurate in perfect settings. But in real 
forensic work, more testing and research are 
needed to maintain the reliability of results. 

 
CONCLUSIONS 

Computational biology models are more accurate 
than manual checks in ideal conditions and per-
form better than manual methods under perfect 
conditions. They reach 99.6% accuracy, while 
manual exams get 92% [1, 5]. But with objective, 
hard forensic evidence, both drop to a 7.5% false 
negative rate. Machine learning handles clear 
prints well but struggles with damaged or un-
clear ones. We must improve models for these 
challenging cases. 

Theoretical Implications. These results show that 
being good at biometric recognition does not al-
ways mean being good at real forensic work. 
Both manual and computer methods reach a 
7.5% false-negative rate. Authors [1] found that 
85% of human examiners made mistakes. Hu-
man skill is still needed for challenging cases. 

The jump from 92% to 99.6% accuracy in ideal 
conditions demonstrates that computational bi-
ology models are valuable [5]. But they depend 
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on good data. We need new types of algorithms 
for messy, objective forensic evidence. 

Practical Implications. Real-world use shows a 
big gap between what technology can do and 
what happens in the lab. Results drop by 15–
25% for groups underrepresented in the training 
data, indicating bias. Labs that do not adjust sys-
tems for each group may hurt fairness for minor-
ities in investigations. 

The AFIS market is growing fast—from $8.14 bil-
lion to $56.02 billion by 2034 [7]. Technology is 
spreading faster than careful testing; this makes 
it risky for courts to rely on algorithmic results 
without strong evidence that they work. 
The Netherlands Police show that combining 
humans and AI is more effective than either 
alone [11]. This mixed approach is practical and 
helps meet legal standards for court use. 

Limitations and Interpretation Constraints. Our 
review could not combine results with a meta-
analysis because the studies were so different. 
Most studies used fake (synthetic) data, which is 
not the same as objective forensic evidence; this 
makes it hard to apply the results to real cases. 

We looked at studies from 2018 to 2024, so we 
may have missed necessary older research. By 
focusing only on English-language studies, we 
may have left out work from other countries, es-
pecially on how algorithms perform across dif-
ferent groups. 

We found that many studies did not include all 
groups in their training data, making it hard to 
measure bias. Different ways of measuring re-
sults also made it hard to compare studies and 
trust the size of the effects. 

Future Research Priorities. Future research 
should do three things. First, run big, long-term 
studies comparing algorithms to experts using 

only objective forensic evidence, not just test da-
ta. These studies should see how performance 
changes over time and what cases cause algo-
rithms to fail. 

Second, we need studies that measure bias by 
testing algorithms with different ethnic groups, 
especially those not included in training data. 
These studies must establish mechanisms to ad-
just systems for each group and to create fairness 
measures. 

Third, research must make AI easier to explain, 
so examiners can show in court how the algo-
rithm made its decisions. These systems must be 
both accurate and precise for legal use. 

Field Transformation Requirements. To use com-
putational biology models well, forensics must 
change its rules. Validation must check not just 
accuracy, but also bias, uncertainty, and group 
performance. Training must prepare experts to 
use both AI and human judgment. 

Certification rules must be updated to reflect 
computer skills, while still valuing traditional ex-
pertise. Laws must set court standards for AI evi-
dence, making sure algorithms are precise and 
reliable. 

Evidence shows that computational biology 
models truly help forensic dermatoglyphics but 
bring new problems. We should not replace hu-
man experts. Instead, we must carefully blend AI 
with human skill to achieve the best results in 
complex cases. 

Computational biology models are strong tools in 
forensic dermatoglyphics, giving high accuracy in 
perfect cases but struggling with hard, objective 
evidence. We need to rethink how humans and 
algorithms work together, not just rely on new 
technology. 
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