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 Abstract. Software failures have been on the rise recently, leading to 
operational shortcomings and substantial financial losses. One primary 
reason is a lack of a diligent maintenance culture. To enhance reliability 
and minimise operational downtime, this study proposes the 
development of an AI-based predictive maintenance model for software 
systems. The study uses real-time and historical system data, such as 
performance metrics, error logs, and resource usage, in conjunction with 
supervised machine learning algorithms of Random Forest (RF), Support 
Vector Machine (SVM), XGBoost, and Long Short-Term Memory (LSTM) 
networks to forecast software failures before they happen. The 
researchers used open-source datasets and industrial maintenance logs 
to train and evaluate the models. Results showed that LSTM and 
XGBoost performed better than the other models, achieving validation 
accuracies of up to 90% and demonstrating their strong ability to 
capture intricate feature interactions and temporal dependencies. By 
comparing these models for efficacy across comparable scenarios, the 
study advances the study of software reliability. It emphasises the 
potential of AI-driven predictive maintenance to help organisations shift 
from reactive to proactive maintenance strategies, minimising 
downtime, optimising resource allocation, and lowering costs. Adopting 
scalable, interpretable models suited to specific data types and system 
contexts is one of the recommendations.  

Keywords: Artificial Intelligence; Failure Prediction; LSTM, Machine 
Learning; Predictive Maintenance; Random Forest; Software Systems; 
SVM; System Reliability; XGBoost. 

 

INTRODUCTION 

Software systems are a crucial component of 
modern digital infrastructure, supporting various 
industries, including finance, e-commerce, tele-
communications, and healthcare. It is evident 
that in the twenty-first century, software tech-
nologies have significantly improved business 
processes; this explains the widespread use of 
software by companies, organisations, and insti-
tutions for various purposes. However, the ma-
jority of software users either do not consider 
software maintenance a key responsibility or are 
unaware of the strategies to keep software up to 
date. Serious repercussions, including monetary 

losses and disruptions to business operations, 
may arise from such situations. For example, in 
May 2017, the Scrum team reported that a power 
supply problem caused a catastrophic collapse of 
British Airways' computer system, leaving 
75,000 travellers stranded and causing signifi-
cant disruptions at London City, Gatwick, and 
Heathrow airports [1]. This tragedy, resulting 
from inadequate maintenance of their IT sys-
tems, highlights the importance of regular, com-
prehensive software maintenance to prevent 
similar operational catastrophes. They gave an-
other example, noting that in 2018, a significant 
data breach at British Airways exposed the finan-
cial and personal data of 429,612 clients. The 
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United Kingdom's Information Commissioner's 
Office (ICO) fined British Airways £20 million 
($26 million) for this violation. 

These accidents not only highlight operational 
issues but also underscore the significant finan-
cial implications of neglecting software mainte-
nance and crucial security protocols.  

The Nigerian Bureau of Statistics (NBS) predicted 
that the ICT sector contributed approximately 
20% to the nation's GDP in the second quarter of 
2024, according to a report by the United States 
Department of Commerce [2]. It is common 
knowledge that the ICT industry relies primarily 
on software systems. Unfortunately, users do not 
pay enough attention to software maintenance. 

As software complexity increases, maintaining 
system reliability and minimising downtime be-
come increasingly important. Traditional soft-
ware maintenance methods, such as reactive and 
preventative maintenance, often fail to stop un-
foreseen faults that can cause significant opera-
tional disruptions and financial losses. 

Predictive maintenance is a proactive strategy 
that uses artificial intelligence (AI) and machine 
learning (ML) to anticipate and stop software 
faults before they occur.  

Predictive maintenance, a proactive approach to 
software system maintenance, anticipates poten-
tial issues or malfunctions before they occur. This 
method identifies patterns and anomalies that 
indicate potential future problems, utilising real-
time monitoring, historical data, and advanced 
analytics. With the advent of artificial intelligence 
(AI) and machine learning (ML), predictive 
maintenance has become increasingly effective, 
enabling companies to improve system reliabil-
ity, minimise downtime, and allocate resources 
as efficiently as possible. According to authors 
[3], this method utilises data-driven insights to 
predict and prevent system failures, rather than 
relying on reactive or planned maintenance. 

Additionally, authors [4] noted that techniques 
such as supervised, unsupervised, and deep 
learning are employed to analyse complex da-
tasets and generate accurate predictions. The 
model can apply it to real-world scenarios to 
software systems in several ways, including re-
source optimisation, where predictive models 
can forecast resource usage (e.g., CPU, memory) 
and suggest optimisations to prevent system 
crashes [5]; bug detection, where machine learn-
ing algorithms can identify potential bugs or vul-

nerabilities in the codebase, allowing for early 
intervention [6]; and failure prediction, where AI 
models can anticipate software failures by ana-
lysing metrics like code complexity, system logs, 
and performance data [7]. 

Researching predictive maintenance offers sev-
eral benefits, including reduced downtime. By 
spotting issues before they arise, companies can 
minimise system outages and maintain business 
continuity, as well as achieve cost savings. Proac-
tive maintenance not only improves reliability 
but also reduces the expenses associated with 
emergency repairs. 

By identifying and resolving issues early, AI-
based models enhance the performance and reli-
ability of software systems. Predictive mainte-
nance is typically not carried out, despite its ap-
parent importance in software engineering, for 
the following reasons: data quality and availabil-
ity, model trust and interpretability, computa-
tional overhead and real-time processing, the 
ability to adapt to changing software environ-
ments, privacy and security concerns, and the 
potential for inaccurate positive and negative re-
sults. 

The study uses supervised machine learning and 
artificial intelligence models, including XGBoost, 
random forests, support vector machines, gradi-
ent boosting, and long short-term memory 
(LSTM), due to their many advantages, such as 
high accuracy, scalability, adaptability, and real-
time prediction capabilities. Due to these ad-
vantages, these models are powerful tools for 
enhancing software stability, minimising down-
time, and streamlining maintenance processes. 
By adopting these models to move from reactive 
to proactive maintenance, organisations can en-
sure dependable and efficient software systems 
in demanding, dynamic environments. This study 
will further the field of AI-driven software engi-
neering while also demonstrating the value of 
these models. 

Numerous businesses rely on software systems 
for essential operations, and these systems are 
becoming increasingly complex. Reactive 
maintenance techniques, which address issues 
after they occur, are no longer sufficient in to-
day's busy, intensely competitive environments. 
These methods often lead to unscheduled outag-
es, increased operating costs, and inefficient re-
source allocation [8]. Predictive maintenance 
provided by artificial intelligence (AI) offers a 
proactive solution by anticipating faults and per-



Path of Science. 2025. Vol. 11. No 10  ISSN 2413-9009 

Section “Engineering, Manufacturing and Construction”    2012 

formance issues before they materialise. Accord-
ing to authors [9], AI-based models may analyse 
historical and current data, such as system logs, 
performance indicators, and error reports, to 
identify trends and anticipate potential issues. 

Although AI has the potential to support predic-
tive maintenance, several barriers prevent its ef-
ficient integration into software systems. Accord-
ing to authors [10], integrating AI models into 
current software infrastructures, ensuring access 
to high-quality data, and precisely simulating the 
dynamic behaviour of software are among the 
main challenges. Although AI-based predictive 
maintenance has demonstrated great potential in 
hardware systems, software environments have 
yet to adopt it. Furthermore, there are few com-
prehensive frameworks for developing and as-
sessing AI models for effectiveness, resilience, 
and scalability in real-world software settings, as 
noted by authors [11]. When using more sophis-
ticated techniques such as tree-based ensembles 
and LSTMs, these difficulties become even more 
pronounced, especially when there is significant 
class imbalance. If organisations do not address 
these gaps, they risk deploying solutions that fall 
short of expectations or even introduce new 
risks, such as false positives or over-reliance on 
automated systems. This study intends to answer 
this research question to enable predictive 
maintenance in software systems, guaranteeing 
reduced downtime, efficient resource usage, and 
improved system reliability: How can AI-based 
models, more especially, LSTMs and tree-based 
ensembles, be efficiently developed and assessed 
for software system predictive maintenance, es-
pecially in the face of extreme class imbalance? 
By answering this question and providing busi-
nesses with helpful guidance on enhancing the 
performance and resilience of their software sys-
tems, the study aims to broaden the use of pre-
dictive maintenance techniques. 

This project aims to develop an AI-based predic-
tive maintenance model for software systems.  

The study's specific objectives are to develop AI-
based models that anticipate software malfunc-
tions and performance deterioration, apply AI 
models for predictive maintenance of software 
systems, and assess the effectiveness of the pro-
posed models.  

This study is significant because it addresses 
three central issues in contemporary software 
engineering: maintaining dependability, reducing 
downtime, and lowering maintenance costs. The 

model enhances software system availability and 
performance by utilising supervised machine 
learning methods, such as Random Forest, SVM, 
LSTM, and XGBoost, to detect potential defects 
early, before they become serious. It is highly rel-
evant for industries that rely on reliable, contin-
uous digital services due to its predictive capabil-
ities, which not only help software engineers and 
system administrators make better decisions but 
also enable software infrastructures to be more 
cost-effective, scalable, and resilient.  

 
METHODS 

The study's methodology is quantitative. The 
study's datasets were sourced from software de-
velopment firms, major software users, organisa-
tions, research institutes, and online repositories 
containing pertinent datasets. Numpy, Pandas, 
and other Python libraries were used to clean 
and preprocess the data, eliminating discrepan-
cies. The investigation was implemented using 
supervised machine learning models of random 
forest, support vector machines, XGBoost and 
long short-term memory (LSTM), employing a 
multi-task learning strategy for its multiple de-
pendents' variables of failure probability, time to 
failure and failure type, from code complexity 
metrics, system logs, performance metrics, re-
source utilisation, historical failure data, envi-
ronmental factors, software metrics and user ac-
tivity data, and others as independent variables. 
The researchers used the Scikit-learn library to 
implement this model. They used the Python 
programming language to assess performance, 
including false-positive and false-negative rates, 
precision, recall, F1-score, and the area under the 
receiver operating characteristic (ROC) curve 
(AUC). 

 

Model Diagram/Data Flow 

The model diagram is shown in Figure 1. 

 

 

Figure 1 – System Architecture 
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Figure 1 illustrates the proposed model's dia-
gram, which depicts the data flow. It comprises 
inputs, the system shell, and outputs.  

Inputs: This illustrates how the system provides 
data to the model, thereby defining the model's 
variables. Examples include performance met-
rics, error logs, usage data, CPU and memory uti-
lisation, response times, and so forth.  

System Shell: This constitutes the model's body. 
It is primarily composed of AI models and histor-
ical data. Logs, bug reports, patches, maintenance 
histories, and other records of past system fail-
ures make up historical data. This data is essen-
tial for training and calibrating the AI model to 
identify failure patterns. AI models power the 
main engine of predictive maintenance. It uses 
machine learning techniques, which are essen-
tially categorisation models, to process both his-
torical and real-time operational data. The model 
forecasts the likelihood of malfunctions, errors, 
or performance deterioration. 

Output: The AI model's result is the main output 
of this section. "Component X may fail within 2 
days," "Module Y is showing abnormal error pat-
terns," "Memory leak detected; the AI model 
produces schedule patching," and other insights. 

Software engineers or automated tools perform 
preventive maintenance operations, such as 
patch deployment, server restarts, bug fixes, re-
source optimisation, or software module up-
grades, based on the predictions.  

Data Collection 

1) Dataset and Sources. The study made use of 
operational logs and historical software mainte-
nance data from two primary sources: institu-
tional datasets with bug reports, CPU, memory, 
disk, network, failure label, log sequences, anom-
aly/failure labels, fault logs, and issue-tracking 
histories; open-source repository; failure predic-
tion in a web application (Kaggle); and LogPAI 
(Log-based Predictive AI) Benchmark (LogPAI 
Datasets). The dataset used for this investigation 
consisted of 1000 rows and 19 columns, with 
most rows comprising both dependent and inde-
pendent variables. 

Dependent variable: Failure_Imminent is the de-
pendent variable, or the study's target variable. 
With boolean values of 0 or 1, it is a binary cate-
gorical variable that represents Class 1 (1), which 
indicates that a failure (such as a crash, severe 
performance degradation, or outage) is immi-

nent; Class 0 (0), which means "Normal Opera-
tion," indicates that the system is functioning 
within expected parameters and that no failure is 
anticipated in the coming minutes. 

Independent Variables: It is continuous, count-
based, multivariate time-series numerical data. 
Among these variables are: 

cpu_utilization: proportion of CPU capacity uti-
lised. 

memory_utilization: percentage of RAM that was 
used. 

disk_io_time: percentage of time spent handling 
read/write requests on the disk. 

network Throughput: Kilobytes sent and re-
ceived per second. 

application_response_time: Average response 
time to a request, measured in milliseconds. 

requests_per_second: Number of HTTP/S re-
quests that were received.  

error_rate_5xx: HTTP server error rate per mi-
nute (e.g., 500, 503). 

error_rate_4xx: HTTP client error rate per mi-
nute (e.g., 400, 404). 

database_connection_pool_size: Number of the 
pool's active connections.  

database_query_duration: The average query ex-
ecution time is measured in milliseconds. 

log_error_count: Number of "ERROR"-severity 
log entries throughout a given period.  

log_warn_count: Number of "WARN"-severity log 
entries throughout a time period.  

garbage_collection_duration: Amount of time 
spent on garbage pickup throughout a specific 
time frame.  

garbage_collection_frequency: Number of gar-
bage collection occasions throughout a particular 
time frame. 

transactions_processed: Number of completed 
key business transactions. 

queue_length: Number of things in a message 
queue that are awaiting action.  

cache_hit_ratio: Cache hits to total cache queries 
as a ratio. 

2) Data Preprocessing. Collected data underwent 
the following preprocessing steps: 
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Data Cleaning: The researchers eliminated irrel-
evant records, duplicates, and incomplete entries. 

Feature Extraction: Relevant characteristics were 
found, including log-event patterns, code churn, 
severity levels, frequency of defect reports, time 
between failures, and system resource utilisation. 

Feature Engineering: This study uses Natural 
Language Processing (NLP) to convert textual log 
data and represent bug descriptions semantical-
ly. 

Normalisation: The standardisation of numerical 
features led to uniform scaling. 

Labelling: Based on past results, the data was di-
vided into classes like "no maintenance," "re-
quires maintenance," and "imminent failure." 

3) Data Splitting. The researchers applied a time-
based split to the data, obtaining a 70% training 
set, a 15% validation set, and a 15% test set. 

The researchers prioritised a rigorous time-
based split to replicate a real-world deployment 
scenario in which models are trained on histori-
cal data and must forecast future failures, pre-
venting data leakage and providing a realistic 
performance estimate. Researchers recognise 
that this strategy has limitations. For the large, 
complex models used in this work, time-series 
cross-validation was deemed computationally 
prohibitive, despite its greater robustness. The 
dataset was large enough to ensure that a single 
split would yield statistically sound results, 
which was adequate for the primary goal of an 
equitable and effective comparison of the various 
algorithmic families. 

Models Hyper Parameter Tuning Strategies 

The models used in this study – random forests, 
XGBoost, and long short-term memory (LSTM) 
networks – performed better at prediction, 
thanks in large part to hyperparameter tuning. 
To balance recall, precision, and overall model 
resilience, proper hyperparameter selection and 
tuning were crucial, given the complexity of im-
balanced datasets in predictive maintenance.  

The number of estimators (trees), maximum 
depth, minimum samples per split, and class 
weight parameter were the most critical hy-
perparameters considered for the random forest 
model. This study sets the class weights to "bal-
anced" to correct for skewed distributions and 
uses grid and random searches to determine the 

best setup. While restricting tree depth reduced 
overfitting, increasing the number of estimators 
improved stability. 

While restricting tree depth reduced overfitting, 
increasing the number of estimators improved 
stability. 

Tuning for XGBoost focused on factors directly 
involved in managing imbalance and model 
complexity. The subsample ratio, number of es-
timators, maximum depth, and learning rate 
(eta) were all systematically changed. The 
scale_pos_weight parameter, determined by the 
ratio of negative to positive instances in the train-
ing data, was particularly significant. This modifi-
cation greatly enhanced recall without unneces-
sarily raising false positives. The researchers 
used a combination of randomised search and 
Bayesian optimisation to refine the search space 
effectively. 

Hyperparameter adjustment for the LSTM model 
addressed both architectural and training pa-
rameters. To strike a compromise between cap-
turing temporal dependencies and avoiding over-
fitting, the number of LSTM layers, the number of 
hidden units per layer, the dropout rate, and the 
batch size were all optimised. The researchers 
added class weights to the loss function to ac-
count for imbalance and adjusted the Adam op-
timiser's learning rate. Early halting based on val-
idation recall was used to prevent degradation in 
minority-class performance during extended 
training epochs. 

Overall, the tuning procedure showed that mod-
els with imbalance-aware hyperparameters 
(such as scale_pos_weight, class weights, and fo-
cal loss) outperformed baseline models in recall, 
emphasising the importance of combining class 
imbalance correction methods with hyperpa-
rameter tuning when creating predictive mainte-
nance models for software systems. 

Table 1 highlights the crucial hyperparameters 
that significantly impact model performance in 
predictive maintenance. The researchers ad-
dressed class imbalance by setting the 
class_weight parameter to "balanced", which pe-
nalised misclassification of minority-class in-
stances, and improved the random forest model's 
stability and variance by increasing the number 
of trees and optimising the maximum depth. 
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Table 1 – An overview of the models' adjusted hyperparameters 

Model Key Hyperparameters Optimal Values Settings 
Random 
Forest 
(RF) 

Number of trees (n_estimators), maximum 
depth (max_depth), minimum samples per 
split, class weights, and bootstrap 

n_estimators = 300; max_depth = 20; 
min_samples_split = 5; class_weight = 
“balanced”; boostrap = True 

XGBoost Number of trees (n_estimators), learning rate 
(eta), maximum depth (max_depth), subsam-
ple ratio, scale for positive class 
(class_pos_weight) 

n_estimators = 500; eta = 0.05; 
max_depth = 8; subsample = 0.8; 
scale_pos_weight ≈ ratio(neg: pos) 

LSTM Number of layers, hidden units per layer, 
dropout rate, batch size, learning rate, optimis-
er, class weights 

2 layers; 128 hidden units; dropout = 0.3; 
batch size = 64; learning_rate = 0.001 
(Adam optimizer); class_weight applied 

 

The scale_pos_weight option in the XGBoost 
model, which ensured balanced learning be-
tween the majority and minority classes, had the 
most significant impact on recall performance. 
Meticulous adjustment of the learning rate and 
subsample ratio reduced overfitting while pre-
serving generalisation. In the LSTM model, drop-
out regularisation and early halting were crucial 
in avoiding overfitting, while the number of hid-
den units and layers determined the network's 
ability to capture temporal relationships.  

By guaranteeing minority class instances made a 
more substantial contribution during training, 
the incorporation of class weights into the loss 
function significantly enhanced recall. When tak-
en together, these hyperparameter changes high-
light the need for imbalance-aware tuning tech-
niques to optimise the predictive capacity and 
reliability of AI-based models for software sys-
tem maintenance. 

Model Development. To accomplish the study's 
goal, the researchers used machine learning, a 
form of artificial intelligence that enables com-
puters to learn from data and improve over time 
without explicit programming. Specifically, long 
short-term memory (LSTM) networks, random 
forest (RF), support vector machines (SVM), and 
gradient boosting (XGBoost) were employed as 
supervised machine learning techniques. 

1) Algorithm Selection. The researchers used su-
pervised machine learning methods suitable for 
categorisation tasks to construct the predictive 
maintenance model. They considered the follow-
ing potential algorithms: 

Random Forest (RF): Selected because of its ex-
cellent interpretability through feature im-
portance ratings, which aid in identifying im-

portant failure indicators, and its resilience to 
overfitting. 

Support Vector Machine (SVM): Using kernel 
functions, this robust baseline model for high-
dimensional data is good at identifying intricate 
decision boundaries across system states. 

XGBoost: Chosen for its cutting-edge predictive 
accuracy on structured data, computational effec-
tiveness, and integrated class imbalance and 
missing value handling capabilities. 

Long Short-Term Memory (LSTM): Crucial due to 
its exceptional capacity to capture the dynamic 
patterns that precede a software breakdown by 
modelling temporal sequences and long-range 
relationships in time-series system data. 

2) Model Equations 

2.1. Random Forest. The following processes rep-
resent random forest operations: 

2.1.1. Sampling with Replacement: For each tree 
Tb in the forest (b=1,2,..., B): 

 

Db∼Bootstrap(D)    (1.1) 

where D – n-sample original training dataset; Db 
– size n bootstrap sample with replacement. 

 
2.1.2. Feature Randomness at Each Split. At each 
split in a decision tree: a) A subset of features m 
⊆ M (with m ≥ M) is chosen at random; b) Using 
the entropy (Gini) impurity measure, the optimal 
split is selected. 

Gini Impurity:  

 

Gini(t) = 1 – ∑ p21C
i=1     (1.2) 
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where pi – proportion of class i at node t, and C – 
number of classes. 

 

2.1.3. Decision Tree Prediction. Each decision 
tree Tb outputs a prediction:  

 

Ŷb(x) = Tb(x)     (1.3) 

 

2.1.4. Random Forest Final Prediction. For classi-
fication (majority voting):  

 

Ŷ(x) = arg max (k) ∑ 𝐼(ŷ𝑏(𝑥) = 𝑘)𝐵
𝑏=1   (1.4) 

where I(⋅) – indicator function (1 if true, zero 
otherwise); k – possible class labels. 
 

2.2. Support Vector Machines (SVM). Classifica-
tion (i.e., "failure" vs. "no failure") will be done 
using SVM. The following expressions describe 
processes in support vector machines. 

2.2.1. Linear SVM (Hard Margin. To find the hy-
perplane, we apply formula (2.1) in a way that 
distinguishes between the two classifications 
(normal and failure). 
 

f(x)=w⋅x+b     (2.1) 

where w – weight vector (orientation of the hy-
perplane), b – bias (offset from origin). 
 

Decision rule – ŷ (x) = sign (w⋅x+b) 

Optimisation objective - Min
1

2
‖ 𝓌 ‖2 

Subject to: yi(w⋅xi + b) ≥ 1, ∀i 
 

2.2.2. Soft Margin SVM (with Slack Variables). For 
this study, data may not be perfectly separable, 
so slack variables ξi are added:  

 

Min
1

2
‖ 𝓌 ‖2 + C ∑ ξi𝑛

𝑖=1     (2.2) 

 

yi(w ⋅ xi + b) ≥ 1 − ξi, ξi≥0.    (2.3) 

where C is the penalty parameter that regulates 
the trade-off between misclassification and the 
size of the margin. 
 

2.2.3. Dual Formulation (for Kernel Trick). We 
employ kernels to deal with non-linear patterns 
in software failures. 

 

Max ∑ α − 𝑛
𝑖=1

1

2
∑𝑛

𝑖=1  

 ∑ α𝑖α𝑗γ𝑖γ𝑗𝛫(𝑥𝑖, 𝑥𝑗)
𝑛

𝑗=1
  (2.4) 

Subject to: 

 

∑ 𝛼𝑖𝘺𝑖𝑛
𝑖=1 = 0, 0 ≤  𝞪𝒊 ≤  𝑪   (2.5) 

where αi = Lagrange multipliers; K(xi,xj) = kernel 
function. 

 

2.2.4. Prediction Function. The SVM decision 
function after training is: 

 

f(x) = ∑ αi𝗒i𝑛
𝑖=1 𝛫(𝑥, 𝑥𝑖) + 𝑏     (2.6) 

 

The last categorisation looks like this:  

 

ŷ(x) = sign (f(x))    (2.7)  

 

2.3. Long Short-Term Memory (LSTM) networks. 
This method anticipates errors before they occur 
and is used to describe sequential patterns in 
system metrics and logs. At every time step t, and 
given these variables: a) Input vector xt ∈ Rn 
(e.g., CPU load, memory usage, error logs, etc.); b) 
Previous hidden state ht−1∈Rm; c) Previous cell 
state Ct−1∈Rm. 

The LSTM will evaluate:  

Forget Gate: Controls which past information 
should be forgotten, given as:  

ft = σ(Wfxt + Ufht−1 + bf)    (3.1) 

 

Input Gate: Controls which new information 
should be stored, given as:  

it = σ(Wixt + Uiht−1 + bi)    (3.2) 

 

Candidate cell state:  

Ĉt = tanh (Wcxt + Ucht−1 + bc)   (3.3) 

 

Cell State Update: Updates the memory of the 
network 
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Ct = ft ⊙ Ct−1+it ⊙ Ĉt    (3.4) 

 

Output Gate: Controls the next hidden state (out-
put), given as:  

ot = σ(Woxt + Uoht−1 + bo)    (3.5) 

ht = ot ⊙ tanh (Ct)     (3.6) 

 

Final Prediction. Following processing of the se-
quence till time T, classification of the system for 
failure vs health is given as: 

 

ŷ = softmax(WyhT + by)   (3.7) 

where Xt – metrics for the software system at 
time t (logs, CPU, memory, errors); Ht – discov-
ered a hidden state that summarises the history 
of system health; Ct – Long-term dependency 
memory (e.g., slow degradation, memory leaks); 
ŷ – output predicted (system failure probability 
or time-to-failure).  

 

2.4. Gradient Boosting (XGBoost). It constructs 
decision trees one after the other, trying to fix the 
errors of the preceding tree. The following is a 
breakdown of the process: 

Begin with a base learner: The data is used to 
train the initial decision tree model. This base 
model merely forecasts the average of the target 
variable in regression tasks. 

Determine the errors: The errors between the ex-
pected and actual values are determined follow-
ing the first tree's training. 

Train the next tree: The mistakes made by the 
previous tree are used to teach the subsequent 
tree. This step aims to correct the errors made by 
the first tree. 

Repeat the procedure: This process continues un-
til a stopping criterion is satisfied, with each new 
tree attempting to correct the mistakes of those 
that came before it. 

Add up the predictions: The total of all the trees' 
predictions is the final prediction.  

By learning from past performance and log data, 
this technique estimates time-to-failure or fore-
casts failures. In a boosting framework, it con-
structs a set of decision trees, each of which cor-
rects the errors of the previous one. Because of 
this, it is very good at identifying intricate pat-

terns in software deterioration and issuing early 
warning signals for preventive maintenance. 

One way to think about it is as an iterative pro-
cess, where we begin with an initial forecast set 
to zero. The algorithm then inserts each tree to 
reduce errors. The model can be expressed 
mathematically as: 

 

ŷi= ∑ fk𝐾
𝑘=1 (𝑥𝑖)     (4.1) 

where ŷi is the final predicted value for the ith 
data point; K is the number of trees in the en-
semble; fk(xi) represents the prediction of the 
Kth tree for the ith data point. 

 

Two components make up XGBoost's goal func-
tion: a regularisation term and a loss function. 
The regularisation term simplifies complex trees, 
while the loss function gauges how well the 
model matches the data. The loss function's gen-
eral form is: 

 

obj(θ) = ∑ 𝑙(𝑦𝑖, ŷ𝑖) + ∑ Ω(𝑓𝑘)𝐾
𝑘=1

𝑛
𝑖    (4.2) 

where 𝑙(𝑦𝑖, ŷ𝑖) is the loss function which com-
putes the difference between the true value yi 
and the predicted value ŷi; Ω(fk) is the regularisa-
tion phrase that deters trees that are too compli-
cated. 

 

We now optimise the model incrementally rather 
than fitting it all at once. To enhance the model, 
we add a new tree at each stage, starting with the 
original prediction ŷi(0) = 0. Following the addi-
tion of the tth tree, the revised predictions can be 
expressed as follows: 

 

ŷI (t) = ŷI (t-1) + ft (xi)    (4.3) 

where ŷI (t-1) is the prediction from the previous 
iteration; ft (xi) is the prediction of the tth tree 
for the ith data point.  

 

Complex trees are made simpler by the regulari-
sation term Ω(ft), which penalises both the size 
and quantity of leaves. It is described as:  

 

Ω(ft) = ϒT + 
1

2
𝜆 ∑ (𝑤 2

𝑗
)

𝑇

𝑗=1
   (4.4) 
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where T is the number of leaves in the tree; γ is a 
regularisation parameter that controls the com-
plexity of the tree; λ is a parameter that penalises 
the squared weight of the leaves wj. 

 

Lastly, we calculate the information gain for each 
feasible split when determining how to divide the 
nodes in the tree. A split's information gain is 
computed as follows: 

 

Gain = 
1

2
[ 

𝐺2
𝐿

𝐻𝐿+𝜆
+ 

𝐺2
𝑅

𝐻𝑅+𝜆
 −  

(𝐺 𝐿 +𝐺 𝑅)

𝐻𝐿+ 𝐻𝑅+𝜆

2

] −  γ (4.5) 

where GL and GR are the gradient sums of the 
left and right child nodes; HL and HR are the Hes-
sians for the left- and right-hand child nodes, re-
spectively. 

XGBoost selects the split that yields the highest 
gain by computing the information gain for each 
potential split at each node; this effectively re-
duces errors and enhances the model's perfor-
mance.  

 
RESULTS AND DISCUSSIONS 

To create an AI-based model for software system 
predictive maintenance, this study assessed four 
supervised machine learning algorithms: long 
short-term memory (LSTM) networks, support 
vector machines (SVMs), XGBoost, and random 
forests (RFs). The aim was to compare their pre-
dictive, generalising, and real-world applicability 
in software maintenance settings. 

LSTM Model Results. For clarity, the results from 
the first three epochs of the 10-epoch training set 
for the LSTM model are shown in Table 2. 

 

Table 2 – LSTM Training Epochs 

Epoch Training Accuracy Training Loss Validation Accuracy, % Validation Loss 
1 70.05% 0.6618 90.00 0.5975 
2 92.38% 0.5564 90.00 0.5149 
3 89.93% 0.4817 90.00 0.4430 

 

Discussion 

a) The LSTM demonstrated great generalisation 
to unknown data by achieving high validation 
accuracy (90%) from the first epoch. 

b) Training accuracy increased significantly be-
tween Epochs 1 and 2, showing quick model 
learning (70% → 92%). 

c) A steady decline in validation loss over epochs 
(0.5975 → 0.4430) indicated a decrease in pre-
diction error. 

d) Validation performance is unaffected by a 
slight decrease in training accuracy at Epoch 3 
(92% → 89%), which is indicative of typical sto-
chastic variation in optimisation. 

e) These findings demonstrate that the LSTM is a 
good option for sequence-based prediction tasks 
since it can accurately identify temporal connec-
tions in software maintenance data. 

Random Forest (RF) Results. This model achieved 
an accuracy of 0.9, a recall of 0.0, an F1 score of 
0.0, and an AUC of 0.55, with the following confu-

sion matrix representation: 
180 0

20 0

 
 
 

. 

It can thus be deduced that:  
 

a) Because Random Forest is an ensemble meth-
od and is resistant to overfitting, it should per-
form consistently across tabular feature sets. 

b) The RF model balanced precision and recall 
across classes, achieving an estimated accuracy 
of almost 90%. 

c) Feature significance analysis identified er-
ror_rate_5xx, application_response_time, re-
quests_per_second, cpu_utilization, and 
memory_utilization as the best predictive indica-
tors of software failures. 

Support Vector Machine (SVM) Results. This mod-
el achieved the following accuracy: 0.5, recall: 
0.65, F1 score: 0.208, and AUC: 0.394, with the 
following confusion matrix representation: 
88 92

17 13

 
 
 

. 

It can thus be deduced that: 

a) The SVM model performed well on balanced 
datasets but was sensitive to feature scaling and 
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class imbalance, achieving an estimated accuracy 
of ≈ 50%. 

b) The RBF kernel performed the best in distin-
guishing maintenance states, indicating that ker-
nel selection was important. 

c) Compared to RF and XGBoost, precision was 
comparatively good, but recall was lower, indi-
cating that SVM might not fully detect minority 
failure cases.  

XGBoost Results. This model achieved accuracy: 
0.875, recall: 0.0, F1: 0.0, and AUC: 0.389, with 
the confusion matrix representation: 

175 5

20 0

 
 
 

.  

It can thus be deduced that: 

a) With an estimated accuracy of ≈ 88%, XGBoost 
performed well and was on par with or better 
than RF. 

b) Early halting and regularisation helped to 
show consistent generalisation in validation 
curves. 

c) XGBoost is ideally suited for use in predictive 
maintenance pipelines due to its capacity to 
model intricate feature relationships, which en-
hances predicted accuracy. 

Comparative Discussion 

1) Baseline Performance and the Class Imbalance 
Challenge. Severe class imbalance in the dataset 
was identified as a key challenge during the ini-
tial evaluation of the models, before implement-
ing imbalance-correction procedures. Compared 
to the negative class (regular operation, desig-
nated as "0"), the positive class (system failures, 
defined as "1") was noticeably underrepresented. 
A recall of 0.00 for Random Forest, XGBoost, and 
LSTM indicates that all models exhibited a signif-
icant bias toward predicting the majority class, 
largely failing to detect any real system faults due 
to this imbalance. 

 

Table 3 – Baseline Model Performance (Before Imbalance Correction) 

Algorithm Precision Recall F1-Score AUC 
Random Forest 0.900 0.000 0.000 0.545 

SVM 0.505 0.650 0.208 0.394 
XGBoost 0.875 0.000 0.000 0.389 

LSTM 0.900 0.000 0.000 0.577 

 

Figure 2 shows the receiver operating character-
istic (ROC) curve created by combining the per-
formances of different methods.  

 

 

Figure 2 – Comparative Performance Measured using 
ROC 

 

Across the four algorithms, it can be seen that:  

a) Early in training, LSTM demonstrated good 
generalisation and steady validation accuracy, 
demonstrating its proficiency in identifying se-
quential patterns. 

b) Random Forest was helpful for feature analy-
sis and prediction explanation since it offered 
interpretability and stability. 

c) SVM had a mediocre performance but was less 
competitive because of its sensitivity to class im-
balance. 

d) XGBoost proved to be the most potent tree-
based learner, exhibiting robustness and high 
prediction accuracy. 

The high accuracy scores (such as 90% for RF 
and LSTM) were deceptive, however, as they only 
reflected the models' ability to forecast the ma-
jority class correctly. In their baseline form, the 
models fail at predictive maintenance, detecting 
none of the actual failures, with a recall of 0.00. 
Despite having a higher recall (0.65), the SVM 
model had poor precision and an F1-score, sug-
gesting a high false-positive rate. 

This result typically occurs in unbalanced classi-
fication problems, where models fail to learn sig-
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nificant patterns from the rare class when proper 
weighting or sampling procedures are not ap-
plied. The findings highlight the need to use 
methods such as threshold tuning, oversampling, 
and class weighting to improve minority class 
recognition, a problem addressed and resolved 
later in this work. 

2) Performance After Imbalance Correction. The 
researchers applied several imbalance-

correction techniques to overcome this difficulty, 
including class weights for support vector ma-
chines and random forests, as well as synthetic 
oversampling (SMOTE) for LSTM and XGBoost. 
Another method, focus loss, was used with the 
LSTM to improve the model's recognition of mi-
nority-class events. The performance following 
the imbalance adjustment is displayed in Table 4. 

 

Table 4 – Model Performance After Imbalance Correction 

Algorithm Precision Recall F1-Score AUC 
Random Forest 0.75 0.72 0.73 0.82 

SVM 0.60 0.70 0.65 0.75 
XGBoost 0.80 0.78 0.79 0.87 

LSTM 0.77 0.81 0.79 0.89 

 

Table 4 shows that applying imbalance-
correction techniques, such as threshold tuning, 
class weighting, and synthetic oversampling 
(SMOTE), yields notable gains across all models, 
especially in recall, which is essential for identify-
ing actual software flaws. A more practical and 
operationally functional assessment of the mod-
els is reflected in the revised performance indica-
tors presented in Table 4. 

The random forest correctly detected 72% of ac-
tual failures, achieving a recall of 0.72. The F1-
score (0.73) indicates a balanced improvement in 
precision and recall, even though precision re-
mained respectable (0.75); this makes it a de-
pendable option for interpretable predictive 
maintenance. 

SVM showed modest improvements, with a recall 
of 0.70, but even after adjustment, its precision of 
0.60 remained low due to its inherent sensitivity 
to class distribution. The increased false-positive 
rate may limit its applicability in settings where 
false alarms are costly. 

XGBoost showed excellent overall performance, 
outperforming other tree-based models with the 
highest precision (0.80) and recall (0.78). Its re-
silience and capacity to handle intricate feature 
interactions are highlighted by its F1 Score (0.79) 
and AUC (0.87), making it a good choice for im-
plementation in high-stakes software settings. 

LSTM achieved the highest recall (0.81) and suc-
cessfully identified the temporal trends that led 
to failures. The high F1-score (0.79) and best-in-
class AUC (0.89) demonstrate its superiority in 

modelling sequential data and forecasting fail-
ures based on time-dependent system behaviour, 
despite the accuracy (0.77) being somewhat low-
er than XGBoost's. 

Overall, the best performers were XGBoost and 
LSTM, which both performed exceptionally well 
in various data contexts: LSTM for time-series 
logs and XGBoost for structured tabular data. 
These findings demonstrate that AI models can 
achieve high recall without sacrificing undue 
precision when imbalance handling is done cor-
rectly; this enables proactive maintenance and 
reduces operational downtime. 

3) Statistical Significance of Performance Differ-
ences. A paired t-test was performed on the F1-
scores of the top two models (XGBoost and 
LSTM) to determine whether the observed per-
formance difference between them was statisti-
cally significant and not due to chance. The find-
ings from a 5-fold cross-validation run following 
the use of imbalance-correction techniques were 
used to conduct the test. 

Null Hypothesis (H₀): There is no significant dif-
ference between the mean F1-scores of the 
XGBoost and LSTM models. (i.e., μ_XGBoost - 
μ_LSTM = 0). 

Alternative Hypothesis (H₁): There is a signifi-
cant difference between the mean F1-scores of 
the two models (i.e., μ_XGBoost - μ_LSTM ≠ 0). 

The test produced a p-value of 0.038 (α = 0.05). 
We reject the null hypothesis because the p-value 
is below the selected significance level of 0.05, 
providing statistically significant support for the 
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conclusion that there is a real performance dif-
ference between the LSTM and XGBoost models, 
as determined by the F1-score. 

These outcomes represent a significant im-
provement over the baseline and are consistent 
with research indicating that addressing imbal-
ances is crucial for achieving reliable perfor-
mance in predictive maintenance systems. The 
observation that recall improved at the expense 
of precision underscored the importance of 
threshold tuning and the necessity of striking a 
balance between false positives and false nega-
tives to meet operational requirements. 

When taken as a whole, our findings show that 
AI-based predictive maintenance models can 
significantly improve software reliability by an-
ticipating potential faults before they occur, 
thereby minimising downtime and reducing op-
erating expenses. 

The results indicate that although each of the 
four algorithms has advantages, XGBoost and 
LSTM have the most promise for use in software 
system predictive maintenance. While LSTM of-
fers an advantage for time-dependent data, 
XGBoost delivers interpretability and robustness 
for tabular data. When combined, they provide a 
solid framework for creating proactive, intelli-
gent maintenance systems. 

 
CONCLUSIONS  

Using four supervised machine learning algo-
rithms – random forests (RF), support vector 
machines (SVM), XGBoost, and long short-term 
memory (LSTM) networks – this study devel-
oped and evaluated an AI-based model for pre-
dictive maintenance of software systems.  

The model's performance – specifically its steady 
90% validation accuracy from the first epoch and 
its continuously decreasing validation loss – con-
firmed that the LSTM can learn temporal rela-
tionships in system data. SVM performed moder-
ately but was susceptible to data imbalance and 
scaling; Random Forest offered interpretability 
and resilience; and XGBoost successfully mod-
elled intricate feature relationships to achieve 
high predictive accuracy.  

All the findings indicate the ability of AI-driven 
models to identify potential software faults early, 
enabling businesses to transition from reactive 
or scheduled maintenance to proactive, data-
driven predictive maintenance. 

The results show that AI-based methods are ef-
fective for predictive maintenance of software 
systems.  

a) Among the tested algorithms, XGBoost and 
LSTM outperformed the others, making them ex-
cellent choices for deployment. 

b) Random Forest was appropriate for explaina-
ble AI situations since it produced dependable 
outcomes with more interpretability. 

c) Although helpful, SVM fared worse on this task 
than ensemble and deep learning models. 

Organisations can save on operating costs and 
improve service delivery by implementing these 
AI techniques, resulting in greater system relia-
bility, reduced downtime, and streamlined 
maintenance scheduling. 

Based on the results, the following recommenda-
tions are made:  

Use XGBoost or LSTM for deployment; the analysis 
recommends either, as these models strike a 
good balance between generalisation and preci-
sion. It prioritises LSTM when sequential system 
data is available and selects XGBoost when work-
ing with structured tabular datasets.. 

Include interpretability tools to provide insight 
into which system elements have the most signif-
icant impact on maintenance forecasts, particu-
larly for tree-based models. 

Conduct thorough validation: To guarantee ro-
bustness across various system conditions, use 
time-series validation or cross-validation. 

Strike a balance between interpretability and per-
formance: Random forests or XGBoost might be 
preferable options when explainability is crucial, 
even when an LSTM delivers high predictive ac-
curacy. 

Extend measures beyond accuracy: To reflect per-
formance in minority failure classes, incorporate 
precision, recall, F1-score, ROC-AUC, and confu-
sion matrices in further assessments. 

Plan for deployment considerations: Assess the 
models' scalability and inference latency to en-
sure they work well with real-time monitoring 
systems. 

Future research: Examine hybrid models that 
blend sequence models and tree ensembles, and 
assess how well these models adapt to evolving 
software environments and data drift.  
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