
Path of Science. 2025. Vol. 11. No 9  ISSN 2413-9009 

Section “Engineering, Manufacturing and Construction”    1008   

Deepfake Detection and Authentication Using 
Hybrid Artificial Intelligence Models: A Case Study 
 

Temitope Damilola Elijah 1, Oluwafemi Olasehinde Adedayo 2, Olayemi Babawole Familusi 3 

 

1 Georgia Southern University 
1332 Southern Drive, Statesboro, GA 30458, USA 

2 University of Waterloo 
200 University Avenue West, Waterloo, ON, Canada, N2L 3G1 

3 University of Ibadan 
Oduduwa Road, 200132, Ibadan, Nigeria 
 
DOI: 10.22178/pos.122-98 
 

LCC Subject Category: T1-995 
 
Received 16.08.2025 
Accepted 27.09.2025 
Published online 30.09.2025 
 
Corresponding Author: 
Temitope Damilola Elijah 
 

© 2025 The Authors. This article is licensed 
under a Creative Commons Attribution 4.0 

License  

 Abstract. The progress of artificial intelligence (AI) has enabled the 
creation of very realistic synthetic media, also known as deepfakes, 
which poses a serious threat to information integrity and social 
confidence. The article examined the process of detecting and 
authenticating deep fakes using hybrid AI models. The researchers 
employed the case study methodology, based on the Celeb-DF V2 
dataset, one of the most challenging datasets for generating high-
quality manipulated videos. The suggested system combined 
convolutional neural networks (CNNs) to extract spatial features, 
recurrent neural networks (LSTMs/GRUs) to model temporal 
consistency, and transformer systems to analyse fine-grained context. 
The researchers bundled these parts together to enhance robustness 
and generalisation in an ensemble mechanism. They also introduced 
provenance tracking and semi-fragile watermarking to supplement 
detection, enabling proactive authentication and watermark verification 
of media through blockchain-based provenance tracking. The 
experimental findings showed that the hybrid models were more 
accurate, achieved higher F1 Scores, and were more robust to 
adversarial manipulations than the single-model baselines. The hybrid 
with a transformer achieved the best accuracy (0.95 AUC) and the 
lowest false-positive rate (6%), but at the expense of slower processing 
speeds. Authentication tools also helped strengthen trust by verifying 
the originality of content and flagging potential manipulation before it 
was classified. The results have revealed that hybrid AI models, when 
implemented with authentication strategies, represent a more effective 
and legitimate approach to addressing the threats of misinformation, 
fraud, and loss of trust among the population in the face of deepfakes. 

Keywords: Deepfake detection; Hybrid AI models; Convolutional neural 
networks (CNNs); Long short-term memory (LSTM); Transformers. 

 

INTRODUCTION 

Energy is a basic service that is core to Over the 
last few years, synthetic media has spawned the 
so-called deepfakes – hyper-realistic images, vid-
eos, or audio recordings produced or edited with 
high-end artificial intelligence (AI) algorithms. 
The term "deepfake" combines "deep learning" 
and "fake," suggesting the use of deep neural 
networks to create believable yet synthetic mate-

rial [1]. Although the manipulation of media (dig-
itally) is not novel, what makes deepfakes unique 
is the level of sophistication of modern editing 
techniques compared to those of the past. With 
architectures such as generative adversarial 
networks (GANs), variational autoencoders 
(VAEs), and diffusion models, deepfakes can rec-
reate human likenesses and voices with unprec-
edented fidelity [2]. The distinction between 
genuine and artificial media is becoming increas-

https://www.georgiasouthern.edu/
https://uwaterloo.ca/
https://www.ui.edu.ng/
http://dx.doi.org/10.22178/pos.122-98
mailto:Temitope.Elijah15@gmail.com
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/


Path of Science. 2025. Vol. 11. No 9  ISSN 2413-9009 

Section “Engineering, Manufacturing and Construction”    1009   

ingly unclear as these procedures become more 
open-source, more training data becomes availa-
ble, and applications become more user-friendly, 
raising serious social, political, and ethical con-
cerns. Deepfakes come in various forms, each 
with its own unique threats and technical issues. 
When using still images, users can manipulate 
them by swapping faces, altering facial expres-
sions, or creating purely synthetic portraits of 
non-existent people [2]. 

Video deepfakes further stretch these manipula-
tions over time, creating moving videos in which 
a subject's face, expressions, or even body 
movements are altered. These may involve lip-
synchronisation (ensuring the lips move in sync 
with the fabricated audio), up to the complete 
recreation of facial expressions or gestures [3]. 
Audio deepfakes, in turn, seek to exploit advanc-
es in speech synthesis and voice conversion to 
produce realistic imitations of a specific person's 
voice. The attackers can successfully imperson-
ate people through text-to-speech and waveform 
modelling, posing a risk of fraud and identity 
theft [4, 5]. More and more, scientists are finding 
multimodal deepfakes that incorporate visual 
and auditory signals, becoming even more realis-
tic, and this not only increases the danger but al-
so makes them harder to detect [2, 3]; this is why 
deepfake misuse poses a serious threat and why 
it is urgent to develop viable detection and au-
thentication systems. The risk of misinformation 
is one of the most pressing issues. In a political 
context, fabricated videos or audio recordings of 
leaders or candidates may be used to dissemi-
nate false information, influence elections, or in-
cite social unrest. The ability of deepfakes to pass 
as reality is highly damaging to the credibility of 
visual and auditory evidence, which has long 
been the primary focus of journalism, politics, 
and law [2, 3]. In addition to misinformation, 
deepfakes pose dangers of fraud and reputation-
al harm. Fraudsters have already used voice clon-
ing to commit financial crimes, and others have 
manipulated videos and pictures to create non-
consensual pornography or defamatory con-
tent [1]. Together, these threats erode public 
trust: the spread of synthetic media makes peo-
ple doubt the authenticity of even genuine re-
cordings, fueling the so-called liar effect, in which 
people dismiss truthful evidence as a lie [2]. Epis-
temic uncertainty is not only a weakening of trust 
in media institutions but also a weakening of 
democratic and legal procedures that depend on 
credible records of events. Authentication is an 

essential supplement to detection to overcome 
these problems. Although researchers can apply 
detection techniques to identify manipulated in-
formation after it goes viral, authentication sys-
tems ensure the integrity and provenance of me-
dia at the time of creation and distribution. Digi-
tal watermarking, metadata tracking, crypto-
graphic signatures, and blockchain-based prove-
nance chains have been proposed as techniques 
to establish content authenticity [1]. Authentica-
tion systems can prevent malicious users and ac-
tors from spreading fake media as authentic by 
requesting verifiable information about a file's 
origin and history, and they can assist forensic 
and legal investigations. Researchers consider 
authentication schemes necessary to maintain 
trust in digital media ecosystems as deepfake 
generation methods become more advanced and 
more complex to detect [2]. 

Artificial intelligence is dual in this changing situ-
ation, both a facilitator of deepfakes and a key to 
fighting them. On the one hand, generative mod-
els create deepfakes. GANs optimise the genera-
tion of synthetic images through the interaction 
between the generator and discriminator net-
works, making the results almost indistinguisha-
ble from real photos [2]. VAEs encode and de-
code features to reconstruct or transform media, 
and diffusion models create high-fidelity images 
and audio by applying a stochastic process of 
noise injection and denoising [1]. Faster compu-
tational hardware, access to large annotated da-
tasets, and the public release of algorithms have 
aided progress by reducing the technical cost of 
producing convincing forgeries [6]. Conversely, 
AI also powers detection and authentication sys-
tems. Researchers commonly use convolutional 
neural networks (CNNs) to detect spatial irregu-
larities, such as unnatural textures or incon-
sistent lighting, in photos and video frames. Re-
current neural networks (RNNs), long short-term 
memory networks (LSTMs), and temporal convo-
lutional methods address inconsistencies in vid-
eo sequencing, e.g., unnatural blinking or lip 
movements that are not in sync with speech [7]. 
In audio processing, techniques are based on 
spectral analysis, voice authentication, and wave-
form anomalies, which can indicate the presence 
of artificial sources [4, 5]. An emerging trend is 
researchers' work towards multimodal and hy-
brid approaches that use multiple detection 
methods – spatial, temporal, and auditory – to 
enhance robustness and generalisation [2, 3]. AI-
enhanced authentication tools support the latter 
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by verifying provenance metadata, defending 
against watermark manipulation, and providing 
cryptographic proof of media authenticity. 

Nevertheless, significant obstacles remain. The 
models used for detection are most frequently 
unable to identify in-the-wild deepfakes that 
were not included in the training set, raising 
questions about dataset bias and poor scalability 
[2]. Furthermore, many of the objects that detec-
tors rely on are removed as generative models 
advance, and the use of adversarial strategies to 
evade detection is becoming increasingly com-
mon. Real-time detection is also practically lim-
ited because high-resolution video analysis is 
computationally expensive and challenging to 
deploy on platforms that handle billions of videos 
uploaded daily [1]. Such difficulties underscore 
the need to adopt hybrid AI strategies that com-
bine multiple detection modalities and pair them 
with authentication systems, thereby enhancing 
their resilience to evolving threats. To address 
these complexities, the paper is organised as fol-
lows. The following section provides a review of 
the background and related literature, specifical-
ly on the development of deepfake generation 
techniques and changes in detection and authen-
tication methods. A technical discussion of the AI 
architectures that underpin both the creation 
and detection of deepfakes is then provided. An-
other section is a case study that discusses the 
application of hybrid AI models to detect and au-
thenticate manipulated content and experimen-
tally assesses their performance on benchmark 
datasets. The strengths and weaknesses of these 
methods are then analysed, which provides tech-
nical, ethical, and practical considerations. The 
paper concludes with a summary of the findings, 
outlines future research directions to address 
remaining challenges, and discusses the pro-
spects of research on deepfake detection and au-
thentication. 

 

Literature Review 

The issue of identifying and verifying deepfakes 
has generated extensive research, ranging from 
older forensic and watermarking methods to im-
proved AI-based methods and hybrid models. 
Early approaches were more oriented toward 
digital forensics, where one can work with visual 
or audio artefacts produced during manipulation. 
For example, researchers analysed deviations in 
lighting, shadows, reflections, and noise residuals 
in images and videos to detect tampering [8]. 

Even though effective when training on early 
forms of synthetic media, these forensic methods 
are struggling with the growing realism of deep-
fakes, as generative models are now capable of 
creating outputs that contain few or no of these 
telltale traits. Simultaneously, watermarking 
techniques were proposed to embed distinctive 
marks in media files, enabling future authentica-
tion. Semi-robust neural watermarks, such as 
those proposed by the FaceSigns system, are de-
signed to resist non-malicious activities, such as 
compression, but to collapse under manipulation, 
enabling authentication rather than merely de-
tecting anomalies [9]. However, forensic and wa-
termarking techniques are both limited in scala-
bility and effectiveness when used against high-
quality, modern deepfakes. To address these 
drawbacks, the research community has increas-
ingly relied on artificial intelligence and deep 
learning, which underpin detection. Researchers 
have widely applied convolutional neural net-
works (CNNs) to learn the spatial features of im-
ages and video frames, as well as to detect minor 
texture anomalies, unnatural lighting, or incon-
sistencies in facial markers. Comparative studies 
of CNNs with more modern architectures found 
that they remain competitive across numerous 
tasks, especially for detecting frame-level anoma-
lies in high-quality datasets [10]. Nonetheless, 
CNNs have limited capacity to identify temporal 
discrepancies in video sequences because they 
rely on spatial attributes. To overcome such a 
situation, CNNs were combined with recurrent 
neural networks (RNNs) and long short-term 
memory (LSTM) architectures to learn sequential 
patterns. Authors [11] individually designed a 
hybrid CNN-LSTM network that incorporated 
spatial and motion data, as measured by optical 
flow, and achieved better performance across 
datasets, including FaceForensics, Celeb-DF, and 
DFDC. 

In the meantime, transformer architectures have 
become strong alternatives to deepfake detec-
tion. Vision transformers (ViTs) and variants of 
this model utilise self-attention mechanisms, 
which capture the entire context of relationships 
between various parts of an image, enabling 
them to recognise subtle manipulations that 
CNNs may not. Recent publications have shown 
that Swin Transformers are more successful than 
traditional CNNs on specific deepfake datasets 
and provide more robust generalisation across 
different types of manipulations [12]. Likewise, 
architectures that integrate CNNs and trans-
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formers have shown the ability to exploit both 
local and global feature representations. An ex-
ample is authors [13], who proposed a convolu-
tional vision transformer ensemble that achieved 
greater accuracy by combining predictions gen-
erated from facial regions and employing majori-
ty voting. The hybrid strategies have become in-
creasingly prominent because no single model 
type can provide universal robustness. It shows 
that combining predictions from several CNN ar-
chitectures, including VGG-16, InceptionV3, and 
XceptionNet, resulted in systems that are less 
vulnerable to adversarial attacks [14]. Spatial 
and temporal modelling is also a hybrid with 
other types, including CNN-LSTM, which are es-
pecially successful for video deepfakes [11]. In 
addition to fusion at the model level, multimodal 
methods combine visual and audio modalities, 
leveraging discrepancies between visual and au-
ditory perception. These systems demonstrate 
potential to enhance generalisation, particularly 
when deepfakes aim to deceive a single modality. 
The orientation towards hybridisation shows an 
awareness of the adversarial nature of the prob-
lem: further development of deepfake generation 
will only allow systems that integrate multiple 
views to remain effective. 

In addition to detection, the literature has at-
tached significance to authentication, shifting the 
emphasis from post-hoc identification of forger-
ies to active assurance of media integrity. Wa-
termarking remains central to this, and semi-
robust schemes such as FaceSigns offer a com-
promise between strength and sensitivity [9]. 
More ambitious frameworks, however, are trying 
to incorporate blockchain to provide immutabil-
ity and traceability of content provenance. Au-
thors [15] proposed a blockchain-based water-
marking approach to capture the origin and tam-
pering status on distributed ledgers, thus ena-
bling tamper-proof verification. The purpose of 
such systems is to cure the so-called liar divi-
dend, which offers objective and verifiable 
demonstrations of genuineness. This trend has 
been mirrored by other international organisa-
tions, such as the source [16], which suggests 
that there should be global standards for water-
marking, multimedia authenticity, and prove-
nance tracking to ensure interoperability across 
platforms. Another growing line is biometric ver-
ification, where a facial or vocal signature is 
compared to known ones to confirm authenticity. 
Biometric approaches are promising, but their 
application in commercial detection systems 

raises concerns about privacy and data protec-
tion, and their use in this area is not as extensive. 

Combined, the literature demonstrates a history 
of transitioning from traditional forensic and wa-
termarking techniques, which offered early tools 
and limited strength, to AI-based techniques ca-
pable of learning more complex patterns of ma-
nipulation, and now to hybrid systems that inte-
grate multiple detection models or modalities 
with proactive authentication techniques. Alt-
hough hybrid AI methods, such as CNN-LSTM or 
CNN-transformer combinations, are more effec-
tive than alternatives on benchmark datasets, 
they still face difficulties generalising to un-
known deepfakes, detecting them in practice, and 
being computationally efficient at scale. Simulta-
neously, authentication techniques, including wa-
termarking, blockchain integration, and bio-
metric verification, provide essential comple-
ments to the detection process and help ensure 
authenticity is maintained as generative models 
evolve. It is possible that integrating these solu-
tions may lead to the conclusion that, in the fu-
ture, no single approach will be sufficient; in-
stead, complex systems incorporating the ad-
vantages of forensic and AI-based strategies, 
along with authentication measures, will be de-
veloped to create a robust and trusted system. 

 

METHOD 

The present research employed a case study 
methodology to evaluate the effectiveness of hy-
brid artificial intelligence (AI) models in detect-
ing and authenticating deepfakes. The research-
ers developed an approach to replicate a realistic 
detection pipeline, which included dataset selec-
tion, the creation of a hybrid detection model, 
and the integration of authentication mecha-
nisms to enhance the verification process. They 
used various publicly available benchmark da-
tasets to ensure robustness and diversity. They 
also utilised the FaceForensics++ (FF++) dataset, 
which comprises a variety of manipulated videos 
created with different techniques and compres-
sion levels that simulate real-life conditions. The 
researchers added the DeepfakeTIMIT dataset 
because it includes both audio and visual manip-
ulations, particularly facial reenactment and 
voice cloning. They used the Celeb-DF V2 dataset 
to filter out high-quality deepfakes with few arte-
facts. Finally, they selected the Deepfake Detec-
tion Challenge (DFDC) dataset due to its size and 
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diversity, which includes manipulated videos 
produced by various unknown methods. 

Using these datasets, the study ensured that the 
models were trained and tested with both con-
trolled and in-the-wild manipulations, thereby 
improving generalisation. The researchers de-
veloped a hybrid AI system to integrate comple-
mentary neural network designs that capture 
spatial, temporal, and situational information.  

First, the researchers used convolutional neural 
networks (CNNs) to extract spatial information 
from single frames. These networks successfully 
detected minor pixel-level distortions, texture 
anomalies, and irregularities in facial areas that 
often appeared in manipulated material. Recur-
rent layers were then applied to the extracted 
features, modelling temporal dynamics using 
Long Short-Term Memory (LSTM) and Gated Re-
current Unit (GRU) networks. These repetitive 
elements enabled the framework to detect varia-
tions in movement, lip reading, and blinking pat-
terns across consecutive frames. To further en-
hance fine-grained analysis, a Vision Transform-
er (ViT) module was incorporated. 

The self-attention process of the transformer 
helped the model capture global dependencies 
across entire frames, which proved helpful for 
identifying manipulations that were contextual 
or localised to a specific region. These three 
components produced their outputs, combined 
them into an ensemble layer, and the predictions 
were combined using a weighted softmax fusion 
mechanism, which enabled the system to exploit 
the strengths of each architecture. This group 
strategy improved precision, strength, and re-
sistance to adversarial examples. To complement 
the detection framework, the researchers incor-
porated authentication systems. They introduced 
a provenance scheme using blockchain, storing 
the hashes of original, verified media files in a 
distributed register. During evaluation, the tested 
media were hashed and matched against the 
blockchain entries, providing verification of orig-
inality and integrity that cannot be tampered 
with. Moreover, the researchers watermarked 
digital content at the point of creation. The media 
were made semi-fragile, with watermarks insert-
ed so that they would still appear after benign 
transformations, such as compression or scaling, 
but be broken after malicious ones. This ensured 
that media that failed watermark verification 
could be flagged as modified before model-based 
detection. Blockchain provenance and digital wa-

termarking were combined to provide a two-
level authentication mechanism to aid the hybrid 
detection system. The researchers based their 
assessment on conventional performance 
measures, including accuracy, precision, recall, 
F1-score, and the area under the receiver operat-
ing characteristic curve (AUC). Cross-dataset 
testing was used to analyse generalisation, test-
ing models trained on one dataset (e.g., FaceFo-
rensics++) on others (e.g., Celeb-DF or DFDC). 
The researchers employed this process to assess 
the framework's robustness when the training 
and test distributions were unequal. They also 
tested the authentication schemes for their abil-
ity to withstand harmless transformations and 
their susceptibility to manipulation. The study 
developed a methodology that integrates hybrid 
AI-based detection with blockchain and water-
marking authentication to provide high-quality, 
reliable detection and verification of deepfakes in 
real-world contexts. 

Experiment and Analysis. This study was con-
ducted at the experimental stage to evaluate the 
effectiveness of the hybrid deepfake detection 
and authentication network. The researchers 
chose Celeb-DF V2 as the case study because its 
high-quality deepfakes exhibit fewer visual arte-
facts than previous methods, such as FaceForen-
sics++, making them challenging for detection 
systems. This dataset provided a stringent test of 
the effectiveness of hybrid models compared to 
single-model structures. There were two large 
sets of experiments. The researchers trained a 
CNN-LSTM hybrid model in the former. The re-
searchers then applied convolutional neural 
networks to each video frame to extract spatial-
level features, revealing pixel anomalies and faci-
al distortions. They fed these features into LSTM 
layers, which modelled temporal consistency 
within the frame sequence; this enabled the sys-
tem to record irregularities in lip synchronisa-
tion, blinking frequency, and head movement 
over time. The researchers trained a hybrid 
model using a transformer in the second configu-
ration. 

In this case, the vision transformer (ViT) cap-
tured global-scale dependencies across entire 
video frames and targeted fine-grained contextu-
al cues. The researchers trained both models on 
the Celeb-DF V2 training dataset and tested them 
on its test split. The researchers used three crite-
ria – detection accuracy, false-positive rate, and 
processing time – to evaluate the models and 
compare their performance. The standard met-
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rics used to measure detection accuracy included 
precision, recall, F1-score, and the area under the 
receiver operating characteristic (ROC) curve 
(AUC). The researchers tracked the false posi-
tives to determine how often the system misi-
dentified real videos as fake. They measured pro-
cessing time to determine whether the system 
could operate in real-time or near real-time. They 
also conducted authentication tests to comple-
ment the detection analysis. To achieve this, they 
integrated the hybrid framework into a simulat-
ed video call event and a media verification pipe-
line. During the real-time simulation, the system 
processed video frames through the detection 
system, while the researchers performed prove-
nance checks on the blockchain and verified digi-
tal watermarks. They also hashed the pre-
recorded videos and cross-referenced the block-
chain entries with watermark integrity before 
implementing the hybrid detection models in the 
media pipeline. These tests enabled the re-
searchers to verify that the authentication layer 
functioned correctly in conjunction with the de-
tection layer, thereby providing an additional 
layer of protection. 

 
RESULTS AND DISCUSSION 

The experiments on the Celeb-DF V2 dataset 
showed apparent differences in performance be-
tween hybrid and single-model methods. Table 1 
summarises the relative results for the assess-
ment variables: accuracy, F1-score, false positive 
rate, and processing speed. The CNN+LSTM and 
transformer-based hybrid models consistently 
outperformed the standalone CNN and LSTM 
models, indicating that combining multiple archi-
tectures is beneficial. 
 

Table 1 – Experimental Results on Celeb-DF V2 

Model 
Accuracy 

(AUC) 
F1-Score 

False 
Positive 
Rate (%) 

Processing 
Speed 
(fps) 

CNN 0.87 0.85 12 28 
LSTM 0.84 0.82 15 25 

CNN+LSTM 
Hybrid 

0.93 0.89 8 22 

Transformer 
Hybrid 

0.95 0.91 6 15 

 
 

The CNN+LSTM hybrid performed exceptionally 
well, with an AUC of 0.93 and an F1-score of 0.89, 
which are significantly better than those of the 

single CNN (0.87 AUC, 0.85 F1) and LSTM (0.84 
AUC, 0.82 F1). The transformer hybrid achieved 
the best performance, with an AUC of 0.95 and an 
F1-score of 0.91, indicating greater accuracy in 
detecting artefacts across frames. The results 
show that hybrid models provide more reliable 
detection, especially for high-quality deepfakes, 
which the Celeb-DF V2 dataset represents com-
paratively well. Figure 1 shows a visual compari-
son of the accuracy and F1 scores for all the 
models. As indicated, both hybrid models outper-
formed the single architectures, with the trans-
former-based hybrid achieving the highest over-
all scores. The gap between the hybrid and single 
models was more pronounced, especially in F1-
score, which is a better measure of the balance 
between precision and recall. 
 

 

Figure 1 –  Performance Comparison of Models 

 

Processing speed and false-positive rates were 
also used as measures of efficiency and reliabil-
ity. Figure 1 indicates that the CNN model pro-
cessed videos at the slowest rate of 28 frames per 
second (fps), while the LSTM processed them at 
25 fps, with a very close margin. Still, the false-
positive rates for both models were relatively 
high: 15% and 12% for LSTM and CNN, respec-
tively. The CNN+LSTM hybrid minimised false 
positives to 8 % at 22 fps, which can be consid-
ered a good compromise between efficiency and 
reliability. The hybrid using a transformer 
achieved the lowest false-positive rate of 6% at 
the expense of reduced efficiency, at 15 frames 
per second (fps). These findings indicate a natu-
ral trade-off between computational require-
ments and detection accuracy in transformer-
based systems. The researchers further demon-
strated the system's strength through authentica-
tion experiments. Provenance checks of authen-
tic video calls in real-time simulations showed 
that blockchain consistently identified original 
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video call products, and semi-fragile watermark-
ing identified 95% of manipulated content before 
detection was applied, allowing 95% of manipu-
lated content to be determined before detection. 
Likewise, the researchers used the dual-layer au-
thentication system in the media verification 
pipeline to ensure high confidence that the sys-
tem recognised modified videos, even when 
compression or adversarial perturbations dis-
rupted detection accuracy. Lastly, the research-
ers evaluated resistance to adversarial attacks 
using Gaussian noise, compression artefacts, and 
adversarially optimised perturbations. Both hy-
brid models were robust, with accuracy decreas-
ing by less than 5%, whereas the standalone CNN 
and LSTM decreased performance by up to 15%. 
These results add to the benefits of hybrid archi-
tectures in preserving detection reliability under 
adversarial conditions. The findings confirmed 
that the performance and robustness of hybrid 
models, particularly the transformer-based hy-
brid, were significantly better than those of sin-
gle-model baselines. Although the transformer 
approach added computational cost, the benefits 
in accuracy, low false positives and resistance to 
adversarial attacks were the most successful. A 
combination of blockchain and watermark au-
thentication also enhanced trust, creating a holis-
tic system for detecting and verifying deep fakes 
in real-world settings. 

This research yielded several significant observa-
tions on the efficacy of hybrid AI models for de-
tecting and authenticating deepfakes. The find-
ings verified that the hybrid methods were more 
accurate, achieved higher F1 Scores, and were 
more robust than the single-model baselines; this 
was in line with the latest findings indicating that 
spatial, temporal, and contextual modelling 
should be combined to develop reliable deepfake 
detection [11, 13]. In particular, the researchers 
found that the CNN+LSTM hybrid model 
achieved substantial gains over single CNN and 
LSTM models, confirming that temporal con-
sistency plays a crucial role in detecting the mod-
est manipulation artefacts that frame-based 
analysis alone cannot capture. Similarly, the 
transformer-based hybrid achieved the best de-
tection accuracy and the lowest false-positive 
rate, which can be attributed to the growing body 
of literature indicating that transformer architec-
tures, compared to CNNs, model global context 
more effectively [12]. The major strength of the 
transformer-based hybrid was its resistance to 
adversarial attacks. When perturbed with noise, 

compression, or adversarial optimisation, the 
model's accuracy dropped by less than 5%, 
whilst single-model detectors dropped by up to 
15%. The result supported the claims in the liter-
ature that ensembles and transformers are less 
prone to surface-level cues and can thus extrapo-
late more effectively to the task of understanding 
unseen manipulations [2, 10]. Nevertheless, the 
researchers found trade-offs between computa-
tional efficiency and detection performance. 
Compared to transformer-based hybrid models, 
CNN-based models processed the video stream 
in real-time at up to 28 frames per second (fps). 
Such a restriction has practical consequences for 
real-time implementation, for example, in live 
video conferencing or social media monitoring, 
where latency is crucial. Therefore, transformers 
are more precise, but their incorporation into 
time-sensitive systems cannot be done easily 
without optimisation or parallelisation measures 
to balance computational costs. The outcomes of 
the authentication processes highlighted the im-
portance of incorporating detection and verifica-
tion. Semi-fragile watermarking and blockchain 
provenance were useful for verifying content au-
thenticity, not only before detection analysis but 
also during it. Such results were consistent with 
recent suggestions about content provenance 
models, which emphasised that detection alone is 
insufficient due to the ongoing development of 
deepfake generation techniques [9, 15]. Through 
authentication and detection, the researchers 
demonstrated that they could minimise false pos-
itives and detect content manipulation without 
relying on AI-based classifiers. The practical im-
plication is that authentication provides an add-
ed layer of protection in high-stakes decision-
making environments where media integrity is 
crucial, such as journalism, law, and national se-
curity. Although these are the study's strengths, 
other limitations warrant discussion. To begin 
with, Celeb-DF V2 is not the most complex 
benchmark dataset. However, it is not yet a com-
prehensive representation of deep-fake variants 
in the real world, as manipulations can also in-
volve multimodal combinations, lower resolu-
tions, or newer generative models, such as diffu-
sion models. Second, although the hybrid frame-
work was more resistant to adversarial perturba-
tions, it was not immune to all types of attacks, 
and it warrants further investigation into adver-
sarial training or robust optimisation algorithms. 
Third, the blockchain-based authentication 
method introduced latency in the form of trans-
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action verification time, and, unless thinly dis-
guised options or private blockchain settings are 
used, would be unsuitable for real-time applica-
tions. The results also have broader implications. 
Technically, they emphasise hybrid models that 
integrate CNNs, RNNs, and transformers rather 
than a single architecture. In practice, they em-
phasise that both detection and authentication 
mechanisms, such as watermarking and prove-
nance tracking, should be implemented to pro-
vide holistic protection against misinformation 
and fraud. Ethically and socially, the paper em-
phasised the urgency of exploring the so-called 
'lie dividend,' as the mere presence of deepfakes 
undermines trust in genuine media [2]. The im-
plementation of hybrid detection-authentication 
systems may reduce this threat; however, the 
adoption of this approach will ultimately depend 
on the popularity, legislation, and acceptance of 
technological protection by the population. To 
summarise, the discussion revealed that although 
hybrid AI models have made a significant contri-
bution to the current state of deepfake detection 
and authentication, there are still issues to ad-
dress regarding computational power, dataset 
diversity, and practical application. The combina-
tion of detection and blockchain/watermarking 
proved to be a promising step towards building 
end-to-end trustworthy systems, but further de-
velopment is needed to balance performance 
with practical realities. Future studies are re-
quired to investigate lightweight transformer de-
sign, multimodal detection, and standardised au-
thentication protocols to bridge the gap between 
laboratory success and scale. 

 
CONCLUSIONS 

In this paper, we discuss the detection and au-
thentication of deepfakes using hybrid artificial 
intelligence (AI) models that comprise convolu-
tional neural networks (CNNs), recurrent net-
works (LSTMs/GRUs), and transformers, along 
with blockchain and digital watermarking solu-
tions. The study, using the Celeb-DF V2 dataset, 
showed that hybrid methodologies were much 
more effective than single-model baselines in 
terms of accuracy, F1-score, and robustness. The 
CNN+LSTM hybrid proved helpful for detecting 
temporal anomalies in video sequences. In con-
trast, the transformer-based hybrid achieved the 
best overall performance, with improved detec-
tion accuracy and greater resistance to adversar-

ial manipulations. The researchers also integrat-
ed the authentication mechanisms to enhance 
the framework. Provenance tracking based on 
blockchain guarantees tamper-proof authentica-
tion of media provenance, whereas semi-fragile 
watermarking ensures proactive indication of 
manipulation before it is recognised. This combi-
nation addressed the growing limitations of de-
tection-only systems, providing verifiable assur-
ance of authenticity. These findings show that 
combined systems are better positioned to miti-
gate the threats of misinformation, fraud, and the 
erosion of social trust that deepfakes are likely to 
cause. However, the study also noted practical 
challenges. Transformer-based hybrids achieved 
high accuracy but consumed more computational 
resources and ran slower, raising concerns about 
real-time implementation. The researchers also 
faced limitations when using benchmark datasets 
like Celeb-DF V2, as the evaluation scope was 
constrained by the fact that real-world deepfakes 
may involve multimodal manipulations, lower 
input quality, or other novel generative methods. 
Similarly, blockchain authentication introduces 
latency, which developers may need to mitigate 
by using lightweight or private authentication 
mechanisms. 

Nevertheless, the research outcomes demon-
strated the relevance of hybrid models and inte-
grated authentication in developing deepfake de-
fence measures despite these challenges. The re-
search contributed to the literature by highlight-
ing that no single method of detection is suffi-
cient and that multimodal methods are necessary 
to achieve strength and reliability. Future work 
should focus on creating lightweight, efficient 
hybrid architectures that prioritise accuracy and 
real-time feasibility. Multimodal detection sys-
tems that combine audio, video, and biometric 
signals should be further researched, along with 
adversarial training to enhance their resistance 
to emerging attacks. On the authentication front, 
the studies should focus on standardised proto-
cols for watermarking and provenance tracking 
to promote interoperability and adoption across 
platforms. Lastly, it will be essential to build 
broader partnerships among researchers, poli-
cymakers, and industry players to advance tech-
nical solutions into real-world systems that can 
uphold the integrity of information against in-
creasingly sophisticated synthetic media. 
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