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INTRODUCTION numbers, account details, and credit card infor-

mation, making them a goldmine for cybercrimi-
nals. Cyberattacks targeting financial institutions
are becoming more sophisticated, with attackers
employing techniques such as phishing, ran-
somware, and insider threats. Cybercriminals
exploit vulnerabilities in authentication systems
to carry out fraudulent transactions or steal cus-
tomer identities, leading to significant financial
and reputational damage [2].

Financial services encompass many businesses
that manage money, including credit unions,
banks, credit card companies, insurance compa-
nies, consumer finance companies, stock broker-
ages, investment funds, and some government-
sponsored enterprises. These institutions play a
critical role in the global economy. The digital
transformation has made financial services more
accessible and convenient. Although digitalising
financial services has brought various benefits, it
has also raised the stakes concerning cybersecu- —
rity. Financial cybersecurity is a critical issue for
enterprises today. Cyber threats to global finan- ;
cial systems could seriously disrupt financial sys- = Dj2 ) R FOOL s, ES'S
tems, including necessary financial infrastruc- E=2 T ) o TID =
ture, leading to broader financial stability impli- 1 Ty : 5ae S
cations. Figure 1 shows the cloud word for cy- S 2 ) =48
bersecurity. =2: : B wor

The financial services industry is one of the most " o caruisws spiryedflance pf Encryptic
targeted industries for cyberattacks because fi- '
nancial institutions store much personally identi-
fiable information, including social security

Figure 1 - Cloud word for cybersecurity [1]
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RESULTS AND DISCUSSION

Overview of cybersecurity. Cybersecurity refers
to technologies and practices that protect net-
works and information from damage or unau-
thorised access. It is vital because governments,
companies, and military organisations collect,
process, and store a lot of data. As shown in Fig-
ure 2, cybersecurity involves multiple issues re-
lated to people, processes, and technology [3].
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Figure 2 - Cybersecurity involves multiple issues
related to people, processes, and technology [3]

Figure 3 shows different components of cyberse-

curity [4].
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Figure 3 - Different components of cybersecurity [4]
Notes: Green - supportive; red - in tension

A typical cyber-attack is an attempt by adver-
saries or cybercriminals to gain access to and
modify their target's computer system or net-
work. Cybercriminals or ethical hackers are
modern-day digital warriors possessing extraor-
dinary skills and knowledge to breach even the
most impregnable systems. A typical cybercrimi-
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nal is shown in Figure 4. Cyber-attacks are be-
coming more frequent, sophisticated, dangerous,
and destructive.

They threaten the operation of businesses, banks,
companies, and government networks. They vary
from crimes committed by individual citizens
(hacking) to actions committed by groups (ter-
rorists) [6].

Cybersecurity is a dynamic, interdisciplinary field
involving information systems, computer science,
and criminology. The security objectives have
been availability, authentication, confidentiality,
nonrepudiation, and integrity. A security incident
is an act that threatens the confidentiality, integ-
rity, or availability of information assets and sys-
tems [7]. These are known as the pillars of in-
formation assurance.

Availability: This refers to the availability of in-
formation and ensuring that authorised parties
can access the information when needed. Attacks
targeting the availability of service generally lead
to denial of service.

Authenticity: This ensures that the identity of an
individual user or system is the identity claimed;
this usually involves using a username and pass-
word to validate the user's identity. It may also
take the form of what you have, such as a driver's
license, an RSA token, or a smart card.

Integrity: Data integrity means information is au-
thentic and complete; this assures that data, de-
vices, and processes are free from tampering. Da-
ta should be free from injection, deletion, or cor-
ruption. When attackers target integrity, they al-
so compromise nonrepudiation.

Confidentiality: Ensures that organisations pre-
vent sensitive information from reaching the
wrong persons. Data secrecy is essential, espe-
cially for privacy-sensitive data such as user per-
sonal information and meter readings.
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Nonrepudiation: This is an assurance of the re-
sponsibility for an action. The source should not
be able to deny sending a message, while the des-
tination should not deny receiving it. This securi-
ty objective is essential for accountability and
liability.

Good cybersecurity practices in construction
companies should include all of these elements.

Everybody is at risk of a cyber attack. Cyber at-
tacks vary from the crime of individual citizens
(hacking) to the actions of groups (terrorists).
The following are typical examples of cyber at-
tacks or threats [8]:

Malware: This malicious software or code in-
cludes traditional computer viruses, worms, and
Trojan horse programs. Malware can infiltrate
your network through the Internet, downloads,
attachments, email, social media, and other plat-
forms. Spyware is malware that collects infor-
mation without the victim's knowledge.

Phishing: Criminals trick victims into handing
over their personal information, such as online
passwords, social security numbers, and credit
card numbers.

Denial-of-Service Attacks: These are designed to
make a network resource unavailable to its in-
tended users. These can prevent users from ac-
cessing email, websites, online accounts or other
services.

Social Engineering Attacks: A cybercriminal at-
tempts to trick users into disclosing sensitive in-
formation. A social engineer aims to convince a
user to disclose secrets such as passwords, card
numbers, or social security numbers through im-
personation.

Man-In-the-Middle Attack: This is a cyber attack
where a malicious attacker secretly inserts them-
self into a conversation between two parties who
believe they are directly communicating. A typi-
cal example of a man-in-the-middle attacks is
eavesdropping. The goal of such an attack is to
steal personal information.

Figure 5 illustrates these and other cyber attacks
or threats. Figure 6 displays the sources of cyber-
security threats.
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Figure 5 - Common types of cybersecurity threats [9]

Corporate Spies

Nation States
Sources of

@
Cybersecurity = Hacktivists

\ ¢ Threats I A

3 y ==
,//
/j
75 =
Hackers f $= Terrorist Groups
0

Figure 6 - Sources of cybersecurity threats [10]

Criminal Groups

Businesses, organisations, and governments in-
creasingly recognise cybersecurity's social and
financial importance. Cybersecurity involves re-
ducing the risk of cyber attacks. Cyber risks
should be managed proactively by the manage-
ment. Cybersecurity technologies such as fire-
walls are widely available [11]. Cybersecurity is
the joint responsibility of all relevant stakehold-
ers, including government, business, infrastruc-
ture owners, and users. Cybersecurity experts
have shown that passwords are highly vulnera-
ble to cyber threats, compromising personal data,
credit card records, and even social security
numbers. Governments and international organi-
sations play a key role in cybersecurity issues.
Securing cyberspace is a high priority for the US
Department of Homeland Security (DHS). Ven-
dors that offer mobile security solutions include
Zimperium, Mobilelron, Skycure, Lookout, and
Wandera.

Cybersecurity in Financial Services. The finan-
cial services industry includes thousands of de-
pository institutions, providers of investment
products, insurance companies, other credit and
financing organisations, and critical financial util-
ities and services that support these functions.

The industry handles a vast amount of sensitive
data, including their customers' personal and fi-
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nancial information; this makes financial institu-
tions a prime target for hackers and cybercrimi-
nals who want to steal that data. To fight back,
financial services companies need to beef up
their approach to cybersecurity.

As financial services companies around the
world race to keep pace with a rapidly evolving
technology landscape, they should consider not
only what benefits new emerging technologies
offer but also what risks they introduce. While
these technologies can provide exponential bene-
fits, they can also bring cyber risks that compa-
nies must mitigate using their existing cyberse-
curity capabilities. Financial services companies
must rely upon their foundational cybersecurity
capabilities to secure their technologies and pro-
tect their environments.

Cybersecurity is more than just a technical im-
perative; it is also a requirement for maintaining
Trust and integrity within the financial system.
Financial institutions possess a vast amount of
sensitive customer data, including personal in-
formation, account information, and transaction
details. This information is prone to theft and
hacking if there is no cybersecurity. Cyberattacks
can result in significant financial losses through
fraud or theft, including the loss of services. Cy-
bersecurity in the financial sector involves all the
measures aimed at digital asset protection, cus-
tomer information, and business operations from
cyberattacks. In carrying out their activities, cy-
bercriminals take advantage of what drives fi-
nancial services companies - their customers'
Trust, integrity, and credibility [12].

Security finance, often called financial cybersecu-
rity, protects financial institutions and their cli-
ents from cyber threats. Financial services cyber-
security is essential for preventing banking
cyber-attacks and ensuring the security of online
and mobile banking platforms.

Today, nearly all transactions can be conducted
online via a bank's mobile application or website,
making data security in the banking industry a
critical concern. Cybersecurity in the banking
sector refers to the measures and technologies
employed by financial institutions to protect
against unauthorised access, cyber threats, and
data breaches. The main objective and im-
portance of cybersecurity in banking is protect-
ing the user's assets. Strong cybersecurity in the
banking industry is vital to safeguard sensitive
financial data and prevent scam activity. Cyber-
security ensures data integrity and economic
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stability for banks and their customers [13]. Fig-
ure 7 shows some cybersecurity threats in bank-
ing.

Third party risk
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Figure 7 - Some cybersecurity threats in banking [14]

Data breaches

Combating cybersecurity in financial services

Combating cybercrime demands a united re-
sponse. All financial institutions, government
agencies, and cybersecurity firms collaborate to
build a more resilient financial ecosystem. There
are several ways to protect financial organisa-
tions effectively, such as establishing a robust se-
curity posture. The most common and widely
used methods by financial organisations to pro-
tect against cyber attacks include the following
[15]:

Multi-Factor Authentication: Multi-factor authen-
tication (MFA) requires individuals to verify
themselves in multiple ways before accessing
sensitive systems or data. The method gives an
added level of security beyond just passwords,
thus making unauthorised access to the financial
system significantly more difficult. MFA serves as
an additional security measure for online and
mobile banking. Beyond just a password, MFA
necessitates another confirmation step, such as a
code received on your phone or a fingerprint
scan.

Employee Education: As technology advances and
threat actors become more adept, businesses
must adopt a proactive cybersecurity approach.
One of the fundamental pillars of this approach is
data literacy and education, equipping employ-
ees and stakeholders with the knowledge and
skills to understand, interpret, and protect data
effectively. Train employees on cyber threats,
safe best practices online, and the significance of
data protection. Through constant employee
training sessions, it becomes easy to recognise
some cyber threats and enhance employee
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awareness about their roles in ensuring the or-
ganisation's cyber security. Figure 8 shows why
we need cybersecurity training,

Cybersecurity Training
Why we need Cyber Security Traning

Cyber
Security
Training

Figure 8 - Why we need cybersecurity training [10]

Encrypt Sensitive Data: Data, whether at rest or in
transit, using strong encryption protocols, will
ensure that even though it is intercepted or sto-
len, it will remain unreadable and unusable to the
unauthorised entity.

Quantum-Resistant Cryptography: With the ad-
vent of quantum computing, traditional crypto-
graphic methods could become vulnerable to at-
tacks. Implementing quantum-resistant cryptog-
raphy ensures data remains secure against future
quantum threats.

Incident Response Plan: Establish and review an
enterprise-wide incident response strategy to
help reduce the risk of cyber incidents, including
definitional response activities required to miti-
gate the threat, minimise damage, and restore
systems to operational status following an actual
or suspected attack.

Regular Risk Assessment: Your organisation's cy-
bersecurity processes should regularly assess the
risks. This best practice will help identify poten-
tial vulnerabilities, review the quality of existing
security measures, and prioritise areas that need
improvement in your security strategy.

Continuous Monitoring: It uses an advanced mon-
itoring tool set with threat intelligence feeds to
detect threats as early as possible; this helps in
the fast identification of security incidents and
quick rectification before they spread.

Zero Trust Architecture: Zero Trust is a core prin-
ciple of cybersecurity in the financial sector. It
assumes that every user, device, and network is
potentially compromised and requires authenti-
cation and verification at every step. Zero Trust is
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a security model that assumes no user or device
should be inherently trusted. Instead, access is
verified continuously based on various factors.
With a Zero Trust architecture, you reduce risk
by following three core principles: never trust
anyone until verified, assume that a breach has
already occurred or is inevitable, and apply for
least privileged access by only granting minimum
privileges to perform the job. Implementing Zero
trust architecture can significantly reduce the
risk of lateral movement within networks and
minimise the impact of potential breaches.

Benefits. With attacks growing more dangerous
and frequent, security leaders in finance are dou-
bling down on their efforts to protect their organ-
isations. The financial sector is one of the most
regulated and mature industries in terms of cy-
bersecurity. Cybersecurity for financial services
is instrumental in preventing losses. Financial
institutions, such as banks, investment firms, and
insurance companies, are responsible for the se-
curity and privacy of the vast amounts of person-
al and financial data entrusted to them. Other
benefits include the following:

Enhancing Efficiency: Strong cybersecurity prac-
tices protect financial institutions from cyber-
attacks and improve operational efficiency. When
systems and data are secured, institutions can
ensure uninterrupted services and minimise
downtime caused by cyber incidents; this is cru-
cial for maintaining customer satisfaction and
confidence.

Reputation Protection: Trust and credibility are
the two most essential objectives for people
when choosing a particular provider for financial
services. A successful cyberattack would likely
cause irreparable damage to the reputation of
any financial institution through loss of custom-
ers' Trust and a reduction in business opportuni-
ties. Good cybersecurity protects data while
showing a commitment to maintaining stake-
holders' interests.

Mitigating Risks: Cyberattacks on financial firms
have become a flourishing money-making busi-
ness for cybercriminals. Implementing robust
cybersecurity solutions can help financial institu-
tions reduce cyber risks in the constantly devel-
oping world of cyber threats. Implementing a cy-
bersecurity framework in banking and other fi-
nancial institutions has become prominent in
preventing possible occurrences of cyberattacks.
Two significant aspects exist to mitigate cyber
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threats to banking and financial institutions. One
aspect is email security, and another is employee
awareness.

Government Regulations: On a global scale, gov-
ernments enact laws requiring banks to imple-
ment specific cybersecurity practices. These reg-
ulations can dictate various aspects of data secu-
rity, including what needs to be protected, how to
handle breaches, and how personally identifiable
information is safeguarded.

Challenges. Building and maintaining robust se-
curity systems is expensive since it involves a lot
of investment in the latest technology and pro-
fessionals specialising in such matters. The use of
Al in cybersecurity raises ethical concerns relat-
ed to privacy and the potential for misuse. Finan-
cial institutions must ensure that their Al sys-
tems are used responsibly and transparently.
Other challenges include the following [16,17]:

Complexity: Cyber threats are increasing in vol-
ume and complexity. Cybersecurity in financial
services is a complex picture. Not only has a
range of new tech hit the industry in the last five
years, but compliance requirements introduce
another layer of difficulty to the lives of infosec
teams in this sector. As the cyber threats increase
in complexity, it will make the security of the
sensitive data and information of finance organi-
sations all the more difficult.

Collaboration: Collaboration between financial
institutions, technology providers, and regulato-
ry bodies will be essential in creating unified de-
fences against cyber threats. Cooperation and
information sharing in cybersecurity empower
financial institutions to detect threats faster
through interaction, build robust protections,
and set a more solid defence against cyber at-
tacks. In the face of increasingly sophisticated
cyber threats, collaboration and information
sharing among organisations become crucial.

Knowledge Gap: The cybersecurity knowledge
gap among employees is a significant risk for fi-
nancial institutions, stemming from factors such
as motivation, behaviours, technology use, and
generational differences. Addressing this risk re-
quires motivating employees to keep cybersecu-
rity in mind, fostering safe behaviours, and en-
suring effective technology use. Investing in en-
gaging cybersecurity training and promoting a
shared responsibility environment is essential
for financial institutions to protect against evolv-
ing threats.
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Standardisation: Beyond general regulations, fi-
nancial institutions face additional cybersecurity
guidelines. These detailed standards, often creat-
ed by industry groups in collaboration with regu-
lators, outline specific technical controls, risk
management strategies, and how to respond to
security incidents. A key to enhanced security for
emerging and critical technologies is to develop
standards on how current cybersecurity and in-
formation security measures integrate into the
use of these technologies. Tighter integration be-
tween these standards and current cyber frame-
works will create uniformity in how these tech-
nologies are implemented between financial in-
stitutions and the agreed security measures for
these technology uses.

Regulatory Compliance: Regulators are actively
attempting to curb damage due to cyberattacks.
Regulators at the state, federal, and international
levels have responded to the growth in financial
services cyberattacks by implementing new rules
for the financial services institutions they super-
vise. Companies should approach compliance as
the minimum baseline of expectations rather
than the aspirational goal. Financial institutions
operate within a stringent regulatory environ-
ment that sets guidelines to ensure the security
and integrity of economic systems and protect
consumers. Ensuring cybersecurity helps organi-
sations meet standards by avoiding fines and
other legal ramifications. Robust cybersecurity
measures ensure that an organisation meets the
stringent regulatory requirements of the finan-
cial industry, thus escaping heavy fines and legal
implications.

Consumer Trust: Trust is critical for financial ser-
vices institutions. Customers entrust their money
and personal data to financial institutions, ex-
pecting them to keep it safe. Customers must
trust that their financial information is secure
and that their transactions are conducted safely.
Maintaining that Trust has never been more chal-
lenging, particularly given the ongoing expansion
and growing sophistication of cybercrime and
cybercriminals. Any breach of this Trust, such as
a data breach or a successful cyber attack, can
severely damage a financial institution's reputa-
tion and customer relationships. By investing in
strong cybersecurity measures, financial institu-
tions can assure their customers that their data is
safe, thereby maintaining and even enhancing
consumer trust.
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Customer Detriment: When a customer suffers a
loss due to credit card theft, it is usually possible
to recover it from the bank. However, it takes
time to recover the finances in cases such as data
violations, which is very concerning for custom-
ers. Every bank must implement cybersecurity
methods to protect its customers' data.

Fraud Prevention: Fraud is consistently a chal-
lenge for all financial institutions. Fraud preven-
tion is a top cybersecurity challenge. Although
financial services as an industry face many chal-
lenges similar to other verticals in cybersecurity,
fraud remains unique to the financial services
sector, along with the sensitivity of data and its
compliance/regulatory requirements. Regulated
financial institutions must report to authorities
on fraud and financial crime, a key component
that regulatory bodies will scrutinise.

CONCLUSIONS

The financial industry is a prime target for cyber-
criminals due to its high volume of valuable fi-
nancial data and assets. Cybersecurity is critical
to the financial industry's success, protecting
sensitive customer data, ensuring the integrity of
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