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 Abstract. The Internet of Things (IoT) has revolutionised various 
sectors, including healthcare, education, agriculture, and military 
applications, by enabling seamless communication and data 
collection among interconnected devices. However, IoT networks' 
open and decentralised nature exposes them to many security 
threats and vulnerabilities. Intrusion Detection Systems (IDS) have 
been developed to address these challenges by identifying and 
mitigating malicious activities targeting these networks. Despite 
their importance, many organisations struggle to detect and prevent 
novel and sophisticated attacks effectively. This paper presents a 
comprehensive survey of the security issues inherent in IoT 
environments, emphasising the role of deep learning and machine 
learning techniques in enhancing IDS capabilities. By analysing 
existing vulnerabilities and evaluating various methodologies, we 
highlight the critical need for robust security measures that ensure 
IoT systems' reliability, privacy, and integrity. Through our findings, 
we advocate for integrating advanced analytical techniques in IDS to 
bolster defences against evolving threats in the IoT landscape. 

Keywords: Intrusion Detection System; network security; deep learning; 
machine learning; vulnerabilities; malicious attacks; data privacy; 
security measures. 

 

 

INTRODUCTION 

The Internet of Things (IoT) refers to the intercon-
nected network of devices that can communicate 
and exchange data over the Internet without 

direct human intervention. These devices, from 
household appliances to industrial sensors, collect 
and analyse data, facilitating automation and im-
proving efficiency across various sectors such as 
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healthcare, agriculture, education, and the mili-
tary [1]. The rapid proliferation of IoT devices has 
led to significant technological advancements and 
transformed how data is utilised in decision-mak-
ing processes. Despite the numerous benefits as-
sociated with IoT, its inherent vulnerabilities pose 
substantial security risks. IoT systems' open ar-
chitecture often exposes them to diverse threats, 
including unauthorised access, data breaches, and 
denial-of-service attacks [2]. The increasing num-
ber of devices connected to the Internet enhances 
the attack surface, making it challenging for tradi-
tional security mechanisms to safeguard these 
networks effectively. Therefore, there is an urgent 
need for robust security frameworks that can pro-
tect against malicious activities in IoT environ-
ments [3]. Intrusion Detection Systems (IDS) play 
a crucial role in network security by monitoring 
traffic and identifying suspicious activities. Tradi-
tional IDS methods often rely on predefined signa-
tures of known threats, which limits their effec-
tiveness against novel or unknown attacks [4]. As 
attackers continuously evolve their techniques, 
there is a growing interest in leveraging advanced 
analytical methods, intense learning and machine 
learning to enhance IDS capabilities. These tech-
niques can analyse vast amounts of data and iden-
tify complex patterns indicative of potential intru-
sions [5]. 

Deep learning, a subset of machine learning, em-
ploys neural networks with multiple layers to 
learn data representations. This ability to extract 
intricate features from large datasets makes deep 
learning suitable for detecting anomalies in IoT 
networks [6]. On the other hand, machine learn-
ing algorithms can adapt to new threats by learn-
ing from historical data, improving their detection 
accuracy over time [7]. Integrating these method-
ologies into IDS can significantly enhance their ef-
fectiveness in identifying and mitigating threats in 
dynamic IoT environments. Moreover, ensuring 
data privacy is paramount in IoT systems, where 
sensitive information is often collected and trans-
mitted. Security measures must not only focus on 
detecting intrusions but also on safeguarding the 
privacy and integrity of data [8]. Organisations 
can better protect their IoT infrastructure from 
potential threats by adopting a holistic approach 
combining advanced detection techniques and 
strong privacy protocols. As IoT continues to ex-
pand, addressing its security challenges becomes 
increasingly critical. The development of sophisti-
cated IDS utilising deep learning and machine 
learning techniques presents a promising solution 

to enhance the security of IoT networks. This pa-
per will explore the vulnerabilities of IoT environ-
ments, evaluate existing IDS methodologies, and 
advocate for integrating advanced analytics to 
bolster network security. 

 

Literature Survey 

The security of Internet of Things (IoT) networks 
has become a critical concern as the number of 
connected devices continues to proliferate. These 
devices, ranging from smart home appliances to 
industrial sensors, are often vulnerable to cyber 
threats. This literature survey examines the exist-
ing research on Intrusion Detection Systems (IDS) 
that leverage machine learning and deep learning 
techniques to enhance IoT security. Intrusion De-
tection Systems are essential for identifying unau-
thorised access and malicious activities within IoT 
environments. Traditional IDS primarily rely on 
signature-based methods, which can effectively 
detect known threats but struggle with new or 
evolving attacks [4]. This limitation has prompted 
researchers to explore more adaptive approaches, 
particularly those based on anomaly detection, 
which can identify unusual patterns in network 
traffic. Anomaly-based detection has become a 
more effective method for identifying previously 
unknown threats. Authors [9] proposed an anom-
aly detection framework that utilises machine 
learning algorithms to analyse network traffic. 
Their study demonstrated that unsupervised 
learning techniques, such as clustering, can iden-
tify deviations from normal behaviour, thus en-
hancing the detection of attacks in real-time. Deep 
learning has emerged as a powerful tool for im-
proving the performance of IDS. For instance, au-
thors [10] implemented a Convolutional Neural 
Network (CNN) to process network traffic data 
and detect intrusions. Their model achieved a 
higher detection rate than traditional methods, 
showcasing deep learning's ability to capture 
complex patterns in large datasets. Similarly, au-
thors [5] highlighted the effectiveness of Recur-
rent Neural Networks (RNNs) in identifying tem-
poral dependencies in network data, which is cru-
cial for detecting sophisticated cyber threats. 

Machine learning algorithms such as Support Vec-
tor Machines (SVM), Decision Trees, and Random 
Forests have been extensively studied in the con-
text of intrusion detection. Authors [7] reviewed 
various machine learning techniques, noting that 
ensemble methods, which combine multiple clas-
sifiers, often yield improved accuracy and reduce 
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false favourable rates. These methods can adapt 
to changing attack patterns, making them well-
suited for the dynamic nature of IoT networks. 
Hybrid approaches that integrate multiple detec-
tion methodologies are increasingly being ex-
plored. Authors [11] developed a hybrid IDS com-
bining deep feature extraction and machine clas-
sification learning. Their model demonstrated im-
proved detection accuracy and efficiency, suggest-
ing that leveraging the strengths of both deep 
learning and traditional algorithms can provide 
more robust security solutions. Despite advance-
ments in IDS technology, several challenges re-
main in securing IoT environments. One major is-
sue is the lack of labelled datasets for training ma-
chine learning models, which can hinder the effec-
tiveness of detection systems [12]. Moreover, IoT 
devices' diverse and dynamic nature requires 
continuous adaptation of detection models to ad-
dress emerging threats. Authors [13] emphasised 
the need for self-learning IDS to update their de-
tection mechanisms based on real-time data auto-
matically. As IoT networks handle sensitive data, 
privacy concerns are paramount. Authors [8] 
highlighted that security measures should also en-
sure user privacy, advocating for privacy-preserv-
ing techniques in IDS. Approaches such as data 
anonymisation and encryption can help mitigate 
risks while maintaining effective intrusion detec-
tion capabilities. IDS in IoT security lies in devel-
oping adaptive, intelligent systems that respond 
to evolving threats in real time; this includes fur-
ther exploration of self-learning algorithms, the 
integration of federated learning for privacy 
preservation, and the application of explainable 
AI to improve transparency in detection pro-
cesses [14]. The literature indicates a significant 
shift toward employing machine learning and 
deep learning techniques in IDS to bolster IoT se-
curity. While considerable progress has been 
made, ongoing research is essential to address ex-
isting challenges, such as data scarcity and the dy-
namic nature of IoT environments. Future efforts 
should focus on developing adaptive, privacy-con-
scious IDS that can effectively counteract the 
evolving landscape of cyber threats. 

 

Intrusion Prevention System (IPS) Techniques 

Intrusion Prevention Systems (IPS) are critical 
components in network security, designed to de-
tect and respond to potential threats in real-time. 
While Intrusion Detection Systems (IDS) primar-
ily monitor and alert on suspicious activity, IPS 

actively takes steps to prevent attacks from suc-
ceeding. Below are several key techniques used in 
IPS: 

Signature-Based Detection. Signature-based de-
tection is one of the most common IPS techniques. 
It involves identifying known threats by compar-
ing network traffic against a database of known 
attack signatures. This method is effective for de-
tecting well-documented threats but may struggle 
with new or polymorphic attacks that do not 
match existing signatures. 

Anomaly-Based Detection. Anomaly-based detec-
tion focuses on identifying unusual patterns or be-
haviours in network traffic. By establishing a 
baseline of regular network activity, the IPS can 
flag deviations that may indicate a potential at-
tack. This technique is beneficial for detecting 
zero-day attacks and other unknown threats. Ma-
chine learning algorithms often refine the anom-
aly detection process and improve accuracy. 

Stateful Protocol Analysis. Stateful protocol analy-
sis examines the state of network connections and 
protocols. It verifies that all communication fol-
lows expected patterns and protocol specifica-
tions. This technique helps identify attacks that 
exploit vulnerabilities in protocol implementa-
tions or establish malicious connections. 

Traffic Filtering. IPS can filter traffic to block mali-
cious packets based on predefined rules or poli-
cies; this includes blocking traffic from known ma-
licious IP addresses, specific ports, or protocols. 
By actively filtering out harmful traffic, the IPS can 
prevent attacks before reaching their target. 

Rate Limiting. Rate limiting involves restricting 
the number of requests a user or device can make 
to a server within a specified time frame. This 
technique helps mitigate denial-of-service (DoS) 
attacks by limiting the impact of excessive traffic 
from a single source. By controlling traffic flow, 
IPS can protect critical resources from being over-
whelmed. 

Protocol Anomaly Detection. Protocol anomaly de-
tection focuses on identifying deviations from 
standard protocol behaviour. This technique anal-
yses the structure and sequence of communica-
tion packets to detect anomalies that could indi-
cate an attack. For example, if a client attempts to 
use an invalid sequence of HTTP requests, the IPS 
can flag this behaviour as suspicious. 

Behavioural Analysis. Behavioural analysis in-
volves monitoring the actions of users and devices 



Path of Science. 2024. Vol. 10. No 12  ISSN 2413-9009 

Section “Education”    5014 

within a network. By establishing profiles for ex-
pected behaviour, the IPS can detect irregularities 
that may indicate insider threats or compromised 
accounts. This technique often employs machine 
learning to adapt to changing behaviour patterns 
over time. 

Integrated Threat Intelligence. Many modern IPS 
solutions leverage threat intelligence feeds that 
provide information about emerging threats, vul-
nerabilities, and attack patterns. IPS can enhance 
its detection capabilities by integrating real-time 
threat intelligence and proactively defending 
against known threats. 

Sandboxing. Sandboxing is a technique where sus-
picious files or applications are executed in a con-
trolled environment to observe their behaviour 
without risking the leading network. If malicious 
activity is detected within the sandbox, the IPS can 
block the application before it can cause harm. 
Response Actions. Once a potential threat is de-
tected, the IPS can take various response ac-
tions, including: a) Blocking the offending IP 
address; b) Terminating suspicious sessions; 
c) Alerting administrators; d) Redirecting traf-
fic for further analysis. 

Intrusion Prevention Systems are crucial in safe-
guarding networks by detecting and preventing 
threats. By utilising a combination of signature-
based, anomaly-based, and behavioural analysis 
techniques, along with integrated threat intelli-
gence and practical response actions, IPS can pro-
vide comprehensive protection against a wide ar-
ray of cyber threats. As the threat landscape 
evolves, ongoing advancements in IPS technolo-
gies will be essential for maintaining robust net-
work security. 

 

RESULTS AND DISCUSSION 

Intrusion Detection System (IDS) Techniques 

Intrusion Detection Systems (IDS) are essential 
for identifying and responding to suspicious net-
work activities. Security systems categorise them 
based on their detection methods, architecture, 
and the type of environment they are designed to 
protect. Below are key techniques used in IDS: 

Signature-Based Detection. Signature-based de-
tection involves monitoring network traffic and 
comparing it against a database of known attack 
signatures. This method effectively identifies es-
tablished threats but may not detect new or un-
known attacks without defined signatures. 

Advantages: High accuracy for known threats; low 
false favourable rates, 

Disadvantages: Ineffective against zero-day at-
tacks and evolving threats. 

Anomaly-Based Detection. Anomaly-based detec-
tion identifies deviations from established base-
lines of normal behaviour. This method can detect 
unknown threats by analysing network traffic 
patterns and user behaviours. 

Advantages: Capable of detecting new and un-
known attacks; adaptive to changes in network 
behaviour. 

Disadvantages: Higher false favourable rates; re-
quires continuous baseline updates. 

Stateful Protocol Analysis. This technique exam-
ines the state of network connections and ensures 
that all communications comply with established 
protocol standards. Analysing the context of the 
traffic can detect anomalies related to protocol be-
haviour. 

Advantages: Effective in detecting attacks that ex-
ploit protocol vulnerabilities. 

Disadvantages: Complexity in implementation; 
potential for missed detections if protocols are not 
well-defined 

Behavioural Analysis. Behavioural analysis moni-
tors user and device activities to establish pat-
terns of normal behaviour. It can detect irregular-
ities that may indicate compromised accounts or 
insider threats. 

Advantages: Useful for identifying insider threats; 
adaptable to user behaviour changes. 

Disadvantages: It may require extensive data col-
lection and analysis, which can be resource-inten-
sive. 

Traffic Analysis. Traffic analysis involves monitor-
ing and analysing data flows to identify unusual 
patterns, such as unexpected spikes in traffic or 
unusual port usage. This method can help detect 
potential DoS attacks or data exfiltration. 

Advantages: Can identify attacks based on traffic 
patterns without inspecting packet contents. 

Disadvantages: Limited visibility into encrypted 
traffic; may miss sophisticated attacks. 

Hybrid Detection Methods. Hybrid detection sys-
tems combine various techniques, such as signa-
ture-based and anomaly-based methods. This 
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approach aims to leverage the strengths of each 
method while mitigating their weaknesses. 

Advantages: Increased accuracy and coverage for 
threat detection; adaptability to evolving threats, 

Disadvantages: Increased complexity; potential 
for higher resource consumption 

Machine Learning and AI Techniques. Machine 
learning and artificial intelligence are increasingly 
integrated into IDS to enhance detection capabili-
ties. These systems can learn from historical data, 
identify patterns, and adapt to new threats. 

Advantages: Capable of processing large datasets 
and identifying complex patterns; adaptive to 
changing environments. 

Disadvantages: It requires large amounts of data 
for training, and there is potential for model bias. 

Distributed IDS. Distributed IDS involve deploying 
multiple sensors across various locations within a 
network. These sensors collect and analyse data 
in real-time, allowing for centralised monitoring 
and analysis. 

Advantages: Enhanced coverage and scalability; 
adequate in large and complex networks, 

Disadvantages: Increased complexity in manage-
ment and data correlation; potential latency is-
sues 

Host-Based Intrusion Detection Systems (HIDS). 
HIDS are deployed on individual devices or serv-
ers to monitor system-level activities. They ana-
lyse files, monitor file integrity, and examine sys-
tem calls to detect suspicious behaviour. 

Advantages: Provides detailed visibility into sys-
tem activities; effective for detecting insider 
threats. 

Disadvantages: Limited to the host's perspective; 
may be bypassed by sophisticated attacks. 

Network-Based Intrusion Detection Systems 
(NIDS). NIDS monitor network traffic at various 
points within a network. They analyse packet 
flows and can detect anomalies or known attack 
signatures across the entire network. 

Advantages: Broad visibility into network traffic; 
can identify attacks that span multiple hosts. 

Disadvantages: Limited insight into encrypted 
traffic; may struggle with high traffic volumes. 

Intrusion Detection Systems are vital for main-
taining network security by identifying potential 
threats before they can cause harm. By employing 

various detection techniques, including signature-
based, anomaly-based, and machine-learning ap-
proaches, organisations can enhance their ability 
to detect and respond to intrusions. Ongoing ad-
vancements in IDS technologies will continue to 
play a crucial role in addressing the evolving 
threat landscape. 

 

Comparative Assessment of Various IPS and IDS 
Techniques 

Intrusion Prevention Systems (IPS) and Intrusion 
Detection Systems (IDS) are vital for maintaining 
network security. While both aim to identify mali-
cious activities, they operate with different func-
tionalities and techniques. This comparative as-
sessment evaluates various IPS and IDS tech-
niques based on key criteria such as detection 
methods, effectiveness, resource requirements, 
and adaptability. 

 

1) Detection Methods 
Technique Description Type Effectiveness 

Signature-
Based 
Detection 

Identifies 
known 
threats by 
matching 
signatures 
against 
traffic. 

IDS / 
IPS 

High for known 
threats; low for 
unknown 
attacks. 

Anomaly-
Based 
Detection 

Detects 
deviations 
from normal 
behaviour to 
identify 
unknown 
threats 

IDS / 
IPS 

Effective for 
zero-day 
attacks; higher 
false favourable 
rates. 

Stateful 
Protocol 
Analysis 

Monitors the 
state of 
network 
connections 
to verify 
protocol 
compliance. 

IDS / 
IPS 

Effective for 
protocol-ba-sed 
attacks; 
complexity in 
implementation. 

Behavioural 
Analysis 

Monitors 
user and 
device 
behaviour to 
detect 
irregularities. 

IDS 

Effective for 
insider threats; 
requires 
extensive data 

Machine 
Learning-
Based 
Detection 

It uses 
algorithms to 
learn from 
data and 

IDS / 
IPS 

Adaptable and 
scalable; data-
intensi-ve for 
training. 



Path of Science. 2024. Vol. 10. No 12  ISSN 2413-9009 

Section “Education”    5016 

Technique Description Type Effectiveness 
identify 
patterns. 

Traffic 
Analysis 

Analyses 
data flows 
for unusual 
patterns 
without 
inspecting 
packet 
contents. 

IDS 

Effective for 
identifying 
broad attacks; 
limited visibility 
into encrypted 
traffic. 

 

2) Effectiveness and Accuracy 

Signature-based techniques excel at detecting 
known threats with high accuracy but fail to ad-
dress novel attacks. This technique generally has 
a low false positive rate. 

Anomaly-based techniques can identify previ-
ously unknown threats by flagging unusual be-
haviour, although they often result in higher false 
favourable rates due to benign anomalies being 
misclassified as threats. 

Machine Learning Approaches offer the ad-
vantage of evolving detection capabilities, im-
proving over time with new data. However, they 
require substantial computational resources and 
high-quality datasets to be effective. 

 

3) Resource Requirements 

Technique 
Resource 

Usage 
Notes 

Signature-Based 
Detection 

Low to 
moderate 

Requires regular 
updates of signatures 

Anomaly-Based 
Detection 

Moderate 
to high 

Needs continuous 
monitoring and data 
analysis 

Stateful 
Protocol 
Analysis 

High Resource-intensive 
due to detailed 
protocol inspection 

Behavioural 
Analysis 

High Requires extensive 
historical data for 
accurate profiling 

Machine 
Learning-Based 
Detection 

Very high Needs significant 
processing power for 
training and real-time 
analysis 

 

4) Adaptability 

Signature-based systems are less adaptable as 
they rely on predefined signatures. Regular 

updates are necessary to keep pace with emerging 
threats. 

Anomaly-based and Machine Learning Tech-
niques are more adaptable, as they learn from on-
going traffic patterns and can adjust to new at-
tacks; this makes them suitable for dynamic envi-
ronments. 

Behavioural analysis also shows adaptability, par-
ticularly for detecting insider threats that may 
evolve. 

 

5) Implementation Complexity 

Technique 
Resource 

Usage 
Notes 

Signature-
Based 
Detection 

Low to 
moderate 

Straightforward 
deployment. 

Technique Resource 
Usage 

Notes 

Anomaly-Based 
Detection 

Moderate 
to high 

Requires extensive 
baseline data and 
continuous refinement. 

Stateful 
Protocol 
Analysis 

High Complex due to 
protocol specifics and 
state tracking. 

Behavioural 
Analysis 

High Involves detailed 
profiling and 
continuous learning. 

Machine 
Learning-Based 
Detection 

Very high Complex model 
training and tuning are 
needed. 

 
CONCLUSIONS 

The choice between IPS and IDS techniques de-
pends on organisational needs, resources, and the 
specific threat landscape. Signature-based meth-
ods provide reliable detection for known threats 
but are limited to new attacks. Anomaly-based 
and machine-learning techniques offer more 
adaptability and can identify unknown threats but 
often come with higher resource demands and 
complexity. 

For organisations looking to implement adequate 
security measures, a hybrid approach that com-
bines multiple techniques may provide the best 
balance of security, adaptability, and efficiency. By 
leveraging the strengths of different methods, or-
ganisations can create a more robust defence 
against evolving cyber threats. 

As cybersecurity threats evolve, so must the 
methods employed to detect and prevent these at-
tacks. The future of Intrusion Detection Systems 
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(IDS) and Intrusion Prevention Systems (IPS) will 
likely be shaped by advancements in technology, 
increased data availability, and the growing com-
plexity of networks. Below are several key areas 
for future work and recommendations for en-
hancing IDS and IPS effectiveness. 

1) Integration of Artificial Intelligence and Ma-
chine Learning 

Recommendation: Invest in research to improve 
the application of AI and machine learning algo-
rithms in IDS/IPS. These technologies can help 
systems learn from evolving patterns in network 
traffic and adapt to new threats. 

Future Work: Develop more sophisticated models 
that reduce false positives and increase detection 
rates by leveraging deep learning techniques. 

2) Real-Time Threat Intelligence Sharing 

Recommendation: Foster collaboration among or-
ganisations to share threat intelligence in real-
time; this can enhance the effectiveness of IPS/IDS 
by providing up-to-date information on emerging 
threats. 

Future Work: Create standardised frameworks 
and protocols for sharing threat intelligence, ena-
bling seamless integration across different plat-
forms and organisations. 

3) Privacy-Preserving Techniques 

Recommendation: Incorporate privacy-preserv-
ing methods into IDS/IPS frameworks to protect 
sensitive data while maintaining detection capa-
bilities. 

Future Work: Explore federated learning and 
other decentralised models that allow for collabo-
rative training of detection models without com-
promising user privacy. 

4) Focus on IoT and Edge Security 

Recommendation: As IoT devices proliferate, de-
velop specialised IDS/IPS solutions tailored for 
IoT environments, addressing their unique vul-
nerabilities and constraints. 

Future Work: Research lightweight detection 
mechanisms that can operate efficiently on re-
source-constrained devices without sacrificing se-
curity. 

5) Improved User Behavior Analytics 

Recommendation: Enhance behavioural analysis 
techniques to detect insider threats and anoma-
lous user behaviour better; this could involve 
more granular monitoring of user actions. 

Future Work: Implement advanced analytics that 
combines user behaviour with contextual infor-
mation to improve anomaly detection accuracy. 

6) Automated Response Mechanisms 

Recommendation: Develop automated response 
capabilities that enable IPS to take immediate ac-
tion upon detecting threats, minimising the re-
sponse time and potential damage. 

Future Work: Research the implications of auto-
mated responses on network operations and cre-
ate robust frameworks that ensure accuracy and 
reliability. 

7) Standardisation and Compliance 

Recommendation: Advocate for industry stand-
ards and best practices for IDS/IPS deployment to 
ensure consistency and effectiveness across dif-
ferent environments. 

Future Work: Work with regulatory bodies to 
align IDS/IPS solutions with compliance require-
ments while ensuring that security measures do 
not hinder operational efficiency. 

8) Continuous Learning and Adaptation 

Recommendation: Implement continuous learning 
mechanisms that allow IDS/IPS systems to evolve 
based on new data and threat landscapes. 

Future Work: Explore self-learning models that 
can autonomously adapt their detection strate-
gies based on real-time data analysis. 

The future of IDS and IPS lies in embracing new 
technologies and methodologies that enhance 
their detection capabilities and adaptability. By 
focusing on AI integration, collaborative threat in-
telligence, and tailored solutions for specific envi-
ronments like IoT, organisations can strengthen 
their defences against increasingly sophisticated 
cyber threats. Continuous research and develop-
ment in these areas will create resilient and ade-
quate security systems that protect sensitive data 
and maintain network integrity. 
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