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INTRODUCTION

Abstract. Phishing attacks, which involve deceitful attempts to
acquire sensitive information by impersonating a trustworthy entity,
have become increasingly sophisticated and widespread.
Traditional phishing detection methods typically rely on heuristic or
signature-based techniques, which may struggle to adapt to the
evolving tactics employed by attackers. This paper examines the
role of artificial intelligence (Al) in enhancing phishing detection
systems. Al-driven approaches utilise machine learning algorithms,
natural language processing, and pattern recognition to identify and
mitigate phishing threats with improved accuracy and efficiency. By
analysing large datasets, our systems uncover subtle patterns and
anomalies indicative of phishing attempts that conventional
methods might miss. We also discuss various Al methodologies in
phishing detection, including supervised and unsupervised learning
techniques, ensemble methods, and deep learning models.
Furthermore, we evaluate the effectiveness of Al-driven systems in
real-world scenarios and their ability to adapt to new phishing
strategies. Our paper concludes with a discussion of current
challenges and future research directions in this field, highlighting
the necessity for ongoing advancements to tackle the dynamic
nature of phishing threats.

Keywords: Phishing Detection; Artificial Intelligence; Machine Learning;
Natural Language Processing; Pattern Recognition; Deep Learning.

passwords, financial details, or personal data.

Phishing attacks have become one of the most
prevalent and damaging cyber threats in today's
digital landscape, targeting individuals, organisa-
tions, and critical infrastructures. These attacks
exploit human vulnerabilities through deceptive
emails, websites, or messages, tricking users into
disclosing sensitive information such as
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While effective to some extent, traditional phish-
ing detection techniques often fall short in identi-
fying sophisticated and ever-evolving phishing
schemes; this has led to the increasing need for
more robust and intelligent solutions. Al-powered
phishing detection and prevention systems have
emerged as a cutting-edge approach to tackle this

4001


https://mapoly.edu.ng/
https://www.northeastern.edu/
https://nitda.gov.ng/ncair/
https://www.lautech.edu.ng/
https://futminna.edu.ng/home/
https://www.ui.edu.ng/
https://summituniversity.edu.ng/
http://dx.doi.org/10.22178/pos.112-7
mailto:laminadimeji@gmail.com
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/

Path of Science. 2024. Vol. 10. No 12

ISSN 2413-9009

growing threat. By leveraging advanced machine
learning algorithms and deep learning tech-
niques, these systems can analyse vast data, de-
tect phishing patterns, and respond to threats in
real-time. Al enables the automation of threat
analysis, enhances the accuracy of phishing detec-
tion by identifying even the most subtle anoma-
lies, and helps dynamically adapt to new phishing
tactics as they evolve.

In this project, we explore the development of an
Al-powered solution that detects phishing at-
tempts and takes preventive actions to mitigate
potential harm. The system is designed to inte-
grate seamlessly into existing cybersecurity
frameworks, providing a proactive defence mech-
anism that continuously learns from new phishing
trends, thereby enhancing the overall security
posture of organisations and users alike.

Literature review

Phishing has long been recognised as one of the
most effective cyberattack methods, exploiting
human vulnerabilities through deceptive tech-
niques to steal sensitive information. The increas-
ing sophistication of phishing schemes, coupled
with the rapid growth of digital communication
channels, has necessitated the development of
more advanced detection and prevention mecha-
nisms. Traditional solutions, such as signature-
based detection and rule-based systems, have
proven inadequate against the evolving nature of
phishing attacks, which often leverage novel so-
cial engineering tactics, malicious URLs, and email
spoofing [1].

Traditional Phishing Detection Techniques. Early
phishing detection methods relied heavily on heu-
ristic-based and rule-based techniques manually
configured to detect specific phishing patterns.
These systems focused on identifying suspicious
URLSs, misspelt domain names, or deceptive email
keywords [2]. While effective in identifying
known phishing threats, these methods struggled
to cope with zero-day attacks or sophisticated
phishing campaigns designed to bypass prede-
fined rules.

Signature-based approaches, widely used in anti-
virus software, were another standard method of
phishing detection. These systems compared in-
coming emails or websites against a database of
known phishing signatures. However, signature-
based detection is inherently limited in identify-
ing new or modified phishing attempts, as it relies
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on prior knowledge of the attack vector [3]. The
limitations of these early approaches highlighted
the need for more adaptive solutions capable of
detecting phishing attacks in real-time without re-
quiring manual updates or predefined signatures.

Machine Learning for Phishing Detection. The ap-
plication of machine learning (ML) to phishing de-
tection has gained significant attention in recent
years due to its ability to learn from data and
adapt to new patterns automatically. Machine
learning models, mainly supervised learning tech-
niques, are trained on large datasets containing
phishing and legitimate samples. By learning the
distinguishing features of phishing emails, web-
sites, or messages, these models can predict the
likelihood of a phishing attempt based on new, un-
seen data [4].

Commonly used algorithms for phishing detection
include decision trees, support vector machines
(SVMs), k-nearest neighbours (KNN), and random
forests. These models extract features such as
URL structure, email metadata, and lexical pat-
terns to classify phishing attempts [5]. A key ad-
vantage of machine learning models is their ability
to generalise from the training data and identify
phishing attacks that deviate from known pat-
terns, including zero-day threats.

However, machine learning approaches are not
without challenges. One notable issue is the im-
balance of phishing datasets, where legitimate
samples far outnumber phishing samples. This
imbalance can lead to models biased toward non-
phishing detection, reducing effectiveness. Tech-
niques such as oversampling, undersampling, and
synthetic data generation (e.g., SMOTE) are em-
ployed to balance the datasets [6]. Moreover, fea-
ture selection is critical in improving the perfor-
mance of machine learning models for phishing
detection. Studies have explored various feature
engineering techniques to identify the most rele-
vant features, such as URL length, domain age,
WHOIS information, and content-based fea-
tures 7].

Deep Learning in Phishing Detection. Deep learn-
ing (DL), a subset of machine learning, has
emerged as a powerful tool for phishing detection,
offering significant improvements in accuracy and
adaptability over traditional ML methods. Unlike
machine learning models that require manual fea-
ture extraction, deep learning models can auto-
matically learn and extract features from raw
data, making them well-suited for detecting com-
plex and sophisticated phishing attacks.
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Recurrent neural networks (RNNs) and convolu-
tional neural networks (CNNs) have been success-
fully applied to phishing detection tasks. For in-
stance, CNNs have been used to analyse the visual
representation of phishing websites, identifying
subtle differences between legitimate and fraudu-
lent websites based on pixel patterns and layout
structures [8]. Similarly, RNNs have been em-
ployed to detect phishing emails by analysing the
sequential nature of email content, such as the
flow of text and metadata [9].
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Figure 1 - Deep learning for phishing attack
detection

Deep learning models, such as long short-term
memory (LSTM) networks and autoencoders,
have also demonstrated the ability to identify
phishing attacks in real-time. LSTM networks are
particularly effective for processing sequential
data, making them ideal for analysing email con-
tent, URL sequences, and other time-dependent
features [10]. Autoencoders, on the other hand,
have been used for anomaly detection, identifying
phishing attempts by recognising deviations from
standard communication patterns [11].

While deep learning approaches have achieved
state-of-the-art results in phishing detection, they
also come with challenges. One major drawback is
the large amounts of labelled data required to
train the models effectively. Deep learning models
are also often computationally intensive, requir-
ing substantial processing power and memory.
These factors can limit the scalability and deploy-
ment of deep learning-based phishing detection
systems in real-time environments.

Natural Language Processing (NLP) in Phishing
Detection. Natural language processing (NLP)
techniques have further enhanced phishing detec-
tion, particularly in identifying phishing emails
and messages that employ social engineering tac-
tics. NLP techniques analyse the content of emails,
messages, and websites to identify suspicious
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language patterns, sentiment, and tone. Phishing
emails often use urgent or alarming language to
trick recipients into taking immediate action, and
NLP-based models can detect these linguistic cues
to identify potential phishing attempts [12].

Pre-trained language models, such as BERT (Bidi-
rectional Encoder Representations from Trans-
formers), have shown significant promise in
phishing detection by analysing the contextual
meaning of words and phrases within emails or
web pages. BERT's ability to capture context al-
lows it to identify phishing attempts that rely on
subtle changes in language or domain-specific
terms [13].

Sentiment analysis, another NLP technique, has
been used to detect phishing by analysing the
emotional tone of the message. Phishing emails of-
ten evoke fear, urgency, or excitement to manipu-
late users into providing sensitive information. By
identifying these emotional triggers, sentiment
analysis can serve as an additional detection layer
[14].

Hybrid Approaches and Ensemble Models. Hybrid
approaches combining multiple machine learning
and deep learning techniques propose further im-
proving phishing detection performance. Hybrid
models leverage the strengths of different algo-
rithms, allowing for more accurate and robust
phishing detection. For instance, combining rule-
based systems with machine learning models can
enhance detection accuracy by incorporating hu-
man expertise into automated decision-making
processes [15].

Researchers have also explored ensemble learn-
ing methods, such as boosting and bagging, to im-
prove phishing detection. Ensemble models com-
bine the predictions of multiple classifiers to
achieve higher accuracy and reduce false favoura-
ble rates. Random forests, gradient boosting ma-
chines, and AdaBoost are commonly used ensem-
ble techniques that have demonstrated strong
performance in phishing detection tasks [15].

One ongoing challenge is the adversarial nature of
phishing, where attackers continuously adapt
their tactics to evade detection. Adversarial ma-
chine learning, in which attackers attempt to ma-
nipulate Al models by providing misleading in-
puts, seriously threatens the robustness of phish-
ing detection systems [16].

To address this, researchers are exploring tech-
niques such as adversarial training, in which mod-
els are trained with adversarial examples to
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improve their resilience against such attacks. Ad-
ditionally, real-time phishing detection systems
must be efficient and scalable to handle the large
volumes of data generated by email systems and
websites.

Another key area of research is the integration of
Al-powered phishing detection into broader cy-
bersecurity frameworks; this includes the devel-
opment of multi-layered defence mechanisms
that combine Al-driven detection with human
oversight, user education, and policy enforcement
[17]. Furthermore, the ethical implications of Al-
driven cybersecurity solutions, including privacy
issues and potential biases in detection algo-
rithms, must be carefully considered as these
technologies are widely adopted.

Al-powered phishing detection and prevention
systems have demonstrated significant potential
in addressing the limitations of traditional cyber-
security solutions. By leveraging machine learn-
ing, deep learning, and natural language pro-
cessing, these systems offer more accurate and
adaptive defences against phishing attacks. How-
ever, challenges such as adversarial threats, da-
taset imbalances, and the need for extensive com-
putational resources remain areas of active re-
search. Moving forward, hybrid approaches and
integrating Al-driven solutions into comprehen-
sive cybersecurity strategies will be critical to en-
hancing the effectiveness of phishing detection
and prevention.

Artificial Intelligence (Al) Techniques for Phishing
Detection. Phishing detection has gained signifi-
cant attention in cybersecurity, with Al tech-
niques playing a crucial role in identifying and
mitigating phishing attacks. Researchers have ex-
plored various artificial intelligence approaches,
including machine learning (ML), deep learning
(DL), and natural language processing (NLP), to
detect and prevent phishing attempts. This sec-
tion highlights key Al techniques, citing findings
from different journals.

1) Machine Learning Techniques. Machine learn-
ing has been one of the most widely used Al tech-
niques for phishing detection. It involves training
algorithms on large datasets to classify whether
an email, URL, or website is phishing or legitimate.
Popular ML algorithms for phishing detection in-
clude decision trees, random forests, support vec-
tor machines (SVM), and logistic regression.

For example, authors [18] evaluated several ML
classifiers, such as decision trees and random
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forests, on a large phishing and legitimate URL da-
taset. Their study demonstrated that ML models
could achieve high accuracy in phishing detection
when trained with relevant features such as URL
length, memorable characters, and domain repu-
tation.

Another study by authors [3] applied ML tech-
niques to detect phishing websites by analysing
URL features, domain properties, and page con-
tent. They employed classifiers like SVM, random
forest, and k-nearest neighbours (KNN) and found
that random forest performed the best, achieving
an accuracy of over 95%.

2) Deep Learning Techniques. Deep learning, a
subset of machine learning, has also been exten-
sively explored for phishing detection due to its
ability to automatically extract features from data
and model complex relationships. Deep learning
models, particularly convolutional neural net-
works (CNNs) and recurrent neural networks
(RNNSs), have shown significant promise in identi-
fying phishing emails, websites, and URLs.

For instance, authors [8] developed a CNN-based
model for phishing website detection, which ana-
lysed the visual representation of websites. Their
model identified subtle visual cues that distin-
guish phishing websites from legitimate ones,
achieving superior performance compared to tra-
ditional ML models.

In another study, authors [10] utilised LSTM (a
variant of RNN) to detect phishing emails by ana-
lysing the sequence of words and phrases. The
LSTM model effectively identified phishing at-
tempts with high accuracy due to its ability to cap-
ture contextual information within the email
body.

Moreover, the author proposed a hybrid deep
learning approach combining CNNs and RNNs
[19] for detecting phishing attacks on social me-
dia. The hybrid model leveraged CNNs for feature
extraction and RNNs for sequential data analysis,
yielding impressive detection results.

3) Natural Language Processing (NLP) Tech-
niques. Natural language processing (NLP) is an-
other Al technique applied to phishing detection,
particularly for analysing the textual content of
emails and messages. Phishing emails often con-
tain deceptive language, and NLP models can de-
tect these linguistic patterns by examining word
usage, sentiment, and context.
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Authors [12] utilised NLP techniques to detect
phishing emails by analysing the structure and
content of the email body. Their model used fre-
quency-inverse document frequency (TF-IDF)
and n-gram analysis to identify phishing patterns.
The study showed that NLP techniques could ef-
fectively detect emails with suspicious content.

Pre-trained language models, such as BERT (Bidi-
rectional Encoder Representations from Trans-
formers), have also been applied to phishing de-
tection. Authors [14] explored using BERT to de-
tect phishing attempts in emails by analysing the
contextual meaning of the words in the email
body. The model demonstrated superior perfor-
mance in phishing detection by understanding the
nuances of language and identifying phishing in-
dicators in the text.

4) Hybrid Approaches. Hybrid approaches com-
bining multiple Al techniques have proposed en-
hancing phishing detection accuracy. These meth-
ods leverage the strengths of various algorithms,
such as combining rule-based systems with ma-
chine learning or integrating NLP with deep learn-
ing.

Authors [15] proposed a hybrid model that com-
bined decision trees, SVM, and deep learning for
phishing URL detection. Their approach inte-
grated URL analysis with content-based features,
enabling the model to identify traditional phishing
attacks and more advanced, deceptive techniques;
the hybrid model achieved higher detection rates
than a single Al technique alone.

Similarly, authors [11] proposed a hybrid phish-
ing detection system that utilised machine learn-
ingand anomaly detection models to detect phish-
ing attempts. The system combined supervised
learning with an autoencoder-based anomaly de-
tection technique to identify known and unknown
phishing patterns. Their model outperformed tra-
ditional approaches, especially in detecting zero-
day phishing attacks.

5) Ensemble Learning Techniques. Ensemble
learning techniques, such as bagging and boost-
ing, have also been applied to phishing detection
to improve model accuracy and reduce false posi-
tives. Ensemble methods combine the predictions
of multiple classifiers to produce more robust and
reliable phishing detection systems.

Authors [6] proposed an ensemble-based phish-
ing detection system that combined multiple clas-
sifiers, including decision trees, random forests,
and AdaBoost. Their study found that the
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ensemble model outperformed individual classifi-
ers, achieving higher accuracy and lower false-
positive rates. Ensemble techniques have effec-
tively captured different aspects of phishing at-
tacks, leading to improved overall performance.

6) Adversarial Machine Learning. As phishing de-
tection systems become more advanced, attackers
have begun to develop techniques to evade detec-
tion. Adversarial machine learning (AML) has
emerged as a method to improve the robustness
of phishing detection models against adversarial
attacks.

Authors [16] explored adversarial learning tech-
niques in phishing detection, highlighting how at-
tackers can manipulate features to deceive ML
models. To counter these threats, adversarial
training, which models training with adversarial
examples, has been proposed to improve the re-
silience of phishing detection systems. This ap-
proach allows models to learn how to detect
phishing attempts that use subtle modifications to
evade detection.

System Overview of Al-Powered Phishing
Detection and Prevention

The Al-powered phishing detection and preven-
tion system is designed to identify, block, and mit-
igate phishing threats in real-time across various
communication channels such as emails, web-
sites, and instant messaging platforms. By lever-
aging advanced artificial intelligence techniques,
developers have created a system that can detect
phishing attempts with high accuracy and speed,
providing organisations with a robust defence
mechanism against cyber-attacks.

1) System Architecture. The architecture of the
phishing detection system comprises several key
components:

Data Collection Module: This module gathers data
from various sources such as emails, URLs, web-
sites, and network traffic logs. It collects essential
metadata like the sender's information, the con-
tent of emails, URLs clicked by users, and other re-
lated features that could indicate phishing behav-
iour.

Feature Extraction Module: After collecting the
data, the system extracts meaningful features re-
quired for detecting phishing. These features in-
clude URL characteristics (e.g., length, special
characters, domain age), content-based features
(e.g., email subject, body, attachment metadata),

4005



Path of Science. 2024. Vol. 10. No 12

ISSN 2413-9009

and network-related features (e.g., IP address, SSL
certificate validity).

Al-Powered Detection Engine: The system's core
component utilises various Al techniques such as
machine learning, deep learning, and natural lan-
guage processing. Pre-trained models are used to
analyse the features extracted from the data. The
system may employ multiple models in parallel
(ensemble learning) to improve detection accu-
racy. Based on the analysis, the engine classifies
content as phishing or legitimate.

Real-Time Monitoring and Alerting: The system
continuously monitors email traffic, website
browsing, and other online activities. In real-time,
it flags suspicious activities or messages as poten-
tial phishing attacks. If a phishing attempt is de-
tected, the system can trigger alerts for system ad-
ministrators or end-users.

Response and Prevention Module: When a phishing
threat is detected, the system can either automat-
ically block the phishing email or website, quaran-
tine the suspicious message, or warn the user.
This module may also trigger additional verifica-
tion steps (such as CAPTCHA or multifactor au-
thentication) for sensitive transactions, providing
another layer of protection.

Logging and Reporting Module: The system main-
tains a detailed log of all phishing detection
events, which includes timestamps, sources of
phishing attempts, types of phishing attacks, and
responses taken by the system. It generates peri-
odic reports that provide administrators with ac-
tionable insights into the phishing threats encoun-
tered and the system's effectiveness.

2) Applications of the Al-Powered Phishing Detec-
tion System. The Al-powered phishing detection
system is highly versatile and can be applied
across domains to safeguard organisations, indi-
viduals, and systems from phishing threats. Here
are some of the major applications:

2.1) Email Phishing Detection. One of the most
common phishing attack vectors is email. The sys-
tem can automatically integrate into enterprise
email servers to scan incoming emails for signs of
phishing. The Al model can distinguish between
legitimate messages and phishing attempts by an-
alysing email headers, subject lines, and content;
this is particularly useful in corporate environ-
ments where spear-phishing attacks target execu-
tives with customised malicious emails.
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Victim

Figure 2 - Phishing attack Diagram

2.2) Website and URL Phishing Detection. Phish-
ing websites lure users into submitting sensitive
personal information. The system can be de-
ployed as part of a browser extension or inte-
grated into web security software to scan URLs in
real-time. The system can detect malicious web-
sites and block access by evaluating the URL struc-
ture, SSL certificates, and page content before the
user becomes a victim.

2.3) Social Media Phishing Detection. Phishing at-
tacks on social media platforms have become
prevalent, with attackers using direct messages or
posts to share malicious links. Al-powered sys-
tems can monitor social media platforms, detect
suspicious links, and prevent users from clicking
on harmful URLs; this is particularly important for
influencers or businesses that use social media as
a marketing tool, where cyberattacks can damage
personal reputation and brand image.

2.4) Financial Services and E-Commerce Protec-
tion. Phishing attacks often target users of finan-
cial institutions or e-commerce websites. Al-
based phishing detection systems integrate into
online banking and e-commerce platforms to
identify phishing attempts involving fake web-
sites, fraudulent payment requests, or bogus cus-
tomer service messages. It can also provide real-
time fraud prevention by flagging suspicious
transactions or unauthorised access attempts.

2.5) Mobile Phishing Detection. With the rise of
mobile devices, phishing attacks via SMS (smish-
ing) and mobile apps have become more common.
The Al-powered system can embedded into mo-
bile operating systems or apps to detect and pre-
vent phishing attempts through fraudulent SMS,
mobile ads, and fake apps.

2.6) Enterprise-Level Threat Management. Cyber-
criminals often target large organisations with
hundreds or thousands of employees using phish-
ing campaigns. The Al-powered phishing
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detection system can be deployed as part of a
comprehensive enterprise security suite, scan-
ning all internal communications, email traffic,
and internet activities. The system helps protect
sensitive corporate data and ensures compliance
with cybersecurity regulations.

2.7) 1oT Device Protection. As the number of In-
ternet of Things (IoT) devices increases, so does
the risk of phishing attacks targeting connected
devices. Al-powered phishing detection systems
adapt to IoT environments to monitor incoming
traffic, detect unauthorised access attempts, and
ensure secure communication between devices.

2.8) Government and Public Sector Applications.
Government institutions are frequently targeted
by advanced persistent threat (APT) actors using
phishing as an initial attack vector. Al-powered
phishing detection systems integrate into govern-
ment networks to protect against data breaches,
ransomware, and espionage attempts. The system
provides an additional layer of defence, comple-
menting other national cybersecurity measures.

Evaluation and Results

Evaluating the Al-powered phishing detection
system is crucial in assessing its effectiveness in
real-world scenarios. The system was tested using
multiple datasets and evaluated based on several
performance metrics to ensure robustness, accu-
racy, and efficiency in detecting phishing at-
tempts. This section details the results of the eval-
uation process.

1) Datasets Used. The evaluation is performed on
publicly available phishing datasets and real-
world data collected from email servers, social
media platforms, and websites. These datasets in-
clude phishing and legitimate samples to test the
system's ability to distinguish between them.

Datasets: a) Phish Tank: A widely used dataset for
phishing URL detection; b) Enron Email Dataset:
Used to evaluate the email-based phishing detec-
tion capabilities; c) Kaggle Phishing Websites Da-
taset: Used to evaluate the system's performance
in detecting malicious websites.
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Phishing Sites, 102019 - 3Q2019
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Figure 3 - Phishing Report

2) Performance Metrics. Researchers used the
following metrics to evaluate the system's per-
formance:

Accuracy: Measures the overall correctness of
the system in detecting both phishing and legit-
imate cases.

Precision: Indicates how many of the identified
phishing cases were phishing.

Recall (Sensitivity): The system can identify all
phishing cases.

F1-Score: Provides a balance between precision
and recall.

False Positive Rate (FPR): The rate at which legit-
imate messages or websites are incorrectly
flagged as phishing.

False Negative Rate (FNR): The rate at which
phishing messages or websites are incorrectly
classified as legitimate.

RESULTS AND DISCUSSION

The results are presented in Figure 4.

Other
12%

Cloud Storage
4%
Ecommerce
4%

SAAS
33%

Paymnet
21%

Figure 4 - Most targeted industry sectors 3Q, 2019
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Accuracy: The system achieved an accuracy of
98.7% when tested across multiple datasets. This
high accuracy indicates that the system distin-
guishes phishing attempts from legitimate traffic.

Precision: Precision scores were recorded at
97.2%, meaning the system correctly identified
most phishing attacks without flagging too many
legitimate messages.

Recall: The system achieved a recall score of
96.5%, demonstrating its capacity to detect most
phishing attempts, although a small percentage
may still go undetected.

F1-Score: The system exhibited strong overall per-
formance with a balanced F1-score of 96.85%.

False Positive Rate (FPR): The system maintained
a low false positive rate of 1.2%, ensuring users
were not frequently bothered by incorrectly
flagged messages or URLs.

False Negative Rate (FNR): The false negative rate
was recorded at 3.5%, indicating that some phish-
ing messages still slipped through undetected, al-
beit a minimal number.

The results show the system is highly accurate
and effective at detecting phishing attacks across
various mediums, including emails, URLs, and
websites. The balanced performance across preci-
sion, recall, and low false positive /negative rates
highlights the system's reliability.

3) Comparison with Traditional Methods. Re-
searchers compared the Al-powered system to
traditional signature-based phishing detection
methods, which rely on predefined rules and sig-
natures. Traditional methods had:

a) Lower accuracy (~85-90%) due to their inabil-
ity to adapt to new phishing techniques.

b) Higher false positives (~5-7%) due to reliance
on static rules.

c) There is more incredible difficulty in identifying
novel phishing tactics such as spear-phishing.

In contrast, the Al-powered system demonstrated
superior performance due to its adaptability, dy-
namic feature extraction, and ability to learn from
large datasets.

The evaluation results indicate that the Al-
powered phishing detection system significantly
improves the ability to detect and prevent phish-
ing attacks in real-time. However, several factors
warrant further discussion, including strengths,

Section “Engineering, Manufacturing, and Construction”

limitations, challenges, and areas for future im-
provement.

1) Strengths of the Al-Powered System

Adaptability: Unlike traditional rule-based sys-
tems, Al-powered phishing detection evolves with
new data, making it more capable of identifying
novel phishing techniques such as spear-phishing
and zero-day attacks.

Real-Time Detection: The system can detect phish-
ing attacks in real-time, providing users and ad-
ministrators with immediate alerts and mitigating
the risk of credential theft or malware installation.

High Accuracy: The system achieves near-perfect
accuracy, minimising false positives and nega-
tives; this ensures that legitimate traffic is not un-
necessarily interrupted while providing strong
phishing protection.

Versatility: It works across multiple platforms
(emails, websites, social media), ensuring com-
prehensive protection regardless of the phishing
vector.

2) Challenges Encountered

Data Imbalance: Phishing datasets are often im-
balanced, with many legitimate samples com-
pared to phishing attempts. This imbalance posed
a challenge during model training, requiring over-
sampling or undersampling techniques to ensure
the model didn't become biased toward the ma-
jority class.

Evolving Phishing Tactics: Phishing attacks contin-
ually evolve, and even the most advanced Al sys-
tems must continuously be updated with new
data and retrained to detect emerging threats.

False Negatives: Although the system achieved
high recall, some phishing attempts were still clas-
sified as legitimate. These false negatives highlight
the challenge of detecting sophisticated, highly
targeted phishing campaigns, such as spear-
phishing.

3) Limitations

Dependence on Training Data: The Al models' per-
formance heavily depends on the quality and
quantity of training data. If new phishing tech-
niques are not represented in the training data,
the system might fail to detect them.

Resource Intensive: Al models, intense learning
models, require significant computational re-
sources for training and real-time detection; this
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can be a limitation for organisations with limited
infrastructure.

Limited Handling of Contextual Phishing: Some
phishing attempts rely on deep contextual cues
(e.g., relationship dynamics in spear-phishing)
that current models may not fully capture without
advanced contextual analysis or user-specific be-
havioural modelling.

4) Future Enhancements

Incorporating Contextual Awareness: Future itera-
tions of the system could enhance detection capa-
bilities by analysing contextual information such
as user behaviour, email threads, or transaction
history, making it more resilient to spear-phishing
attacks.

Use of Reinforcement Learning: The system could
be improved using reinforcement learning tech-
niques, which enable the model to learn from its
mistakes (false negatives or positives) in a dy-
namic environment, continuously improving ac-
curacy over time.

Integration with Threat Intelligence Platforms: By
integrating the phishing detection system with
real-time threat intelligence platforms, it can stay
updated with the latest phishing techniques and
zero-day vulnerabilities.

User Awareness and Feedback: Incorporating a
user feedback mechanism can help improve the
system by learning from user reports of phishing
emails that slipped through or legitimate emails
that were mistakenly flagged.

CONCLUSIONS

Phishing continues to be one of the most preva-
lent and dangerous forms of cyberattacks, threat-
ening individuals and organisations worldwide.
Traditional phishing detection methods, while
helpful, are often inadequate in detecting
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