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 Abstract. Oil refineries are prone to high fire hazards that involve 
volatile chemicals combined with extremely high temperatures in 
confined spaces. These call for advanced fire suppression and 
emergency response suppression systems. Whereas the traditional 
sprinkling of water and foam agents have widely been in use, recent 
studies through the periods of 2020-2024 indicate their inefficiency in 
effective control within refinery environs on such grounds as water use, 
environmental impact and adaptability to hydrocarbon-based fires. 
Those involving automated detection with IoT and AI in predictive fire 
monitoring, water mist systems for effective flame cooling and control 
at minimum water consumption and eco-friendly fluorine-free foam 
agents contribute less to environmental damage. Hybrid suppression 
technologies, firefighting drones, robots, VR/AR-based emergency 
training have developed enhanced safety protocols via faster and more 
focused responses. However, huge gaps exist in scaling these 
technologies to sustain extreme temperatures and spatial challenges 
imposed by refineries, apart from all other maintenance issues, cost-
effectiveness and regulatory compliance. This review integrates recent 
progress, confronts such technologies' effectiveness and economic 
impact, and proposes future research routes focused on sustainability 
and autonomy while calling for industrial collaboration and adaptive 
regulations that support even safer and more resilient refinery 
operations. In all, sensor-fusion systems have been pointed out as the 
most effective for oil refineries in terms of fire detection. In contrast, 
firefighting robots and drone delivery systems remain the most reliable 
for fire suppression. With continuous research, new technology 
investment and strategic collaboration, the industry will be assured of 
improved fire safety, contributing to a more sustainable future toward 
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refinery operation globally. 

Keywords: Fire Suppression Technologies; Fire Detection Systems; Oil 
Refinery Safety; Emergency Response Systems; Automated Fire 
Detection. 

 

INTRODUCTION 

Oil refineries are among the most hazardous in-
dustrial environments due to their complex pro-
cessing units, volatile chemicals, and high-
temperature operations. These facilities process 
large volumes of flammable materials, such as 
crude oil, gasoline, and other petrochemical 
products, creating an environment where fires 
can start easily and spread rapidly. Fires in refin-
eries are often intensified by hydrocarbon-based 
fuels and high-pressure equipment, leading to 
severe consequences, including loss of life, envi-
ronmental pollution, and costly facility damag-
es [1]. Historical refinery incidents underscore 
the devastating impact of fires and the need for 
reliable fire safety measures. Given the high-risk 
nature of refinery operations, fire suppression 
and emergency response systems are critical for 
minimising fire-related hazards. While widely 
used, traditional suppression methods are often 
insufficient in the refinery context due to their 
limitations in water usage efficiency, effective-
ness against hydrocarbon fires, and environmen-
tal impact [2]. Integrating advanced technologies 
such as automated detection, hybrid suppression 
systems, and predictive response mechanisms 
can transform fire safety in these facilities, 
providing faster, more accurate detection and 
targeted suppression in high-risk areas [3]. 
These advancements improve safety and con-
tribute to sustainability goals by reducing envi-
ronmental contamination from conventional 
suppression agents, particularly fluorine-based 
foams [4]. This review aims to consolidate recent 
advancements in fire detection, suppression and 
emergency response systems, focusing on inno-
vations from 2020 to 2024 that address the spe-
cific challenges of oil refineries. The review eval-
uates their applicability, effectiveness, and limita-
tions in refinery settings by analysing develop-
ments in automated fire detection, eco-friendly 
foam and water mist systems, and hybrid sup-
pression technologies. Additionally, this paper 
identifies gaps in current research, such as the 
adaptability of new technologies to refinery-
specific conditions, regulatory compliance, and 
maintenance requirements. Through a compara-
tive analysis, this review provides industry pro-
fessionals and researchers with insights into cur-

rent trends and future directions for enhancing 
fire safety and emergency response in oil refiner-
ies. 

 

 

Figure 1 – Heat transfer diagram of fire-extinguishing 
process [5] 

 

RESULTS AND DISCUSSION 

Overview of Traditional Fire Suppression 
Methods in Oil Refineries 

Conventional Fire Suppression Systems and Their 
Limitations. In oil refineries, traditional fire sup-
pression systems have primarily included water 
sprinklers, deluge systems, and foam-based ex-
tinguishers. Each system has played a vital role in 
managing fires in industrial environments, par-
ticularly for fires fueled by hydrocarbon-based 
substances [6]. Water-based suppression sys-
tems, such as sprinklers and deluge systems, are 
designed to release large amounts of water over 
extensive areas, cooling the fire and surrounding 
materials to reduce heat and slow the spread [7]. 
However, these systems face limitations in oil 
refinery settings: hydrocarbons repel water, re-
ducing its effectiveness, and the high-pressure 
pipelines and equipment create areas where wa-
ter access is restricted or potentially hazardous. 
Excessive water use can also increase the risk of 
chemical runoff, impacting the refinery environ-
ment and surrounding ecosystems [8]. Often us-
ing aqueous film-forming foam, foam-based sup-
pression systems are more effective in handling 
hydrocarbon fires because they form a smother-
ing layer over the fuel surface, blocking oxygen 
and suppressing the fire [9]. Despite this, tradi-
tional foams present significant environmental 
concerns due to perfluoroalkyl and polyfluoroal-
kyl substances (PFAS), which have long-term 
ecological impacts and are increasingly subject to 
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regulation. As a result, regulatory bodies and en-
vironmental advocates are urging a transition 
toward fluorine-free foams. Furthermore, con-
ventional foam systems may not efficiently cover 
fires in enclosed or confined refinery spaces, and 
their high maintenance needs present logistical 
challenges [10]. 

Historical Context and the Need for Modernization. 
The evolution of fire suppression systems in oil 
refineries has been significantly influenced by 
major industrial fire incidents, which revealed 
weaknesses in traditional firefighting approach-
es. High-profile refinery fires over the decades 
have underscored the need for suppression sys-
tems that can respond quickly and effectively to 
contain fires before they escalate [11]. Historical-
ly, the fire safety focus in refineries has been on 
broad water and foam coverage; however, 
changes in environmental regulations, advance-
ments in fire science, and shifts toward sustaina-
bility are pushing the industry to explore and 
implement advanced, more specialised systems 
[12]. Modernisation is particularly critical as re-
fineries now handle a broader range of petrole-
um products and byproducts, some with lower 
ignition points and higher reactivity. Coupled 
with the increasing complexity of refinery infra-
structure, there is a demand for fire suppression 
systems that go beyond the capabilities of tradi-
tional methods. The integration of advanced 
suppression technologies such as water mist sys-
tems, gas-based suppression, and intelligent de-
tection systems represents a promising path 
forward in mitigating fire risks while addressing 
the limitations of conventional methods [13]. The 
need for environmentally conscious and highly 
effective systems drives research and industry 
adoption of innovative technologies, setting a 
new standard for refinery safety protocols. 

While traditional fire suppression systems have 
served refineries for decades, their limitations in 
efficacy, environmental sustainability, and adapt-
ability to complex refinery environments under-
score the need for innovation. The shift towards 
advanced fire suppression technologies responds 
to the unique hazards of modern refineries and 
the growing focus on environmental responsibil-
ity. The following sections will examine recent 
advancements in fire detection and suppression 
methods, evaluating their potential to address 
these longstanding challenges and enhance fire 
safety standards within the oil refinery sector. 

Advancements in Fire Detection Systems 

Automated Detection Technologies. Automated 
fire detection systems have made significant 
strides in recent years, driven by advancements 
in sensor technology, machine learning, and net-
work connectivity. Traditional fire detection 
methods often rely on basic smoke or heat detec-
tors, which may not provide adequate early 
warning in complex refinery settings where fires 
can escalate rapidly [14]. Modern automated de-
tection technologies now utilise multi-sensor sys-
tems, combining thermal imaging, infrared sen-
sors, and gas detectors to create a layered detec-
tion approach that increases accuracy and re-
sponse speed [15]. Thermal imaging cameras en-
able continuous monitoring of high-risk areas by 
detecting temperature variations that can signal 
the early stages of a fire. This real-time tempera-
ture tracking is particularly useful in oil refiner-
ies, where certain areas are prone to heat 
buildup. Infrared sensors can detect flame signa-
tures even through smoke and steam, making 
them essential for limited visibility environments 
[16]. Multi-sensor technology allows these sys-
tems to verify fire incidents through multiple in-
dicators (e.g. detecting both heat and gas emis-
sions), reducing the risk of false alarms. Multi-
sensor systems are also adaptable to refinery-
specific hazards, such as leaks or gas buildup, 
providing an added layer of safety [17]. By ena-
bling quick identification and response, these au-
tomated systems minimise the time between fire 
detection and suppression, significantly reducing 
the potential for fire escalation. 

 

 

Figure 2 – Automated Fire Detection and Suppression 
with Computer Vision [18] 

 

Integration with IoT and AI for Predictive Detec-
tion. Integrating the Internet of Things (IoT) and 
Artificial Intelligence (AI) technologies has trans-
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formed fire detection systems from reactive to 
predictive. IoT-enabled sensors can continuously 
collect and transmit data on temperature, pres-
sure, gas levels, and other parameters within a 
refinery [19]. AI algorithms analyse this data in 
real time, detecting anomalies that may precede 
a fire incident, such as abnormal temperature 
spikes or gas leaks. By predicting potential fire 
risks before ignition, these systems enable refin-
ery operators to take proactive measures, such as 
shutting down equipment, venting gases, or cool-
ing specific areas, thereby preventing fires before 
they occur [20]. Predictive maintenance is anoth-
er application of IoT and AI in fire safety, allow-
ing refineries to anticipate equipment failures 
that could lead to fires. For instance, sensors can 
monitor the condition of high-risk machinery, 
and AI models can forecast when certain compo-
nents are likely to fail. This proactive approach 
reduces unplanned downtimes and enhances re-
finery operations' safety and reliability [21].  

 

 

Figure 3 – IoT-Based Fire Alarm System [22] 

 

The recent literature highlights case studies 
where IoT and AI-enhanced fire detection sys-
tems have effectively reduced fire incidents and 
response times, underscoring the potential of 
these technologies to revolutionise fire safety in 
high-risk industrial environments. 

 

Table 1 – Comparative Analysis of the reviewed case studies for the most recent Fire Detection Systems 

Technology Description Advantages Limitations 
Effectiveness for Oil 

Pipelines 
Sensor 
Fusion 
Systems [23] 

Combines data from 
multiple sensors (e.g., 
heat, smoke, and gas) 
for improved detection 
reliability. 

Reduces false 
alarms by cross-
verifying sensor 
data 

It can be costly 
and complex to 
install and 
maintain in large 
areas 

Most effective: High 
reliability in 
pipeline 
monitoring, 
especially in 
detecting leaks or 
combustion. 

Wireless 
Sensor 
Networks 
(WSNs) [24] 

Deploys 
interconnected sensors 
to monitor fire-prone 
areas, transmitting 
data to central 
monitoring systems. 

Scalable and 
versatile for 
remote monitoring, 
capable of early 
detection 

Dependent on 
network stability, 
high 
maintenance for 
battery-operated 
sensors 

Highly effective: 
Ideal for remote 
pipelines, enabling 
real-time 
monitoring and 
early fire detection. 

Machine 
Learning 
(ML) 
Algorithms 
[25] 

ML algorithms, such as 
Support Vector 
Machines (SVM) and 
Decision Trees, analyse 
sensor data for 
patterns indicating fire 
events. 

Adaptable to 
various 
environments and 
data types, allows 
for real-time 
analysis 

Prone to false 
positives, 
requires ongoing 
tuning and data 
updates 

Moderately 
effective: Can 
analyse multiple 
data points; 
however, false 
positives could 
cause interruptions. 

Infrared and 
Ultraviolet 
Sensing [26] 

It detects specific 
wavelengths 
associated with 
combustion and is 
suitable for 
environments with 

Effective in 
extreme or smoky 
environments 
where visual 
detection fails 

Limited 
effectiveness in 
open or brightly 
lit areas and 
more costly 

Less effective: 
Suitable for specific 
pipeline segments 
but limited by 
external lighting 
conditions. 
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Technology Description Advantages Limitations 
Effectiveness for Oil 

Pipelines 
high fire risks, like 
industrial zones. 

Image 
Processing & 
Deep 
Learning 
[27] 

Utilises convolutional 
neural networks 
(CNNs) to detect fire 
characteristics such as 
flames and smoke in 
real-time from video 
feeds. 

High accuracy in 
detecting visual fire 
cues, useful in 
areas with frequent 
monitoring like 
forests 

Requires 
extensive 
training datasets, 
high processing 
power 

Least effective: 
Limited suitability 
for pipelines where 
visual fire cues may 
not always be 
visible. 

 

Advancements in Fire Suppression 
Technologies 

Water Mist Systems. Water mist systems repre-
sent a significant advancement in fire suppres-
sion technology, designed to address the specific 
challenges of fire suppression in confined or 
equipment-dense refinery spaces. Unlike tradi-
tional sprinkler systems, which release large 
quantities of water, water mist systems disperse 
fine droplets that cool the flame and surrounding 
areas more effectively and with minimal water 
use. This technology is particularly advantageous 
in oil refineries, where extensive water usage can 
lead to runoff hazards and is less effective in 
suppressing hydrocarbon-based fires. The small 
droplet size allows for rapid cooling and oxygen 
displacement, making water mist an efficient op-
tion for areas with sensitive equipment or lim-
ited space. Relevant studies from recent years 
(2020-2024) have demonstrated that water mist 
systems can suppress fires in refinery settings 
faster than conventional sprinklers, with lower 
environmental impact and reduced water de-
mand, aligning well with sustainability goals [28, 
29, 30]. 

 

 

Figure 4 – Heat extraction and water displacement of 
water mist system [31] 

 

Eco-Friendly Foam Agents. Developing eco-
friendly, fluorine-free foam agents has become a 
priority as environmental concerns over tradi-
tional aqueous film-forming foam (AFFF) grow, 
especially due to harmful PFAS compounds. 
These new formulations aim to provide the same 
effectiveness in suppressing hydrocarbon fires 
while minimising environmental harm. Recent 
studies indicate that fluorine-free foams can 
achieve comparable fire suppression perfor-
mance to AFFF, particularly when used with oth-
er fire suppression technologies. Fluorine-free 
foams reduce the risk of groundwater contami-
nation and comply with emerging environmental 
regulations, making them suitable for oil refiner-
ies that must prioritise fire safety and environ-
mental responsibility. Several case studies doc-
ument successful trials of eco-friendly foams in 
real-world refinery environments, underscoring 
their potential as a viable alternative to tradi-
tional PFAS-based foams [32, 33]. 

 

 

Figure 5 – The gel-glycoside foam fire extinguishing 
system [34] 
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Gas-Based Suppression Systems. Gas-based fire 
suppression systems, such as those using inert 
gases (e.g. nitrogen and argon) or chemical 
agents (e.g. clean agents like FM-200), offer tar-
geted fire suppression by displacing oxygen or 
interrupting the combustion process. In oil refin-
eries, gas-based systems are particularly useful 
for areas with high electrical equipment density 
or confined spaces where water or foam use may 
be impractical. These systems are designed to 
deploy quickly, minimising fire spread in critical 
equipment areas and reducing potential down-
time. Newer gas-based technologies have im-
proved traditional systems by incorporating sen-
sors and automated controls that optimise gas 
release, ensuring precise application and reduc-
ing waste. Studies from the past few years high-
light the effectiveness of gas-based suppression 
in refinery environments, showing that they can 
contain fires rapidly without causing additional 
hazards, such as water damage to sensitive 
equipment [35]. 

 

 

Figure 6 – Schematic diagram of the gaseous fire-
suppression system [36] 

 

Hybrid Suppression Systems. Hybrid fire suppres-
sion systems combine multiple methods – such 
as water mist with gas agents or foam with water 
– to create a comprehensive solution capable of 
handling a broader range of fire scenarios. These 
systems allow refineries to deploy tailored re-
sponses based on the specific characteristics of 
different fire-prone areas, making them particu-
larly valuable in facilities with diverse operation-
al zones and fire hazards. For instance, water 
mist and gas combinations offer cooling and oxy-
gen displacement in equipment-dense areas, 
while foam and mist systems provide effective 
coverage for hydrocarbon spills. Hybrid systems 
are emerging as a flexible solution in refinery 

safety, allowing operators to adapt to various fire 
scenarios dynamically. Recent research high-
lights their potential to reduce response times 
and increase suppression efficacy in complex fire 
incidents [37]. 

Innovations in Delivery Mechanisms: Robotics and 
Drones. The deployment of robotics and drones 
for fire suppression has introduced a new level of 
adaptability and precision in responding to refin-
ery fires. Firefighting robots equipped with heat-
resistant materials and thermal cameras can op-
erate in high-risk areas that are unsafe for per-
sonnel, providing targeted suppression and real-
time data to inform emergency responses. 
Drones equipped with foam or gas suppressant 
delivery systems are increasingly being used for 
aerial firefighting, especially in areas of refineries 
that are hard to reach or highly congested. These 
technologies enhance situational awareness, en-
abling operators to remotely assess and address 
fire incidents. Research has demonstrated that 
robotic and drone systems can significantly re-
duce fire suppression response times, prevent 
escalation, and provide invaluable support to on-
site personnel during complex fire emergen-
cies [38]. Recent advancements in fire suppres-
sion technologies, including water mist, eco-
friendly foam agents, gas-based systems, hybrid 
solutions, and robotics, have elevated fire safety 
standards in oil refineries. Each technology ad-
dresses specific refinery challenges, such as wa-
ter efficiency, environmental impact, confined 
space adaptability, and high equipment density. 
Together, they form a multi-layered approach to 
fire suppression, aligning with the industry's shift 
toward sustainability and operational safety. The 
following sections will analyse these advance-
ments' effectiveness, cost considerations, and en-
vironmental implications, providing a holistic 
view of their practical applications in oil refinery 
safety management. 

 

 

Figure 7 – Hardware design of the proposed fire de-
tection drone with various components [39] 
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Table 2 – Comparative Analysis between the most recently reviewed Fire Suppression Systems 
Technology Mechanism Ecological Impact Oil Pipeline Suitability 
Water Mist 
Systems 

It uses finely atomised water 
particles to cool flames and 
displace oxygen, effectively 
suppressing fires. 

Moderate, low water 
usage. 

Effective for smaller fires; 
potential challenges with 
large-scale pipeline fires. 

Eco-Friendly 
Foam Agents 

Biodegradable foams that 
create a barrier to prevent 
oxygen from reaching the 
fire source. 

High, due to its 
biodegradable 
nature. 

It is very effective for pipelines 
due to rapid deployment and 
wide area coverage. 

Gas-Based 
Suppression 

Uses inert or halocarbon 
gases to suppress fire by 
displacing oxygen. 

Variable: some 
agents have low 
environmental 
impacts. 

Moderate suitability; requires 
confined spaces, can be less 
effective in open pipeline 
areas. 

Hybrid 
Suppression 
Systems 

Combines water mist with 
inert gases for effective 
suppression with minimal 
damage. 

High: combines low 
water use with inert 
gas benefits. 

Adaptable to pipeline 
environments but depends on 
the integration of multiple 
suppression agents. 

Robotics & 
Drones 

Remote-controlled units 
equipped with suppression 
agents or detection systems 
for hazardous areas. 

It depends on the 
system; it is 
generally eco-
friendly. 

It is highly effective and allows 
safe access to hazardous areas, 
ideal for inspection and 
suppression in remote 
pipelines. 

 

Comparative Analysis of Fire Suppression 
and Detection Methods 

Effectiveness and Efficiency of Advanced Systems. 
The effectiveness of fire suppression and detec-
tion technologies is measured by their ability to 
detect, respond to, and control fires in oil refiner-
ies swiftly and with minimal resource use. Recent 
comparative studies have shown that automated 
detection systems integrated with AI and IoT of-
fer significantly faster response times than tradi-
tional systems, as they can simultaneously moni-
tor multiple risk indicators and alert personnel 
before fires escalate. Multi-sensor systems, which 
combine thermal imaging, infrared, and gas de-
tection, have proven more reliable in identifying 
early fire signals in high-risk areas than single-
sensor models. Similarly, water mist systems and 
eco-friendly foam agents are noted for their rap-
id-fire suppression capabilities with minimal wa-
ter and environmental impact, showing a clear 
improvement over traditional sprinklers and 
PFAS-based foams. For instance, water mist 
technology requires less water to cool flames, 
reducing the potential for runoff and contamina-
tion. Gas-based suppression has also demon-
strated high efficiency in confined spaces, where 
traditional suppression agents might be less ef-
fective due to access limitations or equipment 
sensitivity. 

Economic Considerations and Cost-Effectiveness. 
Adopting advanced fire suppression and detec-
tion technologies requires substantial upfront 
investment, which can be a barrier for many re-
fineries. However, when evaluating the cost-
effectiveness of these systems, factors such as 
reduced downtime, minimised equipment dam-
age, and lower maintenance costs are crucial. Au-
tomated detection systems with predictive 
maintenance capabilities reduce unplanned 
shutdowns and extend equipment lifespan, yield-
ing long-term savings. Although eco-friendly 
foam agents and water mist systems can be more 
expensive than traditional methods, they de-
crease environmental cleanup costs, reduce regu-
latory fines related to PFAS pollution, and con-
tribute to sustainability targets, which are in-
creasingly valuable in the current regulatory en-
vironment. Hybrid systems also present a fa-
vourable economic case by allowing refineries to 
optimise fire suppression response based on 
specific scenarios, potentially reducing the vol-
ume of suppression agents needed. Cost-benefit 
analyses from recent literature suggest that, de-
spite higher initial costs, advanced systems can 
offer a positive return on investment by enhanc-
ing operational resilience and minimising finan-
cial risks associated with fire incidents. 
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Environmental Impact and Compliance with Regu-
lations. Environmental sustainability is critical in 
adopting new fire suppression and detection 
technologies, as traditional methods often in-
volve chemicals or high water use with lasting 
ecological effects. Regulatory bodies worldwide 
are phasing out PFAS-containing foams due to 
their harmful effects on groundwater and the en-
vironment. Consequently, fluorine-free foam 
agents are gaining traction as an environmentally 
responsible alternative, aligning with regulatory 
demands for sustainable practices in fire safety. 
Similarly, water mist systems, which use smaller 
volumes of water, help refineries meet sustaina-
bility targets by reducing water consumption and 
minimising the risk of toxic runoff. Gas-based 
suppression systems align with environmental 
goals, as they do not produce harmful residues 
and can be safely deployed in sensitive areas. 
Adopting IoT-enabled predictive detection sys-
tems contributes indirectly to environmental 
goals by preventing fire incidents, reducing the 
likelihood of spills, and minimising equipment 
damage. Compliance with environmental regula-
tions reduces the risk of fines and strengthens a 
refinery's social license to operate, showcasing a 
commitment to sustainable practices. 

Safety and Operational Challenges. While ad-
vanced fire suppression and detection systems 
offer numerous benefits, they also present 
unique operational and safety challenges. For in-
stance, water mist and gas-based suppression 
systems require specialised installation and 
maintenance procedures to ensure reliable oper-
ation, as incorrect setup could compromise their 
efficacy. Furthermore, integrating AI-driven pre-
dictive detection systems introduces cybersecu-
rity risks, as connected devices may be vulnera-
ble to unauthorised access or malfunctions. Hy-
brid systems, while flexible, can be complex to 
operate and may require highly trained person-
nel to manage the varied responses effectively. 
Another consideration is the risk associated with 
drone and robotic fire suppression systems. At 
the same time, they enhance firefighting capabili-
ties. However, emerging technologies may face 
operational limitations in extreme refinery envi-
ronments, such as high temperatures or expo-
sure to corrosive chemicals. Literature from 
2020-2024 emphasises the need for rigorous 
training, regular system maintenance, and cyber-
security protocols to address these challenges 
and ensure the safe deployment of advanced fire 
suppression and detection technologies. 

Comparative Summary and Key Findings. The 
comparative analysis of fire suppression and de-
tection methods reveals that recent technological 
advancements provide enhanced efficiency, envi-
ronmental sustainability, and adaptability to the 
unique hazards of oil refineries. Automated de-
tection systems, eco-friendly foams, and hybrid 
suppression solutions significantly improve over 
traditional methods, particularly in minimising 
environmental impact and achieving faster re-
sponse times. Despite higher initial costs, these 
systems prove cost-effective over time due to re-
duced maintenance needs, regulatory compli-
ance benefits, and potential for long-term opera-
tional savings. However, successfully adopting 
these technologies hinges on overcoming opera-
tional challenges, including installation complexi-
ties, cybersecurity risks, and training require-
ments. In summary, advanced fire suppression 
and detection systems offer robust improve-
ments in refinery safety, aligning with industry 
shifts toward sustainability and resilience. The 
subsequent section will address the remaining 
technical and regulatory obstacles and provide 
recommendations for enhancing fire safety prac-
tices within the oil refinery sector. 

Challenges and Limitations in Fire Suppres-
sion and Detection Technologies 

Technical Challenges in System Integration. De-
spite the significant advancements in fire sup-
pression and detection technologies, their inte-
gration into existing refinery infrastructure re-
mains a substantial technical challenge. Many 
refineries still rely on legacy systems that were 
not designed to accommodate the complexities of 
modern technologies such as IoT-enabled sen-
sors or AI-driven predictive analytics. Integrating 
new fire detection systems with older equipment 
often requires substantial modifications, which 
can be costly and time-consuming. For example, 
incorporating multi-sensor detection systems or 
water mist suppression technologies into a refin-
ery with limited access or confined spaces can 
lead to complex installation and calibration pro-
cesses. Additionally, some refinery areas may 
lack sufficient connectivity infrastructure to sup-
port real-time data transmission from sensors to 
central monitoring systems, hindering the effec-
tiveness of automated systems. Addressing these 
integration hurdles is crucial to ensuring that fire 
safety technologies function optimally within oil 
refineries' diverse and often challenging envi-
ronments. 
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System Reliability and False Alarms. While mod-
ern fire detection systems offer enhanced sensi-
tivity and early detection capabilities, false 
alarms remain a concern, particularly in envi-
ronments like refineries where smoke, heat, or 
chemical vapours can trigger sensors. False posi-
tives can lead to unnecessary downtime, unnec-
essary activation of suppression systems (which 
may cause equipment damage or downtime), and 
even safety risks if personnel respond to non-
existent threats. Technologies such as AI-driven 
predictive detection systems are intended to re-
duce the occurrence of false alarms by analysing 
patterns and anomalies. Yet, these systems still 
face challenges distinguishing between genuine 
fire hazards and environmental factors that mim-
ic fire-like symptoms. Addressing these reliability 
issues is vital to the continued adoption of ad-
vanced detection systems. Research from 2020-
2024 highlights the development of more robust 
machine learning algorithms and sensor fusion 
techniques that aim to reduce false alarms and 
improve the accuracy of fire detection systems. 
However, challenges remain in achieving con-
sistent reliability across varied operating condi-
tions. 

High Initial Costs and Financial Barriers. One of 
the primary obstacles to the widespread adop-
tion of advanced fire suppression and detection 
technologies is the high initial investment re-
quired for implementation. For refineries operat-
ing on tight budgets or prioritising immediate 
operational demands, the upfront costs of sys-
tems like AI-integrated detection, robotic fire-
fighting solutions, or hybrid suppression systems 
may be prohibitive. Although these systems offer 
long-term savings regarding reduced operational 
downtime, maintenance costs, and improved 
safety, the financial barrier remains a key con-
cern. Refineries may face challenges justifying 
these investments to stakeholders, particularly 
when the financial returns are not immediately 
apparent. However, recent studies suggest that 
the long-term economic benefits, such as regula-
tory compliance, enhanced safety records, and 
reduced environmental impact, may outweigh 
the initial costs. The challenge lies in balancing 
these financial considerations with the need for 
cutting-edge fire safety technologies, particularly 
in regions or refineries with limited budgets or 
fewer financial resources. 

Regulatory and Industry Standards Compliance. 
The regulatory landscape surrounding fire sup-
pression and detection technologies constantly 

evolves, particularly with increasing pressure on 
industries to meet environmental and safety 
standards. Refineries must navigate a complex 
web of local, national, and international regula-
tions, which can be challenging, especially when 
new technologies are introduced. For instance, 
fluorine-free foam agents are being phased in as 
replacements for PFAS-based foams due to grow-
ing environmental concerns over water contami-
nation. However, transitioning to these new foam 
formulations can involve complex regulatory 
compliance and testing. Similarly, integrating AI-
based fire detection systems may require refiner-
ies to ensure these technologies meet specific da-
ta security and system reliability regulatory 
standards. Moreover, refineries operating in mul-
tiple jurisdictions must adhere to differing fire 
safety regulations, adding complexity to imple-
menting standardised technologies across all 
sites. The evolving nature of safety regulations 
and the need for continuous compliance can slow 
the adoption of advanced technologies despite 
their clear benefits. 

Cybersecurity Risks and Vulnerabilities. As fire de-
tection and suppression systems become more 
interconnected with IoT and AI technologies, 
they introduce potential cybersecurity risks. The 
growing reliance on real-time data transmission 
and cloud-based systems for monitoring and con-
trolling fire safety introduces vulnerabilities to 
hacking, data breaches, and system malfunctions. 
Refineries may face threats from cyber-attacks 
aimed at manipulating fire safety systems, poten-
tially leading to disastrous consequences, such as 
delayed responses to real fire incidents or the 
inadvertent activation of suppression systems. As 
refineries adopt more advanced technologies, 
cybersecurity must be prioritised, with invest-
ment in secure network infrastructure, encryp-
tion protocols, and continuous monitoring of sys-
tem integrity. Interacting with industrial control 
systems with IT networks creates a complex en-
vironment where cybersecurity must be a core 
consideration for operational integrity and safe-
ty. 

Limited Research on Long-Term Effectiveness and 
Maintenance. Although significant progress has 
been made in developing advanced fire suppres-
sion and detection systems, there is still limited 
research on their long-term effectiveness and 
maintenance needs. Many studies focus on the 
initial deployment and operational efficiency of 
new technologies. Still, there is a need for further 
research into how these systems perform over 
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time, particularly in the demanding environ-
ments of oil refineries. For example, how water 
mist systems hold up in environments with high 
temperatures, corrosive chemicals, or dust ac-
cumulation is not fully understood. 

Additionally, some advanced suppression sys-
tems require specialised maintenance and tech-
nical expertise, which may not always be availa-
ble locally, leading to potential challenges in up-
keep. Further research into these systems' dura-
bility, lifecycle performance, and long-term 
maintenance costs would benefit refineries plan-
ning to adopt these technologies as safety proto-
cols. Several challenges, including integration is-
sues with legacy systems, reliability concerns 
such as false alarms, high upfront costs, and the 
complexity of meeting evolving regulatory re-
quirements, impede the deployment of advanced 
fire suppression and detection technologies in oil 
refineries. 

Additionally, cybersecurity risks and the need for 
further research into long-term system perfor-
mance are crucial barriers to full adoption. While 
these technologies promise significant improve-
ments in fire safety, addressing these challenges 
will require continuous investment, innovation, 
and industry-wide collaboration. As refineries 
navigate these limitations, there is a clear oppor-
tunity for further research and development to 
optimise fire safety solutions and ensure that 
they meet operational and regulatory require-
ments while maintaining safety and cost-
effectiveness. The final section will explore po-
tential future directions and recommendations to 
overcome these challenges and enhance fire safe-
ty practices within the oil and gas sector. 

Future Directions and Recommendations 

Integration of Artificial Intelligence and Machine 
Learning in Fire Safety Systems. As fire detection 
and suppression technologies evolve, integrating 
Artificial Intelligence (AI) and Machine Learning 
(ML) offers immense potential for refining fire 
safety practices in oil refineries. AI-powered sys-
tems can analyse large volumes of data from sen-
sors, environmental conditions, and operational 
processes to detect patterns indicating early 
signs of fire hazards. This real-time predictive 
capability can allow faster and more accurate de-
tection of fires or malfunctions before they esca-
late into full-blown emergencies. AI can also op-
timise fire suppression response by tailoring the 
amount and type of suppression agents based on 
the specific characteristics of the fire, the envi-

ronment, and available resources. Future re-
search should focus on refining these AI and ML 
models to ensure their reliability and accuracy in 
dynamic and complex refinery environments. 
Moreover, adaptive learning algorithms could 
help these systems continuously improve their 
performance by learning from past incidents and 
adjusting their parameters to minimise false pos-
itives and optimise response times. 

Development of Smart Fire Suppression and Detec-
tion Systems. The concept of smart fire suppres-
sion and detection systems, which combine sen-
sors, AI, IoT connectivity, and cloud computing, 
will drive future advancements in fire safety 
technologies. These systems can offer integrated 
solutions, providing real-time monitoring, pre-
dictive maintenance, and automated fire re-
sponse in oil refineries. A major area for future 
exploration is enhancing the interconnectivity of 
these systems, enabling them to share infor-
mation across refinery operations for a more co-
hesive safety strategy. For instance, IoT-enabled 
devices can continuously monitor temperature, 
humidity, and gas concentrations, while cloud-
based analytics platforms can process this data 
remotely to generate real-time insights and 
alerts. This seamless communication will enable 
predictive fire detection and precise activation of 
suppression systems. Future innovations should 
focus on ensuring the interoperability of such 
systems across different refinery platforms and 
developing more user-friendly interfaces for re-
finery operators. 

Sustainable and Eco-Friendly Fire Suppression So-
lutions. The oil and gas industry is increasingly 
focused on reducing its environmental footprint, 
and this shift is extending to fire suppression 
technologies. Fluorine-free foam agents and wa-
ter mist systems are promising eco-friendly al-
ternatives that reduce toxic chemicals and exces-
sive water use. However, further research is 
needed to improve the effectiveness and cost-
effectiveness of these green technologies to en-
sure they can replace traditional methods in a 
wider range of fire scenarios. Future innovations 
could focus on developing biodegradable foam 
agents or natural fire suppression fluids that are 
both efficient and safe for the environment. Addi-
tionally, further advancements in zero-water or 
low-water suppression technologies are neces-
sary to address challenges posed by water scarci-
ty in certain regions or refineries. Exploring more 
sustainable options will help oil refineries meet 
their safety and environmental goals. 
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Advancements in Robotics and Autonomous Sys-
tems for Fire Suppression. The role of robotics and 
autonomous systems in fire suppression is 
poised to expand, offering significant benefits in 
terms of safety, efficiency, and precision. Fire-
fighting robots and drones with sensors, camer-
as, and suppression equipment can reach haz-
ardous and hard-to-access areas within a refin-
ery where human presence is restricted or dan-
gerous. Future developments should focus on 
improving the autonomy of these systems, ena-
bling them to operate independently in complex 
environments while making real-time decisions 
about fire suppression strategies. Additionally, 
integrating robotics with AI-driven analysis 
could allow for faster and more accurate identifi-
cation of fire risks, with robots automatically de-
ploying the appropriate suppression techniques. 
Advances in battery technology and power au-
tonomy for drones and robots will be essential to 
ensure these systems can function effectively 
over extended periods without requiring fre-
quent recharging or maintenance. 

Continuous Monitoring and Remote Control Capa-
bilities. The future of fire safety in refineries will 
increase reliance on remote monitoring and con-
trol capabilities. Advances in wireless communi-
cation, 5G networks, and satellite communication 
systems will enable real-time remote monitoring 
of fire suppression and detection systems from 
centralised control rooms or even remote loca-
tions. This will enhance the ability of refinery op-
erators to manage fire safety on a global scale, 
particularly in large refineries or those with mul-
tiple facilities. In addition, continuous monitoring 
systems will allow for the early detection of 
equipment malfunctions or fire hazards before 
they escalate. These systems can be integrated 
with predictive maintenance features, alerting 
operators to potential issues before they cause 
equipment failure or safety risks. The next fron-
tier of fire safety technologies will involve further 
development of seamless, highly reliable com-
munication platforms that instantly relay vital 
data to operators and first responders. 

Enhanced Training and Simulation Platforms. 
Training and simulation platforms will be critical 
in ensuring that advanced fire suppression and 
detection systems are used to their fullest poten-
tial. Virtual reality (VR) and augmented reality 
(AR) technologies can create realistic fire emer-
gency scenarios for training refinery personnel. 
These platforms can simulate various fire scenar-
ios, allowing operators to practice responding to 

incidents in a safe and controlled environment. 
Additionally, AI-driven simulations can help 
evaluate different suppression methods and re-
sponse strategies, allowing staff to learn optimal 
fire response protocols based on real-world data. 
Future efforts should focus on developing inter-
active training tools that incorporate both virtual 
and real-life elements to prepare employees for 
emergencies in a way that enhances their skills 
and confidence. 

Collaboration Between Industry and Research In-
stitutions. There needs to be stronger collabora-
tion between the oil and gas industry, research 
institutions, and technology developers to ad-
vance fire safety technologies. Industry-specific 
research on real-world applications of emerging 
fire suppression technologies will help bridge the 
gap between laboratory results and field de-
ployment. Partnerships can facilitate the devel-
opment of solutions tailored to the specific needs 
of refineries, addressing issues like system inte-
gration, scalability, and cost. Joint efforts will also 
promote cross-disciplinary innovations, where 
advancements in materials science, data analyt-
ics, and environmental engineering can be lever-
aged to improve fire safety technologies. Collabo-
rative initiatives will foster the creation of stand-
ards for fire safety technologies that can be 
adopted globally across the industry. 

Policy and Regulatory Advancements. In line with 
technological advancements, policy and regulato-
ry frameworks must evolve to ensure the safe 
implementation and operation of advanced fire 
suppression and detection systems. Govern-
ments and regulatory bodies should work with 
industry stakeholders to develop standards for 
emerging technologies, ensuring they meet safe-
ty, environmental, and operational requirements. 
Updated regulations should also account for in-
tegrating eco-friendly fire suppression solutions 
and the increased use of digital technologies like 
AI, IoT, and autonomous systems. By establishing 
clear, updated guidelines and standards, regula-
tory bodies can help ensure that fire safety 
measures are cutting-edge but also safe, compli-
ant, and cost-effective. The future of fire suppres-
sion and detection in oil refineries is bright, with 
numerous innovative technologies poised to 
transform fire safety practices. As the industry 
continues to address system integration chal-
lenges, environmental impact, and cost, adopting 
AI, robotics, eco-friendly solutions, and smart 
systems will become increasingly important. De-
veloping advanced training tools and collabora-
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tive partnerships will further enhance the indus-
try's ability to deploy these technologies effec-
tively. By focusing on research, innovation, and 
regulatory alignment, the oil and gas sector can 
look forward to a safer, more sustainable future 
where fire hazards are managed with precision, 
efficiency, and minimal environmental impact. 

 

CONCLUSIONS 

This review has examined the significant ad-
vancements and emerging fire suppression and 
detection technologies trends within the oil re-
finery sector. Over the past few years, substantial 
progress has been made in improving fire safety 
by developing eco-friendly fire suppression 
agents, AI-powered detection systems, and ro-
botic firefighting solutions. Integrating smart sys-
tems using IoT and cloud computing is poised to 
revolutionise how refineries manage fire hazards 
by providing real-time monitoring, early detec-
tion, and automated response. Technologies such 
as water mist systems, fluorine-free foams, and 
hybrid suppression techniques show promise in 
reducing the environmental impact of fire safety 
practices. However, while these innovations offer 
substantial benefits in terms of efficiency and 
sustainability, challenges such as high implemen-
tation costs, integration issues, and false alarm 
risks still hinder widespread adoption. The in-
creasing complexity of fire safety systems and 
the cybersecurity risks associated with their 
connectivity also require further research and 
attention. The oil and gas industry faces increas-
ing pressure to enhance safety measures while 
minimising environmental impacts, making 
adopting advanced fire suppression and detec-
tion systems a safety imperative and an envi-
ronmental and regulatory necessity. The integra-
tion of AI and robotics into fire safety measures 
offers the potential for greater accuracy, faster 
response times, and improved safety, while sus-
tainable suppression solutions help align fire 
safety practices with the industry's environmen-
tal goals. With a focus on integrating new tech-
nologies into refinery infrastructure and ensur-

ing long-term cost-effectiveness, these advance-
ments can play a critical role in reducing the risks 
and consequences of fire-related incidents in re-
fineries. However, the transition to these ad-
vanced technologies is not without challenges. 
The high initial costs, system integration com-
plexities, and the need for specialised training 
present significant barriers. To overcome these, 
refineries must adopt a holistic approach that 
includes long-term planning, industry collabora-
tions, and a commitment to research and devel-
opment. 

Additionally, the evolving regulatory landscape 
will require refineries to remain adaptable and 
proactive in adopting new fire safety technolo-
gies. The fire safety landscape in oil refineries is 
undergoing a profound transformation, driven by 
technological advancements, environmental con-
cerns, and the need for enhanced operational 
safety. As technologies such as AI, IoT, robotics, 
and sustainable suppression agents continue to 
evolve, they offer the potential to significantly 
reduce the occurrence and severity of fire inci-
dents in refineries. However, there remains a 
need for ongoing innovation to address the exist-
ing gaps and challenges in the industry. The next 
phase of fire safety evolution in refineries will 
require collaboration between industry stake-
holders, researchers, and policymakers to ensure 
that these new technologies are effectively inte-
grated into existing infrastructures, meet regula-
tory standards, and align with the broader sus-
tainability goals of the oil and gas industry. The 
focus should be on creating scalable, adaptable, 
and cost-effective fire safety systems that im-
prove personnel safety and refinery operations' 
environmental footprint. In conclusion, the po-
tential for advancements in fire suppression and 
detection technologies to transform safety prac-
tices in oil refineries is substantial. With contin-
ued research, investment in new technologies, 
and strategic collaboration, the industry can en-
hance its fire safety measures, contributing to a 
safer, more sustainable future for refinery opera-
tions worldwide. 
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