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Section “Technics”

Abstract. The rapid growth of the Internet of Things (loT) has led to a
surge in connected devices across various sectors, necessitating
reliable device recognition techniques. Device fingerprinting, which
involves analysing network behaviour, communication patterns, and
hardware features, offers a solution. Our proposed method leverages
machine learning algorithms to analyse and categorise device
fingerprints, achieving exceptional accuracy in identifying diverse
devices, including sensors, actuators, and intelligent appliances.
Moreover, it effectively detects suspicious devices and has a low
computational overhead, making it suitable for real-time deployment.
Our model demonstrates its effectiveness through rigorous testing and
validation on multiple loT datasets. The benefits of device fingerprinting
for loT device identification include enhanced security, improved
network management, and increased visibility into device behaviour,
making it a valuable tool for loT ecosystem management.

Keywords: 1oT; Device recognition; Machine learning; Real-Time
Deployment; Device Fingerprint.
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INTRODUCTION

The Internet of Things (I0T) is a network of phys-
ical objects people call "things" embedded with
software, electronics, networks, and sensors that
allow these objects to collect and exchange data.
[oT aims to extend internet connectivity from
standard devices like computers, mobile, and
tablets to relatively dumb devices like a toaster.
[oT makes virtually everything "smart” by im-
proving aspects of our lives with the power of
data collection, Al algorithms, and networks. The
[oT process starts with devices like smartphones,
smartwatches, and electronic appliances like TVs
and Washing machines, which help communicate
with the IoT platform [1].

The rise of the Internet of Things (IoT) has led
many devices connected to networks to collect
and transmit data for continuous further analy-
sis. With advancements in deep learning, many
applications now use these techniques to analyse
collected data, enabling "intelligence" and "au-
tomation". Consequently, leveraging data analy-
sis and IoT infrastructure, "Smart Cities" have
emerged, encompassing intelligent grids, trans-
portation, manufacturing, and buildings [2].

As a rapidly evolving field, the Internet of Things
(IoT) involves the interconnection and interac-
tion of smart objects, i.e., 0T devices with em-
bedded sensors, onboard data processing capa-
bilities, and means of communication, to provide
automated services that would otherwise not be
possible [3]. Trillions of network-connected [oT
devices will emerge in the global network around
2020 [4]. The IoT is becoming a pervasive part of
everyday life, enabling a variety of emerging ser-
vices and applications in cities and communities
[5], including in health [6], transportation [7],
energy/utilities, and other areas. Furthermore,
big data analytics enable the move from the IoT
to real-time control [6-9].

However, the 10T is subject to threats stemming
from increased connectivity [10, 11]. For exam-
ple, rogue IoT devices, defined as devices claim-
ing a falsified identity or compromised legitimate
devices, have exposed the IoT to untold risks
with severe consequences. Rogue IoT devices
could conduct various attacks: forging the identi-
ty of trusted entities to access sensitive re-
sources, hijacking legitimate devices to partici-
pate in distributed denial of service (DDoS) at-
tacks [11], etc. The problem of rogue devices be-
comes even more hazardous in wirelessly con-
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nected IoT, as the network traffic is more acces-
sible to intercept, falsify, and broadcast broadly.
Hence, from the perspective of network opera-
tors, the first step in securing the [oT from risks
due to rogue devices is identifying known (or
unknown) devices and detecting compromised
ones. This survey defines Device Detection and
Identification as having two perspectives: a)
Identity verification of known devices and b) De-
tection of falsified or compromised devices.

This paper advances into the fascinating field of
"loT Device Recognition Using Device Finger-
printing”, an innovative approach to effectively
identifying and classifying IoT devices in a net-
work through network packets. An effective DI
system can locate devices in the network and en-
able the implementation of necessary security
measures, such as upgrades, access restrictions,
or isolating vulnerable devices. This model uses
adaptable features to operate at the packet level,
ensuring versatility and high detection accuracy.
This sophisticated technique helps precise identi-
fication using IoT devices' unique traits and be-
havioural patterns, improving network security,
simplifying device administration, and facilitating
personalised user experiences. This paper em-
phasises the underlying principles and proce-
dures of IoT device recognition utilising device
fingerprinting. We explore the critical compo-
nents of device fingerprinting, including data col-
lection, feature extraction, and classification al-
gorithms.

This study examines machine learning tech-
niques for detecting and identifying Internet of
Things (IoT) devices. It includes evaluating deep
learning methods, such as recurrent and convo-
lutional neural networks, and supervised, unsu-
pervised, and semi-supervised learning ap-
proaches. The research also addresses challenges
such as limited computational resources, energy
constraints, and data privacy issues, assessing
these methods' effectiveness, efficiency, and
scalability. This paper introduces an innovative
method for precisely identifying [oT devices us-
ing zero-bias deep learning algorithms. It tackles
the problem of imbalanced data distributions
that can lead to biased predictions by incorporat-
ing bias-correction layers and label-smoothing
regularisation. This approach enhances its ap-
plicability across different IoT domains and in-
dustries.
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METHODOLOGY

Device Fingerprinting for IoT Device Recognition:
This innovative methodology creates distinctive
digital fingerprints for each IoT device by analys-
ing its unique attributes and communication be-
haviours. Unlike traditional methods relying on
[P or MAC addresses, this approach ensures pre-
cise identification of IoT devices within a net-
work. It employs 1) Feature Extraction and Selec-
tion To craft unique fingerprints; 2) Machine
Learning Algorithms, Such as decision trees, SVM,
or kNN, tailored to data characteristics and accu-
racy requirements; 3) Performance Evaluation
To validate the methodology.

Model sggregater for DF

Model aggengacor foe D

Figure 1 - Data Collection for loT Device Recognition

The method achieves swift and accurate device
recognition by following these steps, bolstering
security and simplifying control within the IoT
ecosystem. A comparative analysis with existing
works highlights the methodology's advance-
ments and contributions to [oT device recogni-
tion, setting a new benchmark for efficient and
reliable device identification.

To gather data, the system requests network traf-
fic information from IoT devices. For this pur-
pose, two publicly available datasets comprising
authentic device data were utilised. The datasets
are 1) Aalto Dataset, Featuring 31 devices used to
develop the modelling approach; 2) UNSW Da-
taset: This dataset contains comprehensive net-
work traffic data, simulates IoT communication
patterns and is used to assess the approach's
broader applicability.
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IP addresses were only employed for network
intrusion detection, not device identification. The
larger UNSW dataset was used to evaluate the
approach's generalizability, while the smaller
Aalto dataset was utilised to refine the modelling
approach.

The system processes the collected data, extract-
ing features to create device fingerprints from
network packets. Three methods are employed:
1) Individual Method: This method uses unique
identifiers like MAC or IP addresses to differenti-
ate devices, but it may struggle to distinguish be-
tween devices and behaviours; 2) Aggregated
Method: This method groups packets with the
same identifier attribute and individual packet
ML labels, merging them to enhance accuracy
and disregard mislabeled packets; 3) Mixed
Method: Combines individual labels for excep-
tions, addressing issues with the aggregation
process, such as MAC address transfer issues that
may cause merging problems.

These fingerprinting strategies offer a novel ap-
proach to categorising network packets, but it's
crucial to consider their implications in various
network contexts to ensure accurate device
recognition.

Feature Extraction. Features are extracted from
packet headers in packet capture files, focusing
on network traffic analysis. Before this, the PCAP
files were separated into distinct training and
testing sets to ensure complete isolation. With 20
sessions per device, the Aalto dataset is divided
into two subsets: 16 for training and 4 for testing,
following an 80% training and 20% testing dis-
tribution. Similarly, training and testing data for
the UNSW dataset are chosen from several days'
worth of captures. One hundred eleven features
were taken from the packet headers and added
to the payload entropy, source-destination port
classes, and protocol information from the TCP-
IP layers, all of which were shown to be helpful in
earlier studies. Details about payload characteris-
tics are provided by payload entropy, while
summaries of source and destination ports are
supplied by protocol and port class features.
Since MAC and [P addresses uniquely identify
devices but do not provide information about
behaviour, they are purposefully removed as fea-
tures.

Feature Selection. Once extracted features are ex-
tracted, they must be selected for the device fin-
gerprint. This step identifies the most relevant
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and distinctive features significantly contributing
to device identification. It also helps reduce com-
putational overhead and enhance the efficiency
of the following process. The initial feature pool
obtained is refined using a voting method using
the verse package. This method uses six scoring
algorithms to evaluate the importance of features
across devices and relies on user voting to decide
which features should be included.

Figure 2 —Feature Selection

Additionally, we eliminated 26 features because
none of the devices received any votes for them.
Moreover, we discovered that characteristics
based on ports showed potential for generalising
models. While a few port numbers were general-
ised among several device instances, most ap-
peared to be session-specific. Discrete values
representing port classes and protocols were
mapped to raw port-based feature values. After
removing redundant and identifying characteris-
tics, a Genetic Algorithm (GA) was employed to
choose the best feature subset from the remain-
ing pool. Acting as a wrapper method, the GA
used a Decision Tree (DT) classifier to verify the
utility of the feature set, which resulted in a re-
fined feature subset that improved detection per-
formance and decreased model complexity.
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. Source-destnation based identitying features [l Features removed as a result of the vOUNg process
Session based identitying features W Features selected by the genetic algorthm

Figure 3 - Algorithm Selection

Algorithm selection. This work explores machine
learning (ML) algorithms for predicting device
types from extracted features. The Aalto data set
evaluates six algorithms: RF, kNN, GB, DT, NB,
and SVM. The study tunes hyperparameters for
each algorithm using random search and nested
cross-validation. RF, DT, and GB emerge as the
top device identification (DI) performers. DT and
NB are the fastest in inference time, but NB's ac-
curacy is notably low. Despite kNN and GB's de-
cent accuracy, their slow processing speeds ren-
der them impractical for real-time usage.

Similarly, SVM's speed and accuracy could be im-
proved. DT is chosen as the most suitable algo-
rithm for further investigation. Its blend of speed
and accuracy makes it well-suited for real-time
device detection systems operating in fast-paced
network traffic scenarios.

RESULTS AND DISCUSSION

The results are shown for three different ver-
sions of the method - individual, aggregated, and
mixed - depending on the chosen model. Initially,
we looked into how the context of the aggrega-
tion algorithm affected the group size vs perfor-
mance relationship. A positive correlation in Fig-
ure 1 indicates that larger groups are more effec-
tive. Larger group sizes may not always be feasi-
ble, though many IoT devices communicate occa-
sionally. Considering this, a group size of 13 was
selected, roughly at which performance begins to
level off.
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Figure 4 - Result Analysis

Within the UNSW and Aalto datasets, an F1 score
of 73% and 83% was obtained using the individ-
ual packet technique. Aggregation significantly
improved both datasets' capacity for accurately
identifying devices. The overall F1 score in-
creased to 81% on the Aalto dataset and nearly
94% on the UNSW dataset. Given that feature ex-
traction on the UNSW dataset was limited to the
Aalto dataset, it is highly intriguing to witness
such a high degree of discrimination. This indi-
cates that the selected feature set is highly adapt-
able to various IoT environments. The table
shows the average device-level discrimination
performance over the DT models for the Aalto
dataset. Table 1 illustrates how highly unbal-
anced the data is.

Table 1 - Unbalanced dataset

Method Dataset  Accuracy Fl score  Test-t Alg+

Aalto  0.705£0.001 0.727+0.001 0.004 0.000

Individual  (;NSW 0.853£0.010 0.834£0.012 0.008 0.000

Aalto  0.745+£0.011 0.809+0.005 0.007 0.164

Aggregated | VoW 0.043:0012 093720017 0017 0425
Aalto 0.833+0.002 0861+0.004 0008 0.216
Mixed UNSW 094120012 0.935:0.017 0.022 0479

We must select a relatively insensitive metric to
class size imbalance to provide a meaningful pic-
ture of the model's performance at the device
level. This is why we use the F1 scores. This has
previously been done with accuracy, a metric
that needs to be more suitable for unbalanced
datasets.

The device-based results of the Aalto data set
show that almost all devices benefit from the ag-
gregation algorithm, but four are negatively im-
pacted.
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Table 2 - Device proportions over the complete da-
taset

Packet statistics Packet discnmunation
Packets Percent Individual Aggregated Mixed

Device name

Aria 441 0420 0932 1.000 1.000
D-LinkCam 6244 5940 0.891] 1.000 ).988
D-LinkDayCam 1063 1.010 0.864 1.000 1.000
D-LinkDoorSensor 1892 1.800 0.762 0057 0. 788
D-LinkHomeHub 8595 8.180 0681 0.797 0.777
D-LinkSensor 6549 62 0382 0644 0626
D-LinkSiren 6186 5890 0.367 0640 0631
D-LinkSwitch 6519 6200 0.665 0969 0964
D-LinkWaterSensor 6435 6120 0392 0624 0622
EdimaxCam 831 0.7% 0872 1.000 1.000
EdimaxPlugl 10IW 160 1100 0.601 0.827 0.824
EdimaxPlug2101W 1010 0960 0453 0708 0699
EdnetCam 408 0390 08313 1.000 1.000
EdnetGateway 683 0650 0908 1.000 1.000
HomeMaticPlug 611 0580 1 000 1.000 1.000
HueBndge 13936 11260 0810 0217 0nK1s
HueSwitch 18448 17.560 0891 0.720 0891
IKettle2 145 0140 0.727 1.000 1.000
Lightify 4149 3950 0977 1.000 1.000
MAXGateway 567 0540 0.964 1.000 1 000
SmarterCoflee 149 0140 0.727 0983 098]
TP-LinkPlugHS 100 667 0630 0.693 0.748 0.746
I'P-LinkPlugHS110 636 0610 0429 0336 0328
WeMolnsightSwitch 5962 5.670 0.667 0874 0 866
WeMolink 6625 6300 638 0929 0924
WeMoSwitch M77 4260 0511 0769 0.768
Withings 688 0650 1 000 1.000 1.000

The transfer problem affects the pairing of these
four devices (they share the same MAC address).
A hybrid method of adding an exception to the
aggregate mechanism was employed to address
this. It can be observed from Table 2 that when
the hybrid strategy was used, the total F1 score
of the dataset increased from 81% to 86% on the
Aalto dataset. Since the UNSW dataset has no
transfer problem, this strategy has little effect on
the outcome. It should be noted that the Aalto
dataset outperforms the UNSW dataset signifi-
cantly. It is the result of specific device groupings.
A confusion matrix is shown in Figure 3, which
contains only low-performance devices. In this
case, the devices in the subgroup have certain
things in common: either they are different mod-
els of the same product (like the red and green
groups in Figure 3), or they are similar-purpose
products manufactured by the same companies
(like the yellow, blue, and orange groups in Fig-
ure 3). It doesn't seem possible to completely
separate these devices based on their behaviour
at the network level. However, they will likely
employ remarkably similar hardware and soft-
ware, exhibiting comparable behaviour and simi-
larities in vulnerabilities and avoidance. There-
fore, it would be possible to classify these devices
together under a single label from a DI perspec-
tive. When the same is done, the accuracy of the
Aalto dataset rises from 73% to 100%. In the
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context of phishing detection, the streamlined
architecture adopted here facilitates efficient
training and skip connections play a key role in
preserving spatial information. This approach,
which achieves good results with fewer parame-
ters, suggests a promising avenue for future re-
search in developing resource-efficient models
for phishing detection. The exploration of mod-
ules capturing spatial and semantic features,
alongside investigating alternative network ar-
chitectures beyond standard CNNs, is encour-
aged to enhance overall detection performance.
Emphasising resource-saving strategies will be
crucial for scaling models and effectively coun-
tering evolving phishing threats.

CONCLUSIONS

Device fingerprinting is a powerful tool for iden-
tifying IoT devices. It can track devices, restrict
unauthorised access, and enhance network secu-
rity. Various methods for generating device fin-
gerprints include statistical analysis, machine
learning, and deep learning. The accuracy of de-
vice fingerprinting depends on the technique
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