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Section “Technics”

Abstract. Integrating machine learning (ML) with the Internet of Things
(IoT) reveals hidden patterns and insights from extensive sensor data,
enabling loT to become omnipresent and make intelligent decisions
without explicit programming. ML is essential for IoT to meet the future
needs of businesses, governments, and individuals. loT aims to sense
its environment and automate decision-making through intelligent
methods, emulating human decisions. This paper reviews and
categorises existing literature on ML-enabled loT from three
perspectives: data, applications, and industries. We examine advanced
methods and applications by reviewing various sources, emphasising
how ML and loT work together to create more innovative environments.
We also discuss emerging trends such as the Internet of Behavior,
pandemic management, autonomous vehicles, edge and fog computing,
and lightweight deep learning. Furthermore, we identify challenges to
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INTRODUCTION

The Internet of Things (IoT) has transformed
how we live and work, generating vast amounts
of data from connected devices [1]. Machine
Learning (ML) is a critical technology that ena-
bles 10T systems to learn from this data and
make intelligent decisions without explicit pro-
gramming [2]. Integrating ML and IoT can poten-
tially revolutionise various industries, including
healthcare, manufacturing, and transportation
[3]. As IoT devices become increasingly ubiqui-
tous, the amount of sensor data generated con-
tinues to grow exponentially [4-7]. ML algo-
rithms can be applied to this data to uncover
hidden patterns and insights, enabling IoT sys-
tems to become more intelligent and autono-
mous [8]. However, challenges are associated
with integrating ML and IoT, including data qual-
ity issues, privacy concerns, and the need for
more advanced analytics tools [9].

This paper reviews and categorises existing liter-
ature on ML-enabled IoT from three perspec-
tives: data, applications, and industries. We ex-
amine advanced methods and applications by
reviewing various sources, emphasising how ML
and IoT work together to create more innovative
environments.

Figure 1 depicts application areas of [oT: smart
homes, warning systems, smart shopping, smart
gadgets, smart cities, intelligent roads, health
care, fire systems, threat-identification systems,
tracking, and surveillance.

RESULTS AND DISCUSSION

Data production. The Internet of Things (IoT)
provides the technological infrastructure to mon-
itor and sense various activities and events in our
surroundings.

As a result, [oT is expected to generate vast data
from diverse vendors, leading to the concept of
'data as a service.' To fully harness the potential
of smart cities and societies, data sharing and col-
laboration will be essential for providing sustain-
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loT in four categories: technological, individual, business, and societal.
This paper aims to leverage loT opportunities and address challenges
for a more prosperous and sustainable future.

Keywords: Internet of Things (loT); Machine Learning (ML); Sensor Data;
Intelligent Decision-Making; Data Analysis; Smart Environments; Internet
of Behavior.

able and ubiquitous applications and services.
Integrating different data types and formats will
enhance data quality and decision-making in
ubiquitous environments.

& § ¢ ‘ memmImREI A | SEESES | s | o
PR ccoy | KERL WYL ss0 | G

J'ik& el L o =
QB
v
I
@ :

Figure 1 - Application of Internet of Things

This process, known as data fusion, involves
combining data from various sensors and
sources into a unified format. The timely analysis
of big data from IoT sensor networks enables ac-
curate and reliable decision-making. However,
managing ubiquitous environments poses a sig-
nificant challenge for IoT, which can be ad-
dressed using advanced sensors and intelligent
algorithms.

Machine Learning and Iot. Machine Learning
(ML) enables IoT to understand human prefer-
ences, predict events, and manage various sce-
narios effectively. IoT relies on ML algorithms
(MLAs) to comprehend the vast amounts of data
that millions of interconnected objects produce.
ML's integration into IoT is essential for achiev-
ing its goal of ubiquity, ensuring accessibility
from anywhere. By extracting insights from the
extensive data generated by connected devices,
ML enhances the usefulness of IoT devices,
thereby promoting their true ubiquity. Embed-
ded Intelligence (EI) forms the core of I0T's ca-
pabilities, combining product functionality with
intelligent features to enhance automation, effi-
ciency, productivity, and connectivity.

Whether in the physical or virtual realm, intelli-
gence is acquired through learning processes.
Machine Learning (ML) excels in discovering pat-
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terns, potentially laying the groundwork for hu-
man-like intelligence. ML enhances our world
understanding by generalising these patterns in-
to valuable insights and trends. In IoT, ML's pri-
mary objective is to achieve full automation by
enhancing learning capabilities, thereby enabling
brighter objects. ML empowers IoT systems to
emulate human decision-making through data-
driven training, continually improving environ-
mental awareness. Information visualisation is
crucial in enhancing human data comprehension,
leveraging the human visual system's capabilities
to extract insights more effectively. This visuali-
sation facilitates deeper understanding without
extensive data analysis and harnesses cognitive
abilities to interpret information. Ultimately, [oT
aims to replace costly, conventional systems with
affordable sensor-based ML systems, revolution-
ising various industries. The impact of loT ex-
tends beyond technological advancements to fos-
tering progress and prosperity in our world. [oT
simplifies and connects multiple aspects of our
lives daily, supported by ML, which imbues intel-
ligence and pervasiveness into [oT systems. [0T's
heterogeneous nature encompasses diverse de-
vices, network technologies, data types, and ap-
plications, presenting unique challenges for ML.

These challenges include:

1) Managing the vast amounts of big data gener-
ated by IoT, addressing issues of data validity bi-
ases, and determining the worthiness of pro-
cessing all data.

2) Adapting ML algorithms to efficiently learn
from both abundant and sparse data sources in
different [oT applications;

3) Dealing with the inherent inaccuracies and
unreliability of sensing devices through outlier
detection and data imputation.

4) Tailoring ML approaches to suit the specific
data properties inherent to different IoT applica-
tion domains (Figure 1).

MLAs deployed in IoT perform various tasks, in-
cluding data quality improvement and pattern
recognition (Figure 2). They predict outcomes
from extensive datasets and enhance data quality
by identifying outliers and imputing data before
training, improving overall learning effective-
ness.
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Figure 2 - Machine Learning Data and Pattern
Recognition

Data perspective. The data perspective in 0T is a
multifaceted concept that encompasses the col-
lection of data from various sources, including
sensors, cameras, and smart devices, handling
different data types such as temperature, vibra-
tion, and electrical metrics, storing data in cloud-
based platforms like AWS, IBM, Oracle, and Mi-
crosoft, addressing data issues like outliers, miss-
ing values, and feature selection, and enhancing
data quality and pattern recognition using Ma-
chine Learning Algorithms (MLAs) to extract val-
uable insights and support informed decision-
making.

Data add value to the IoT paradigm and are col-
lected using various sensors; IoT has both cheap
and expensive sensors in its arsenal. For exam-
ple, the temperature detection sensor is more
affordable than lidar, which is too costly. The
type of sensor used largely depends on the type
of application of that data. Wild animal tracking
sensors will have lifelong battery life, as replac-
ing batteries in wild animal tracking applications
is hard. In contrast, sensors like lidar, cameras,
and radar continuously need a power supply. Al-
so, low-cost sensor data have such issues as out-
liers and missing values as their hardware quali-
ty could be improved.

On the other hand, vision sensors bring many
features, and selecting only the best feature is
challenging. In the proceeding subsections, we
discuss IoT data sources, data storage platforms,
and the three types of data challenges, specifical-
ly focusing on machine learning. Data Sources
One of the major applications of IoT is sensing
our surroundings and communicating that data
to intelligent applications, which will be used to
predict and forecast using machine learning algo-
rithms. Further, the learning outcome is used to
develop Al for making decisions. Later, the deci-
sion is transformed into mechanical output using
actuators. Today, billions of devices with sensors
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surround our daily lives. IoT produces and will
produce an enormous amount of data that needs
to be stored, processed, and archived for future
needs. IoT infrastructures still need to be imple-
mented thoroughly, even in developed econo-
mies. Developing economies like India, Malaysia,
etc., are slowly working on mega-smart-city pro-
jects using IoT infrastructure. As depicted in Fig-
ure 4, three significant issues with sensed data,
outliers, missing values, and feature selection are
discussed in the proceeding sections.
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Figure 4 - Internet of Things Data

Outlier detection. Outlier detection is crucial in
IoT data preprocessing to identify and remove
anomalous data points affecting machine learn-
ing model accuracy. Outliers are defined as data
points significantly different from the rest, and
there are two types: point and contextual outli-
ers. Various detection methods include statistical,
density-based, and machine-learning techniques,
such as z-score, DBSCAN, LOF, and One-Class
SVM. However, 10T data is often noisy, making
distinguishing outliers from legitimate data chal-
lenging. These algorithms can be applied in vari-
ous loT applications, including anomaly detec-
tion in sensor data, fraud detection in IoT net-
works, and predictive maintenance in industrial
[oT. A detailed illustration is given in Figure 5.
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Figure 5 — Outlier Detection Algorith

Data imputation. Data imputation is a crucial step
in handling missing data in [oT datasets, involv-
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ing replacing missing or corrupted data with es-
timated values. There are three types of data im-
putation: mean/median imputation, regression
imputation, and multiple imputation. Various
methods are used, including KNN imputation,
linear regression imputation, decision tree-based
imputation, and MVE-GAN. Evaluation metrics
such as MAE, MSE, and RMSPE are used to assess
the performance of data imputation methods.
Data imputation is essential in [oT applications to
ensure data quality and accuracy and to prevent
biased or inaccurate analysis results. Effective
data imputation methods can help improve deci-
sion-making, predictive maintenance, and overall
[oT system reliability [10].
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Figure 6 — Overview of the Application of loT

Application perspective. The application perspec-
tive of IoT is vast and diverse, transforming vari-
ous industries and aspects of our lives. Here are
some examples:

1) Industrial Automation: IoT enables real-time
monitoring, predictive maintenance, and opti-
mised production processes [11].

2) Smart Homes: IoT devices control tempera-
ture, lighting, security, and entertainment sys-
tems, enhancing comfort and energy efficien-

cy [12].

3) Healthcare: IoT wearables and sensors moni-
tor vital signs, track fitness, and detect health
anomalies, improving patient care and out-
comes [4].

4) Transportation: 10T sensors and cameras op-
timise traffic flow, predict maintenance needs,
and enhance vehicle safety [5].

5) Agriculture: IoT sensors monitor soil mois-
ture, temperature, and crop health, enabling da-
ta-driven farming decisions [6].
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Emerging trends. In the last few years, IoT has
had some interesting emerging trends, such as
edge computing, fog computing, deep learning,
and connected autonomous vehicles. Also, in the
previous few months, we have seen IoT used
successfully in managing and controlling the
COVID-19 pandemic. The following subsections
discuss all the above-mentioned emerging
trends.

Internet of Behavior (IoB). 10T is a fusion of sen-
sors, actuators, and connectivity technologies,
whereas the Internet of Behavior (IoB) is a fusion
of IoT, intelligence, and behavioural science. [oB
can be seen as an extension of [oT. Its goal is to
understand better data to facilitate better prod-
uct development and promotion, focusing more
on evolving human psychology. Javaid et al. pos-
ited that the inception of IoB can change the dy-
namics of product or service design, marketing,
and customer services due to its ability to under-
stand and modify consumer behaviours based on
their comportment, tastes, and imaginations. Au-
thors [13] analysed the power of various "things"
in IoT products to enhance purchase intention by
improving the functional and emotional experi-
ence. Stary stressed that [oB would transform the
business and organisation with choreographic
intelligence. IoB is now in its infancy, and its suc-
cess coincides with large-scale 10T deployments
with a high level of user acceptance.

Pandemic Management. Today's world is wit-
nessing the devastation of the COVID-19 pan-
demic. The WHO categorically said several times
that the world response could be far better than
what we did and are doing. Most healthcare sys-
tems must be prepared and overburdened,
whether in developed countries like Italy and the
US or developing countries like India and Brazil.
From the prism of sophisticated technologies, IoT
can be used effectively to monitor and control the
COVID-19 pandemic. IoT infrastructure coupled
with intelligence can address challenges during
the lockdowns, such as social distancing, contact
tracing, healthcare monitoring, prescreening,
remote meetings, accessibility anytime and any-
where, etc. IoT can play a significant role in
providing virtual healthcare (contactless) tools
and telemedicine to the masses, which will even-
tually help in achieving the goals of Healthcare
4.0. For example, Smart Field Hospital in Wuhan
used IoT and Al-based applications to help
healthcare workers relax. Robots and IoT devices
have helped perform contactless body tempera-
ture monitoring, cleaning, disinfecting, etc. On the
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other hand, IoT sensors can help to track infec-
tion by forming a web of human nodes and their
connections.

However, some serious privacy concerns must be
addressed. Why has the world messed up in
managing and controlling COVID-19? The answer
is that human decision-making could be faster
and more balanced. Some authors proposed iRe-
sponse, an intelligent [oT-enabled system for au-
tonomous COVID-19 pandemic management, to
address this issue. The authors demonstrated
through iResponse that the fusion of IoT and in-
telligence could help break the chain of infection,
cure development, treatment, resource planning,
pandemic analytics, and decision-making. Still,
we must deploy IoT infrastructure on a large
scale worldwide to exploit its benefits. Connected
Autonomous Vehicles IoT will connect AVs and
help develop the driving cognitive. However,
connected AV development is in its infancy, and a
lot depends on how the adopter's willingness to
accept the change and pricing of these vehicles as
well as such issues as pedestrian detection, inter-
section navigation, communications, collision
avoidance, and security. The core concept used in
TAAWUN can also use IoT infrastructure in the
future and sense data for prediction. AVs have
recently suffered deadly crashes during the test-
ing phase. This shows that ML algorithms used
by AVs still need to mature for real-world chal-
lenges. After TAAWUN, a few words will be used
to examine the benefits of connected AVs. Some
authors critically discussed recent advances in
connected AVs, focusing on five major areas: in-
tersection navigation, pedestrian detection, colli-
sion avoidance, communications, and security.
Safety is one of the foremost goals of any auton-
omous technology.

Edge and Fog Computing. Edge and fog compu-
ting push data intelligence and its processing
closer to the nodes from where data is sensed or
required, as depicted in Edge computing, which
brings computational power closer to the sensing
data than sending it to a remote cloud. This re-
sults in efficient speed and enhanced data-
transport performance of devices and applica-
tions. Fog computing, an emergent architecture,
can be termed a subset of the edge computing
paradigm. Fog computing enables the cloud to be
closer to the intelligent objects that generate data
and actuators that act on sensed data. It defines
the standards for edge computing, data transfer,
storage, computation, and networking. Edge and
fog computing are enabling technologies that will
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help IoT infrastructure to assist innovative appli-
cations and serve the giant objective of smart cit-
ies around the globe.

iEEEEEEEEE

Figure 7 - Overview of Edge Computing

CONCLUSIONS

As a society, we need a prosperous and sustaina-
ble living environment. [oT can help significantly
by providing actionable decision-making sup-
port. However, the critical question is: Are we
equipped today as a society to use [0T? And are
we ready to accept the cognitive changes it will
bring to our daily lives? These essential questions
will shape public acceptance of IoT applications
and services. It will increase demand, encourag-
ing industries to put serious efforts into the
large-scale deployment of IoT, its applications,
and services.

Further, the digital divide is another major chal-
lenge today. Our societies suffer due to the im-
balance in global economic growth. If we want to
exploit IoT to its full potential, we must address
the issues mentioned above.
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