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Abstract. This paper describes the possibilities of communication through
information flows in the tasks of recognition and prediction using the example of
assessing the change in the state of defects in materials. In the context of
communication between several system elements, an important part is the
formation of adequate information flows and optimal messages. In this context, the
grouping of information according to the principle of informativeness is proposed,
using the example of the problem of recognition and further forecasting.
Information transfer with the Internet of Things involves exchange over wireless
networks and network protocols. In the paper, it is proposed to use the segmented
area of the recognised object to check the forecast. The paper proposes to use the
segmented region of the recognised object in the image and use it to check the
prediction. In addition, sensor data can be utilised to test defect classification. This
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INTRODUCTION

Between several parts of a monolithic or distrib-
uted system, there is an exchange of information
about the current state of a particular object and
the actions that can be performed. During this
communication, information flows must be opti-
mal in size and have a certain informativeness. Of-
ten, images are processed in recognition tasks,
and the result should be an optimal message.
When transferring, questions usually arise about
insufficiently efficient transfer time, a large vol-
ume of messages, and others. Both for recognition
and for forecasting, the application of machine
learning methods is a promising direction. In
recognition, testing the trained network based on
a test data set is essential. On the border of these
tasks, it is necessary to correctly transform the
data and translate it into the required format.

This paper aims to form a set of main features and
methods of optimising and grouping information
in messages for recognition tasks and further pre-
dict the change in the state of the defect.

The main tasks in the work are the following:
comparison of message grouping efficiency
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design of information flows can improve performance.

Keywords: information flow; object recognition; predictive analysis; Internet of
Things; information technology.

considering the informativeness and size of the
message; analysis of the process of transforming
information from a processed image into admissi-
ble for prediction when using the Internet of
Things.

MATERIALS AND METHODS

The basis of the study of the problem is the con-
cept of information flow as a process of data trans-
fer between several elements in information tech-
nologies. Based on pattern recognition, paper [1]
shows the possibility of data transfer based on
flow. In [2], when applying machine learning
based on the U-Net architecture, a model of mu-
tual information between levels is proposed,
which explains information flows through differ-
ent parts of the same system. If the prediction of
the change in the state of defects is based on clas-
sification, then it is shown how information flows
can work for this task [3]. As described in work
[4], information exchange stages occur from data
collection from external sensors through infor-
mation processes to decision-making systems. In
the middle of systems, communication can also
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occur between different interfaces or parts by
analogy, as it can be implemented in technological
processes [5]. In the context of the Internet of
Things [6, 7], we considered reducing the load on
cloud services through data grouping. This may
mean that, in general, the concept of information
flows and their interaction in the system occupies
an integral part of effective functioning.
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Figure 1 - Visualisation of the interaction in
recognition-prediction tasks

In general, the design tasks of recognising and
predicting changes in the object's state can be im-
plemented, as shown in Fig. 1. Sending texts or
voice information streams today is rapidly devel-
oping and becoming capable of floating on other
systems. Still, the most popular and most accessi-
ble to use are photos and videos. The input param-
eter is information about the number of pixels of
the found defect in the image and data from sen-
sors about the environment. However, there may
be many more information streams. One of the
stages for counting the number of isolated pixels
is recognition on the device. The program on the
device can highlight individual areas of the defect
based on computer vision methods, and it is pos-
sible to remove unnecessary things from the back-
ground or with blurring. After that, the data is
grouped to reduce the requests to the central re-
ceiver. Data is grouped for more accessible work
with them and increased transfer speed. The next
stage is one of the most critical components of the
Internet of Things. Such a term is very generalised.
That is why you can see specific stages of infor-
mation flow in the middle of such a block. First, the
data is formatted in JSON format. Such a template
allows you to work with data when sending and
receiving data freely. The last step is sending the
message to the server. After data processing, this
partuses environmental data as test data and pre-
pares it for prediction. The next stage is the
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classification of accurate data with historical com-
binations of previous similar events. The final step
is to check the prediction result with data on the
number of found pixels with a defective image.

RESULTS AND DISCUSSION

Comparison of methods grouping of the message.
When recognising directly on the reading device,
you can select an object and use the information
about the number of pixels of the segmented ob-
ject as a quantitative measure. As an example of
defects in materials, cracks [8] or corrosion [9]
can be considered, which can be detected based
on computer vision methods.

Data can be forecasted in the time domain or
when classifying into a particular group. For a
problem with defects, it is possible to determine
from a set of parameters whether there were de-
fects or not according to historical data. In addi-
tion, to select the most essential characteristics
that are most correlated with each other, it is pos-
sible to carry out feature engineering. To perform
forecasting, learning takes place based on histori-
cal data. Testing the trained network can already
take place for accurate data classification.

Moreover, data about the environment (moisture,
temperature) can be inputinto the system to eval-
uate the change in the state of defects. In that case,
the output can be data about the potential pres-
ence or absence of a defect based on historical
data. Mutual communication between parts of the
system is based on exchanging information, which
can be implemented on the Internet of Things. The
result of image processing, the number of pixels of
the segmented area, is transmitted to the system
for prediction verification. In this way, it is possi-
ble to assess the criticality of the defect using cer-
tain conditions and rules.

Among the well-known image compression met-
rics, there is the Structural Similarity Index (SSIM)
[10]. Moreover, sending whole images can be
quite voluminous, even with compression. This
metric can help evaluate image quality deteriora-
tion after compression or transmission. Some
compression methods can be affected by the loss
of details in the image and, as a result, incorrect
recognition at the final stage [11].

The amount of information that can be sent, even
in grayscale, may require 106 bits for images with
a resolution of 512 by 512. If the already pro-
cessed image processing result is sent as an
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integer value of the number of pixels from IoT,
then 16 bits or 32 bits, depending on the bitrate of
the operating system. This way, the load on the
central server with the MQTT broker is reduced,
and only the most necessary information is allo-
cated [12, 13, 14, 15].

Analysis of the process of transforming infor-
mation. An API or MQTT broker can request the
flow of information in terms of interaction in IoT.
Information flows are built both inside the device
and through external connections. The internal
exchange of information can be implemented
within the framework of data processing pro-
grams and the advancement of predictive infor-
mation analysis.

In general, information flows can be divided into
several (Fig. 2):

1. Data processing and transfer from the reading
device to the data storage.

2. Data from historical data is used to train a clas-
sifier with the ability to predict changes in the
state of a defect in the material.

3. Mutual exchange of information in forecasting
and recognition tasks in which the number of seg-
mented pixels to check the classifier (present or
absent defect according to historical data).
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Figure 2 - General diagram with information flows in
recognition and prediction tasks

Fig. 2 shows the division of the information flow
into two stages. Of course, these two stages are
closely related because they interact through the
exchange of information. In the first stage, there is
object recognition and work on the side of the In-
ternet of Things. A connection to the Internet is
necessary, which helps exchange information

Section “Engineering, Manufacturing and Construction”

between the device and the remote cloud storage.
Image objects are segmented on the device side.
The next stage is grouping data and ensuring con-
nection and exchange of information with cloud
storage. The second stage is the implementation
of predictive analytics. Machine learning classifi-
ers are used to determine and process input and
test data at this stage. In addition, after obtaining
the result, the display of the results and their sav-
ing should be applied.

Different structures and dependencies of parts
can be formed at the junction of these two tasks of
object recognition and prediction based on classi-
fication. Still, the efficiency of information flows
should be taken into account. The considered
problem can be helpful when the received infor-
mation is valuable purely about the object and the
area occupied by it in the image. In this way, when
sending video frames, the number of highlighted
pixels can be tracked, which can be used to ana-
lyse the criticality of the object based on data
about surface defects in perspective.

The results can be more effective using more ac-
curate recognition algorithms and more trained
machine learning classifiers. However, more at-
tention is paid in this work to information flows
and mutual communication between different
parts of the proposed system.

CONCLUSIONS

This paper describes possible methods of commu-
nication between several parts of the system,
which include the recognition and prediction of
changes in the state of an object. The main differ-
ences and defining features of forming infor-
mation flows between these parts are highlighted.
The methods of grouping that can be applied for
data compactness and reducing the load for accu-
mulation in data warehouses are considered. In
addition, the leading information flows that can
function are shown in the prominent examples of
information exchange between parts of the prob-
lems of recognising and predicting material de-
fects. It is proposed to transmit grouped numeri-
cal information instead of image bytes to improve
the speed of data exchange between the described
two parts.

1003



Path of Science. 2024. Vol. 10. No 1 ISSN 2413-9009

REFERENCES

1. Li, F.-F,, Cao, H., Hao, C.-F.,, & Qiu, J. (2021). Daily Streamflow Forecasting Based on Flow Pattern
Recognition. Water Resources Management, 35(13), 4601-4620. doi: 10.1007/s11269-021-
02971-8

2. Lee, S, & Baji¢, 1. (2021). Analysis of Information Flow Through U-Nets. Retrieved from
https://arxiv.org/abs/2101.08427

3. Wang, H., & Yuan, L. (2022). Software engineering defect detection and classification system based on
artificial intelligence. Nonlinear Engineering, 11(1), 380-386. doi: 10.1515/nleng-2022-0042

4.Zheng, 7., Wang, L., Cao, Y., Zhuang, Y., & Tao, X. (2019). Towards Non-Invasive Recognition of
Developers' Flow States with Computer Interaction Traces. 2019 26th Asia-Pacific Software
Engineering Conference (APSEC). doi: 10.1109 /apsec48747.2019.00048

5. Anton, N., & Nedelcu, A. (2019). Analysis of information and information flow in technological
processes. Method of transmitting information unaltered. IOP Conference Series: Materials Science
and Engineering, 564(1), 012094. doi: 10.1088/1757-899x/564/1/012094

6. Sakai, T., Hata, K.,, Wada, T., & Naito, K. (2022). 10T platform using information flow to reduce load on
cloud. 2022 IEEE 46th Annual Computers, Software, and Applications Conference (COMPSAC). doi:
10.1109/compsac54236.2022.00191

7. Elouali, A, Mora Mora, H., & Mora-Gimeno, F. ]. (2023). Data transmission reduction formalisation for
cloud offloading-based IoT systems. Journal of Cloud Computing, 12(1). doi: 10.1186/s13677-023-
00424-8

8. Mysiuk, R, Yuzevych, V., Mysiuk, L., Tyrkalo, Y., Pavlenchyk, A., & Dalyk, V. (2023). Detection of Surface
Defects Inside Concrete Pipelines Using Trained Model on JetRacer Kit. 2023 IEEE 13th

International Conference on Electronics and Information Technologies (ELIT). doi:
10.1109/elit61488.2023.10310691

9. Mysiuk, R. (2023). Pipeline Damage Assessment Based on Corrosion Segmentation Using JetRacer Kit.
Path of Science, 9(8), 6001-6006. doi: 10.22178/p0s.95-15

10. Wang, Z., Bovik, A. C,, Sheikh, H. R,, & Simoncellj, E. P. (2004). Image Quality Assessment: From Error
Visibility to Structural Similarity. I[EEE Transactions on Image Processing, 13(4), 600-612. doi:
10.1109/tip.2003.819861

11. Munawar, H. S, Ullah, F., Shahzad, D., Heravi, A., Qayyum, S., & Akram, ]. (2022). Civil Infrastructure
Damage and Corrosion Detection: An Application of Machine Learning. Buildings, 12(2), 156.
10.3390/buildings12020156

12. Al-Ghaili, A. M., Gunasekaran, S. S., Jamil, N., Alyasseri, Z. A. A., Al-Hada, N. M., Ibrahim, Z.-A. B., Bakar,
A. A, Kasim, H., Hosseini, E., Omar, R., Kasmani, R. Md., & Razali, R. A. (2023). A Review on Role of
Image Processing Techniques to Enhancing Security of loT Applications. IEEE Access, 11, 101924~
101948. doi: 10.1109/access.2023.3312682

13. Hadidi, R, Cao, J., Woodward, M., Ryoo, M. S., & Kim, H. (2018). Real-Time Image Recognition Using
Collaborative IoT Devices. Proceedings of the 1st on Reproducible Quality-Efficient Systems
Tournament on Co-Designing Pareto-Efficient Deep Learning. doi: 10.1145/3229762.3229765

14. Deng, T,, Lj, X,, Jin, B,, Chen, L., & Lin, J. (2021). Achieving Lightweight Privacy-Preserving Image
Sharing and Illegal Distributor Detection in Social 10T. Security and Communication Networks,
2021,1-13.doi: 10.1155/2021/5519558

15. Al Sibahee, M. A, Ly, S., Abduljabbar, Z. A, Ibrahim, A., Hussien, Z. A, Mutlaq, K. A.-A., & Hussain, M. A.
(2018). Efficient encrypted image retrieval in IoT-cloud with multi-user authentication.
International Journal of Distributed Sensor Networks, 14(2), 155014771876181. doi:
10.1177/1550147718761814

Section “Engineering, Manufacturing and Construction” 1004


https://doi.org/10.1007/s11269-021-02971-8
https://doi.org/10.1007/s11269-021-02971-8
https://arxiv.org/abs/2101.08427
https://doi.org/10.1515/nleng-2022-0042
https://doi.org/10.1109/apsec48747.2019.00048
https://doi.org/10.1088/1757-899x/564/1/012094
https://doi.org/10.1109/compsac54236.2022.00191
https://doi.org/10.1186/s13677-023-00424-8
https://doi.org/10.1186/s13677-023-00424-8
https://doi.org/10.1109/elit61488.2023.10310691
https://doi.org/10.22178/pos.95-15
https://doi.org/10.1109/tip.2003.819861
https://doi.org/10.3390/buildings12020156
https://doi.org/10.1109/access.2023.3312682
https://doi.org/10.1145/3229762.3229765
https://doi.org/10.1155/2021/5519558
https://doi.org/10.1177/1550147718761814

