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 Abstract. Commercialised security has grown and developed in Kenya. This is at-
tributed to citizens' many security demands on the state. Hence they turn to com-
mercialised security to complement. Despite this development, few studies have 
studied the best practices of commercialised security on national security. The 
study took on a cross-sectional survey design. It was done in Nairobi involving adult 
residents. A multistage sampling technique was employed to obtain the wards to be 
studied. Those managing or purchasing the commercialised security services for 
their establishments and the managers of commercialised security firms were pur-
posively sampled. The general public and the security guards were systematically 
sampled. Questionnaires and scheduled interviews were used to collect data. The 
SPSS version 25 was employed in data management and analysis. In the research, 
descriptive statistics included percentages and frequency distribution tables to 
summarise variables into thematic areas and convey the characteristics of critical 
variables. The study identified five best practices of commercialised security on 
national security: improvement in working conditions of the security personnel, ade-
quate training and development, cooperation with the state security agencies, after-
sale service and enforcement of regulations. The study concluded that the favoura-
ble mechanisms could only be realised through the consultation of the stakeholders: 
the commercial security industry, the citizens and the state. Thus the study recom-
mended that The Private Security Regulation Authority needs to implement some of 
the requirements in the PSRA No. 13 of 2016. 

Keywords: commercialised security; commercialised security services; manned 
guarding; alarms and electronics; CVIT; investigation; best practices; national 
security. 

 

INTRODUCTION 

The views of Max Weber influenced the provision 
of security as the most vital obligation of the 
state. The 'Weberian State' monopolised the le-
gitimate use of physical violence [35]. According-
ly, the state is accountable for delivering internal 
security and defence from external dangers.  

However, the state establishments are limited in 
warranting fairness in the circulation of security 
to all the citizens and visitors to the society [7]. 
Consequently, the state focuses on delivering se-
curity to its vital investments and some subjects. 
At the same time, the other citizens and their as-
sets are allocated in one fit suit despite their di-
verse security requirements. The citizens' differ-
ent security needs place many demands beyond 
the state's capability, making it challenging for 
equal distribution of security services [7]. There-
fore, various actors are explicitly considered to 

enhance the source of security services. Perhaps, 
the most important of these actors is the com-
mercial security industry (CSI), which has expan-
sively grown in several countries. Several studies 
have correlated the growth and expansion of 
commercialised security markets with deficien-
cies in the ability of nations to deliver security-
related services [2; 10].  

Commercialised security comprises enterprises 
that provide some aspect of security/policing 
services with a profit motive [39]. Commercial 
security is also described as fee-paying services 
intended to protect people and physical assets [7; 
41].  

Due to their bestowed trust in security provision, 
the industry can be involved in a decrease or an 
increase of the peoples' feeling of being safe-
guarded. Therefore, their activities are confront-
ed with the need for best practices to enhance 
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people's and their property security. In essence, 
the best practices in the industry prompt indi-
viduals to seek services to protect their valued 
property. Since then, the CSIs have been engaged 
in various services, including manned guarding, 
alarms, cash and valuables in transit, correctional 
facilities management, security consulting, pre-
employment screening, systems integration and 
direction, and information security. Notwith-
standing, some critics of the commercial security 
industry have even maintained that the sector 
consists of illegitimate actors; hence it cannot be 
legitimate [28]. They recommended banning the 
commercial security industry and ensuring that 
the state takes up all the security and military 
operations within its borders. Consequently, this 
provided the impetus for finding out the best 
practices of commercialised security on national 
security in Nairobi County, Kenya. 

In the USA, the CSIs have been involved in many 
services, including manned guarding, alarms, 
cash and valuables in transit, correctional facili-
ties management, systems integration and man-
agement, security consulting, pre-employment 
screening, and information security [32]. But the 
extent of the best practices they are involved in 
might not be practical to the Kenyan context, 
which is what this study is about. 

The precise dimensions of the extent and pro-
gress of the Australian security sector came after 
the trend in the international scene of considera-
ble advances in security services during those 
last three decades of the 20th century because of 
two main factors. First was the market claim, 
partially responding to sudden increases in crime 
from the 1960s and the continuing high levels of 
crime, according to [37]. However, the infor-
mation on the best practices of commercialised 
security in Australia is limited. Commercial secu-
rity firms (CSFs) personnel in Australia are asso-
ciated with controlling crowds, guarding and pa-
trolling facilities, risk management, court securi-
ty, gathering evidence, and case investigation 
[39]. However, inquiries into the commercial se-
curity industry conducted by the Australian 
Crime Commission and the New South Wales In-
dependent Commission against corruption iden-
tified harmful practices. These include the poten-
tial for criminal activity and the infiltration by 
organised criminal gangs [36]. This raises the 
question of whether there are best practices of 
commercialised security for Australia's national 
security. 

In Africa, the CSI are in most countries, including 
South Africa, Nigeria, Tanzania and Kenya. The 
expansion of CSI in South Africa can be attributed 
to the escalation of crime [4]. Commercial securi-
ty personnel now outnumber public police in 
South Africa [11]. In Nigeria, the commercialised 
security industry has been able, to some extent, 
to supplement the activities of the police in the 
management of security despite the challenges 
confronting them [1; 17]. The total number of 
commercial security guards in Tanzania is close 
to 1.2 million, compared to less than 1 million 
police officers [31]. The Tanzanian police force, 
therefore, collaborates with the CSI to offer secu-
rity services to government buildings and institu-
tions such as forex bureaus [31]. Commercialised 
security in Africa appears to be used to enhance 
national security. Still, there is a shortage of 
knowledge on which best practices enhance the 
industry's impact on national security.  

In Kenya, the increase in crime and the advance 
of the commercialised security industry is 
pegged on the decline of state capacity, which 
began in the late 1980s and continued to the 
1990s [22]. In this era of deteriorating economic 
affluence in Kenya and many African countries, 
state expenditure and investment reduced dras-
tically to conform to Washington Consensus. 
Commercialised security appears to be an out-
growth of increased security demands, making it 
difficult for the states to offer protection to their 
citizens [10]. This would therefore suggest that 
commercialised security was envisaged to com-
plement the state efforts in keeping a safe world 
in different regions. However, insecurity remains 
a concern of many nations despite the expanded 
commercial security industry. Therefore, this 
raises questions about the effect of commercial-
ised security on national security, which is prem-
ised on the social contract. However, despite the 
philosophical differences that provide security 
models, there is limited empirical knowledge on 
the best practices to enhance the impact of com-
mercialised security on national security. 

Recent studies conducted in Nairobi on commer-
cialised security have consistently focused on the 
development and growth of commercialised se-
curity, but with restrained reflection on which 
best practices enhance the impact of commercial-
ised security on national security in Nairobi 
County, Kenya. A study was conducted on the fac-
tors affecting the performance of commercial se-
curity firms in Nairobi County [31]. The study 
showed that security conditions in the country 
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would significantly improve with a well-
regulated CSI and appeared to allude to the im-
portance of a well-regulated industry. Still, it falls 
short in providing a holistic explanation of which 
best practices enhance the impact of commercial-
ised security on national security in Nairobi 
county, Kenya.  

Another study that examined commercialised 
security services and crime control in Nairobi 
County pointed out that citizens opt for commer-
cial security firms (CSFs) for their security needs 
[24]. The CSFs are seen to be able to tailor their 
service to each particular customer, unlike the 
public security agencies who serve the communi-
ty collectively. The extent to which these tailored 
security services, as a best practice, enhance the 
impact of commercialised security on national 
security is left unaddressed in the study. In addi-
tion, the study revealed that the government 
needs to regulate the CSI's roles as security pro-
viders to achieve oversight and control over 
them. This could imply that some of the services 
offered by CSI may not be aligned with national 
security, thereby creating a need to study if regu-
lations were best practices that would enhance 
the impact of commercialised security on nation-
al security.  

Further, another study was conducted on how 
the availability of commercial security services 
assists in crime control in Nairobi County [29]. 
The study identified five categories of crime con-
trol services: alarm response, mobile patrols, res-
idential security, security surveillance in marked 
security vehicles at strategic points, and regulat-
ing public access control to buildings. Despite 
these security services, insecurity is still experi-
enced in Nairobi. Consequently, the need to un-
derstand best security practices to eliminate in-
security. 

 

Literature Review 

Security practices tend to take up many diverse 
appearances regarding the subject being secured, 
the threats involved, the tactics being followed, 
and the players implementing these tactics. If we 
assume that security practices can take a variety 
of different appearances, then their impact on the 
safety of people is also likely to differ. According-
ly, security practices have inadvertent implica-
tions, partly because the customers of security 
practices may interpret and receive them in dif-
ferent ways [7]. These positive or negative effects 

are little understood by customers, providers and 
researchers alike [7]. For this reason, the study 
proceeds from an informed understanding of the 
security practices being pursued when commer-
cial security is engaged. 

For the manned guards to carry out their jobs 
efficiently to impact the overall national security, 
their physiological, economic and social aspects 
need to be satisfied: job satisfaction [23]. Hence, 
the managers of manned guarding services 
should know the job satisfaction of the guards 
and cultivate the practices that will increase the 
guard's job satisfaction [23]. A guard's job satis-
faction ensures they are effective, impacting na-
tional security. The current study sought to es-
tablish the best practices that would enhance the 
impact of commercialised security on national 
security. 

Cash and valuables in Transit robberies attracted 
the most significant number of robbers, depend-
ing on how complicated the theft is [40]. The 
study was to develop results to guide CVIT pre-
vention policies for this valuable economic sec-
tor. Its data was gathered from 40 respondents 
using structured and semi-structured interviews. 
It is highly recommended that CVIT guards rotate 
their responsibilities and shifts to erase being 
predictable in safeguarding the cash and valua-
bles of people and businesses. However, this 
study proposed to explore the impact of the rota-
tion of responsibilities and shifts by the CVIT 
crew to erase being predictable on national secu-
rity.  

Indeed, in South Africa, where CSFs have that 
long-distance cash and valuables in transit, it is a 
requirement for them to inform the state security 
agencies to keep surveillance on their armoured 
vehicles using unmarked police vehicles [15]. 
This works well when the CVIT crew are aware 
of the unmarked cars. However, this manage-
ment system of surveillance has its grey areas, 
where the crews transporting cash and valuables 
have noticed unmarked vehicles tracking them 
without any confirmation that they are surveil-
lance police cars. The guards fear that robbery is 
about to occur [15]. This is a best practice to 
safeguard the CVIT crew and goods despite its 
flaws. But Gumedze does not inform how the 
CSI's surveillance of CVIT services is a best prac-
tice that impacts national security positively. 
Therefore, this study proposed to explore the 
best practices of surveillance of CVIT services on 
national security. 
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The aim of investigating an offence is to gather 
evidence and identify those who committed it by 
being unbiased and impartial [20]. Also, an inves-
tigator is to seek and establish truths regarding 
some event or crime through objective and im-
partial pursuance [14]. Furthermore, investiga-
tors guided by ethics and integrity will seek facts 
and evidence to establish the perpetrators of 
criminal activity, track them and have proof be-
yond reasonable doubt [16]. Commercial investi-
gators also occupy an important place in the jus-
tice system due to their competency and integrity 
for the customers [36]. The above highlighted 
best practices of impartiality, objectivity, unbi-
asedness and integrity, as Joubert, Gardner, Hess 
and Orthmann and Prenzler and Milroy have 
sought to explain the best practices of commer-
cialised security investigation. However, they 
have not been informed on the impact of those 
best practices of commercialised research on na-
tional security, which this study will strive to 
achieve.  

In contrast, Morgan and Rotunda have been cited 
arguing that some commercial investigators are 
unscrupulous, using techniques and tactics that 
violate the Model Rules of Professional Conduct 
and dangerously exposing themselves and their 
customers to civil cases and, at worst physical 
harm [13]. It is referred to as pretexting, which 
generally means disguising the identity and in-
tentions of the investigator when approaching a 
subject to extract information [13]. An example is 
some commercial investigators hiding a tracking 
device on the subject's vehicle, which they can 
print out [13]. In the USA, this technique is crimi-
nal under federal and state law due to the insecu-
rity it causes to the citizens and the violation of 
privacy laws [13]. While Morgan, Rotunda, and 
Forrest have expounded on the practices that are 
not the best in the commercialised investigation, 
they could not shed light on how these practices 
impact national security.  

A study on promoting commercial security firms' 
self-regulation developed a familiar context for 
examining how consumers influence through 
choice, voice, loyalty and exit [25]. By taking the 
United States government as an illustrative ex-
ample, the analysis observed encouraging securi-
ty industry self-regulation through consumer 
power [25]. The finding was that the consumers 
of commercial security services would help facili-
tate and enforce professional standards by shift-
ing their customer loyalty to CSFs, which have 
signed up to codes of conduct or certification 

schemes. However, the study did not propose 
how the consumers' power in coercing the CSFs 
to self-regulate would impact national security. 
Similarly, another study recommended organis-
ing, coordinating, operating and partnering 
mechanisms for an operative partnership con-
cerning courtesy, accountability and pleasant 
relativity amongst security stakeholders: police 
and commercial security firms [42].  

Accordingly, the benefits of training and devel-
opment of guards bring about better perfor-
mance, efficiency and output, directly or indirect-
ly benefitting the customers [19]. However, the 
study did not discuss how it impacted national 
security, which is what this study sought.  

A study on private security guards' job retention 
determinants found that government-approved 
minimum wages, career progression, and job se-
curity were some of the best practices that im-
proved the working condition for the security 
guards [33]. Similarly, on the incentives as de-
terminants of job retention among the private 
security guards in Kenya, career development, 
income, and job security were some of the best 
practices that improved the working conditions 
for commercial security guards [34]. But the 
studies did not discuss how those best practices 
impacted national security, which is what this 
study is about. 

The literature review shows the competencies, 
evolution and challenges, duties and functions, 
limitations and best practices of commercialised 
security. However, studies did not address the 
impact of the best practices of commercialised 
security on national security, which this study 
aimed at addressing. 

 

Theoretical Framework 

The Network Analysis theory guided this study 
by analysing and interpreting the best practices 
of the commercialised security industry on na-
tional security in Kenya and worldwide. 

The basic premise of network analysis is that, in 
addition to the character, beliefs and interests of 
actors, the relations among a set of actors: their 
preferences, policies or resource exchanges, have 
a significant impact on how they interact and on 
the outcomes of these interactions [8]. In particu-
lar, in networks involving different actors, for in-
stance, state security agencies and the commer-
cial security industry, coordination is frequently 
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complicated by differences in values and inter-
ests. It may therefore require more direct negoti-
ation [30]. For example, the value of state securi-
ty is in the common good, while commercialised 
security's value is in the customer who pays for 
the services. This could create coordination chal-
lenges as the CSFs sometimes want to be specific 
and provide disintegrated protection in an area 
(for instance, focus only on the premises that 
have subscribed for their services). Decentralised 
networks, on the other hand, allow for the mak-
ing and implement security policies that enable 
localised action and autonomy [3]. Since security 
varies from region to region, how state security 
agencies interact with commercialised security 
players will vary too from region to region. The 
outcomes of these interactions will also vary. 
This forms the basis of how the relations are 
formed, either formal or informal, stable or un-
stable. 

 

METHODOLOGY  

A cross-sectional design was adopted for the 
study, as different respondents were studied 
simultaneously. It gives a more substantial likeli-
hood of participation. It also helped to gather ob-
jective information that was used for generalisa-
tion to a larger population. The design also fits 
diverse experiences into predetermined re-
sponse categories.  

The research was carried out in Nairobi County, 
where the capital of Kenya sits, and most CPFs 
have their headquarters. Stratified sampling was 
used to cluster the target population into homog-
enous groups as:  

Consumers of the commercialised security ser-
vices:  

1. Those who buy or manage commercial securi-
ty services for their organisations. These are 
primarily security managers and officers, and 

2. The general public. 

And the providers of commercialised security 
services:  

1. Those who are working as operations/heads of 
security. 

2. Those who work as static security guards and 
mobile security guards. 

The study used Krejcie and Morgan's table to de-
termine the figure to be sampled. The study pop-
ulation fell under N 100,000; therefore, the sam-

ple size was 400. The respondents were clus-
tered as: consumers (n = 200), and Providers (n 
= 200). 

The consumer respondents of commercialised 
security services were divided into 50 security 
managers/officers and 150 from the general 
public who have experienced commercial securi-
ty services in functions or venues. Likewise, the 
providers of commercialised security services 
were divided into 50 operations/heads of securi-
ty and 150 working as static security guards and 
mobile security guards. 

The research targeted 114 commercial security 
firms in Kenya. There are 76 listed security firms 
at the Protective Security Industry Association, 
and 38 listed security firms at the Kenya Security 
Industry Association, in Kenya [26; 38]. The re-
searcher used multistage sampling to determine 
the sample size and the respondents. 

The study used structured questionnaires (com-
pleted by the guards of the CSFs, and the general 
public) and one-on-one interviews with open-
ended questionnaires (with the top management 
members from both CSFs and the consumer or-
ganisations/facilities). The researcher delivered 
the questionnaires to the security firm's offices 
and picked them up within three days. Follow-up 
calls were made to ensure success in filling in the 
questionnaires. Out of 400 questionnaires ad-
ministered to the interviewees, 374 were de-
clared valid as they had no errors. 

The data were analysed using Statistical Package 
for Social Sciences software (SPSS version 25, 
2017). The interpreted data was then summa-
rised using percentages, ratios, frequencies and 
measures of central tendency. The rates and rati-
os were important for comparing similarities and 
disparities at different levels. Multiple regression 
was done where further statistical analysis was 
required. There was the ethical consideration 
where the researcher informed all participants of 
their voluntary participation, confidentiality, and 
relevant authorisation from government agen-
cies. 

 

RESULTS AND DISCUSSION  

This section presents, analyses and interprets 
data related to the study. Studies have shown 
that the commercial security industry is involved 
in practices with unintended consequences on 
their customers, partly because the customers 
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receive and interpret them differently [7]. These 
practices may assume many guises, depending 
on the facilities and assets being secured, the 
threats being engaged, the strategies pursued, 
and the security firms implementing them. These 
practices may positively or negatively impact the 
customers and national security [7]. Therefore, it 
was essential to investigate the best practices by 

the commercial security industry which would 
enhance national security. The findings are pre-
sented in subsections discussing the best practic-
es captured from the data collection. Study re-
spondents were asked to identify the best prac-
tices by commercialised security to enhance na-
tional security. The recognised diverse best prac-
tices are shown in Figure 1 below. 

 

 

Figure 1 – Best Practices to Enhance the Influence of Commercial Security on National Security 

 

Improvement on Working Conditions of the Securi-
ty Personnel. Improved working conditions of 
commercial security personnel were the most 
mentioned, with 81 % (303 respondents) saying 
it. It was felt that it leads to satisfactory service 
delivery to their customers. One general public 
respondent pointed out that. 

"The improvement of their places of work can be a 
booster to their morale. Let the security personnel 
feel they are in a conducive working environment, 
for example, a decent guard house, to work bet-
ter."  

A consumer security supervisor in a government 
building had this to say. 

"It is satisfying to see a security guard you have 
been with for a long time being promoted and giv-
en other responsibilities. That is a real booster 
even to others. But when the guards do not see 
their colleagues or themselves being promoted, 
that can be demoralising."  

A security guard pointed out that. 

"If we can be paid the minimum wages according 
to the government set standards, it would boost 
our working conditions." 

According to the responses, improved working 
conditions in the commercial security industry 
are influenced by 'prettifying' the physical work-

ing environment, possibilities of career progres-
sion and improved wages.  

The work environment should be tailored to 
provide some comfort and ease for the security 
guards who are the users. This translates to them 
being easily connected to their work and work 
environment. This also improves their work 
productivity which translates to better security 
for those using the security services. Such a 
"prettified" environment compensates for the 
lack of proper working tools and can, therefore, 
positively impact a guard's performance, affect-
ing their security service delivery. Also, Even the 
slightest attempt to fulfil the physiological as-
pects of the security guards' workplace will con-
tribute significantly to their perception of being 
rewarded by their employer or customer [23].  

In career progression, there is a need for fairness 
and equal treatment on promotion and persis-
tent elevations. These reforms need to happen at 
a much faster pace to improve performance. 
Promotion is a significant achievement in life as it 
delivers and promises more pay, responsibility, 
status, authority, and independence. The oppor-
tunity for promotion directly affects the overall 
performance of the security guards as they un-
dertake their security duties. In the long run, 
there is better and improved customer security 
delivery. This can be reinforced by Victor 
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Vroom's Expectancy Theory which links effort, 
performance, and outcome [43]. Therefore, an 
employee believes that the higher the reward, 
the more action and better performance. Similar-
ly, a study found that career progres-
sion/promotion was a best practice that im-
proved the working condition of security guards 
[23]. Likewise, another study alluded that career 
development is a best practice that enhances the 
working conditions for commercial security per-
sonnel [34]. 

Most respondents mentioned improved wages as 
a significant factor contributing to improved 
working conditions in the commercial security 
industry. It was recommended that commercial 
security guards should be paid salaries which are 
within the minimum government requirement 
and in sync with the country's inflation rate to 
safeguard the income that is being depended up-
on to make the day-to-day running of the guard's 
life, including food, clothing and shelter. The se-
curity guards should also be aware of the coun-
try's minimum wage to empower them to com-
plain to the appropriate officials whenever they 
are salaried below the stipulated rate. Improved 
income as a best practice improved the working 
condition of the security guards [33]. Similarly, 
improved income is a best practice that enhances 
the working conditions for commercial security 
personnel [34]. 

Likewise, improved income improved the work-
ing condition of the security guards [27]. This 
finding reinforces Abraham Maslow's theory of 
hierarchy of needs which states that, for most 
individuals, a job offers a potential avenue for the 
aims they desire to accomplish in life and the im-
pact they hope to create in the community.  

Improved wages are moderated by PSRA No. 13 
of 2016 to guarantee the reimbursement of min-
imum earnings and compliance with principles 
meant to inhibit misuse or exploitation of work-
ers in the commercial security industry. This en-
sures that the industry does not become a source 
of insecurity for the persons employed. Also, the 
implication of this constitutional article is to en-
sure that gratified guards serve the customers. 

In the long term, work environment/space, ca-
reer progression and improved wages might in-
crease the guard's performance in securing peo-
ple and their assets. In turn, this feeds positively 
into national security. 

Adequate Training and Development. Insufficient 
Training and Development for the security per-
sonnel was the second most mentioned by 234 
(62.6%) as a best practice. Commercial security 
firms provide a massive source of occupation for 
many interested in pursuing a career in security. 
The certificate of training and development prin-
ciples, therefore, has a consequence on the quali-
ty of security service delivery. One general public 
respondent explained that. 

"The security guards are joining the industry with-
out any other prior experience. Therefore, they 
need to be trained adequately and given certifi-
cates when they pass, just like in any other profes-
sion."  

A security manager in charge of security in an 
international organisation pointed out. 

"When we contract a security firm to provide ser-
vices, we participate in the one-week refresher 
training that the guards undergo before taking up 
duties in our organisation. We have to make sure 
that the training is adequate and that the guard is 
'ripe'" 

A manager of a sizeable commercial security firm 
had this to say. 

"The customers have higher expectations on the 
quality of their investment. Therefore, our training 
standards are stringent in that, out of 50 candi-
dates, only approximately 30 get to qualify after 
the training."  

A manager of a small-sized commercial security 
firm had this to say. 

"Training schools have the advantage of instilling 
an organisation's culture. It also gives the security 
guards lifelong basic security training. So we un-
derstand our handicap by the lack of the facility." 

The training and development of the skills of the 
security guards are the most critical factor for the 
success of securing the public. The CSFs should 
initiate training and development over and above 
the basic training standards and provide certain 
types of supplementary training: public relations 
training, first-aid training, fire response drills, 
premise and facilities evacuations, and night du-
ties orientation training. Security guards who 
have undergone adequate education and devel-
opment have abilities to be aware of potential 
threats and have ways to overcome them. More-
over, through education and training, security 
guards can identify the risks and provide the 
proper way to handle the threats [19]. 
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The security guards should be taken through 
training before being assigned, which is the 
foundational training for the security guards, in 
general, to instil in their consciousness of the se-
curity attributes, engagements or procedures 
they are duty-bound to take to minimise the cus-
tomer's vulnerability to danger or other factors 
that may compromise their security. These in-
clude such features as taking details of the visi-
tors and informing them of their presence and 
authority to either allow them in or not, commu-
nication on how to operate telephones and walk-
ie-talkie sets, recording of motor vehicles that are 
coming in and out of the premises plus the details 
of the driver, report writing, first aid, self-
defence, skills of observation and surveillance, 
and last but not least booking in the assignment 
Occurrence Book any incidents that have taken 
place. Training security guards articulates their 
powers and limitations when in the field and 
therefore requires frequently looked over and 
made up-to-date to fulfil progress and expansion 
[21]. 

Security guards must be cut above the rest in to-
day's modern world. On numerous occasions, 
security personnel accesses places or rooms that 
most people would not be permitted or acquire 
after-hours admission when locations are other-
wise unoccupied. They must be trained and in-
stilled in them an ethical compass to assist them 
in adopting correct and moral decisions when no 
one is watching. Continuous training and devel-
opment would have benefits such as efficiency 
and other factors that relate directly or indirectly 
to the security guard's performance, making 
them more unlikely to make mistakes that would 
put public safety at risk when faced with unruly 
situations [19]. 

Continuous and development training includes 
attitudes towards employees, operation of each 
department, parking regulation (for instance, the 
usage of security certifications) and traffic and 
access control regulation. This would also ensure 
a continuous updating of the skills of the security 
guards on the latest crime practices and anti-
crime techniques, enabling them to be adequate-
ly skilled. This would translate to better security 
and safety for the customers and the nation. 

During the specialised training security educa-
tion, the security guards would gain specific skills 
for particular jobs, including cash and valuables 
in transit, emergency alarm response, and body 
guarding. They will understand doctrines, con-

cepts, and realities to progress their logical and 
problem-solving abilities in those specialised 
skills. Security guards are the sentinels in any or-
ganisation and hence need continuous training 
[21]. They are the implementers of policies and 
laws within the organisations. They are the cru-
cial components of peacekeeping inside the 
premises of organisations. 

The PSRA, No.13 of 2016, moderates the training 
of the commercial security guards by setting the 
standards and accredits institutions offering 
training and development. This guarantees supe-
rior training, particularly regarding the monitor-
ing and auditing of the quality of training and de-
velopment functions performed by accredited 
persons and institutions. The Act also appropri-
ates sensible acts to validate the legitimacy of 
training certificates offered to provide security 
services in the country. In general, therefore, Pri-
vate Security Authority has to ensure that com-
mercial security firms maintain specific training 
and development standards.  

Cooperation with the State Security Agencies. Co-
operation with the state security agencies was 
the third best practice mentioned that can en-
hance the impact of commercial security on na-
tional security by 197 (52.7%) of the respond-
ents. Despite their differences, state security 
agencies and commercial security firms have 
similar plans to fight crime. A manager in charge 
of operations in a security firm is enlightened. 

"Cooperation benefits begin when individuals in 
both the commercial security industry and state 
security agencies find they can do their jobs more 
efficiently and effectively due to the professional 
contacts they have created amongst themselves."  

A security guard expounded. 

"We are the eyes and ears of the police on the 
ground, and the police promptly respond when we 
call upon them. The benefits of such cooperation 
trickle down to the customer and the general pub-
lic."  

The professional contacts created through coop-
eration assists in security provision networking. 
Such networking achieves benefits of exchange of 
knowledge and experiences through social gath-
erings and lecture platforms by the security pro-
fessionals at police training and vice versa. New 
security professional contacts are among the co-
operation benefits experienced. The connections 
identify who can get what done in their respec-
tive security areas of responsibility and may de-
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velop records of specialised skills, for example, a 
private investigator in background checks, a first 
aid instructor or a fire and emergencies instruc-
tor. 

Some commercial security personnel appreciate 
that, on the ground level, security officers' in-
creased cooperation with police positively influ-
ences their confidence as they know that the po-
lice will respond promptly to their distress and 
emergency calls. State security agencies, in turn, 
appreciate the "extra eyes and ears" they gain by 
working more closely with commercial security 
guards. The state security agencies more often 
have information and intelligence that they pass 
on to the security guards. While commercial se-
curity guards are in charge of vulnerable loca-
tions and identifying the threats and dangers, 
which they inform the police as they have access 
to intelligence from multiple field offices nation-
wide. It was acknowledged that a collaborative 
and consultatory tactic amongst the state securi-
ty agencies and commercial security industry 
was a force multiplier in delivering communal 
security and deterring criminality [41]. Similarly, 
Joh is quoted as observing the notion that com-
mercial security can assist as "equal partners 
with the state security agencies in the co-
production of security, rather than simply as 
lower ranked providing an accompanying ser-
vice" [39].  

These benefits increase when the cooperation as 
a group forms trust, takes on definite purposes, 
and experience achievement as a consequence of 
combined efforts. Hence, the cooperation can be 
viewed as a reflection of mature principles of se-
curity, whereby the national security agencies 
and the commercial security industry work col-
lectively to fix the crime-control and security 
plans and, after that, execute them. 

After-Sale Service. Customer satisfaction is essen-
tial nowadays, and this can be achieved through 
after-sale service. After-sale service was recom-
mended by 104 (27.8%) of the respondents. It 
shows how security firms are committed to 
providing quality products and services to their 
customers. Customer satisfaction should be one 
of the primary objectives of security firms. A 
manager of a bank explained it. 

"Challenges are very dynamic, and as the custom-
er, I am the one who knows where the shoe pinch. 
Despite a security provider's expertise, it would be 
good if they listened to me and customised their 
service according to my changing needs. There-

fore, I expect to interact with them often after pro-
curing their service and goods." 

An operation manager of a security firm had this 
to say. 

"We may have the right knowledge, gadgets and 
experience in security. But the customer knows the 
specific challenges they are going through. We in-
teract with them through customer visits, allowing 
us to continue offering service after sales. In our 
organisation, service after sales is part of the re-
ports that every operations manager has to make. 
This ensures that the customer still feels that they 
are well protected using our services and prod-
ucts."  

Security firms must provide better after-sale ser-
vices to guarantee that their consumers are con-
tent with the services and goods they procure. 
After-sales service ensures that any defects are 
rectified, any breaches are sealed, and any weak-
nesses are strengthened. This way, the customers 
feel satisfied, and there is an overall feeling of se-
curity. 

After-sale service increases demand for services 
and products, and the firm's brand reputation 
rises. An increase in brand reputation means that 
a security firm has to maintain high-quality 
standards in all its operations, including recruit-
ment, training, deployment, supervision and cus-
tomer feedback. The repercussion is that the 
means of security services and goods are en-
hanced. Enhanced security services and goods 
lead to increased demand for commercial securi-
ty services. In the long run, this trickles down to 
more coverage of the country by the commercial 
security industry. This coverage expands the vis-
ibility of the security personnel and devices, 
which are a deterrence to criminality and harm-
ful activities, and enhances national security. 

In a study on market-based management, it was 
also reiterated that the main aim of after-sale 
service is to pay attention to what transpires af-
terwards when the customer is subscribed to ad-
vance an enduring association that can assist the 
customer and the security firm [6]. Similarly, it 
has been expressed that after-sale service is a 
vital constituent of rivalry centred on how a 
product or service fits or surpasses a customer's 
desires and anticipations [5]. The customer 
wants to be comprehensively secured and pro-
tected, whereas the security firm wants to con-
tinue making a profit by selling its products and 
service. Therefore, when the customer's security 
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needs and expectations are met, the ripple effect 
is the enhancement of national security.  

Enforcement of Regulations. For a nation to bene-
fit from the services and goods offered by the CSI, 
it has to ensure that procedures guide the indus-
try. Enforcement of the PSRA No. 13 of 2016 was 
a concern of 76 (20.3%) of the respondents. A 
general manager of a security firm advised. 

"The CSI is a sector intertwined with national and 
non-governmental actors and requires a national 
approach to regulating. The current legal frame-
work should be put to work to control the indus-
try."  

A senior administrator at a non-governmental 
organisation posed.  

"The Act is good and can streamline the industry, 
but only if the authority can enforce what is in the 
Act. Let us wait and watch as the authority puts its 
house in order."  

Due to the potential implications arising from 
intertwining among national actors, non-
governmental actors and the CSI, there is a need 
for efficient enforcement of regulations and con-
trols. Such substances include breaching their 
customers' privacy and contractual stipulations. 
If implemented, the current regulatory frame-
work in this industry would provide a strong de-
terrent to the abuse given the inclusion of penal-
ties and can significantly impact how the CSFs 
operate. Developed mechanisms to ensure effec-
tive oversight of commercial security ensures 
that commercial security firms are not exposed 
to syndicates, dishonest and/or improper behav-
iour [32].  

There should be enforcement of follow-ups or 
periodic checks on registered security guards 
and security firms. Individual security guards 
should be deregistered or deactivated after a def-
inite period of being inactive in the industry. The 
mix of active and passive security personnel 
within the commercial security industry and the 
constant movement between them influence the 
capability of the sector to shield itself from crim-
inal elements. It also influences the capability of 
the sector to contribute positively to the overall 
security of the citizens and the country. The en-
forcement will also ensure that the customers, 
security guards and security firms are protected 
from exploitation. There was a need to protect 
consumers by ensuring they receive the quality 
of services they are paying for, which are signifi-
cant and costly [12]. At the same time, the com-

mercial security industry must be regulated for 
safety reasons so that it is not vulnerable to un-
ethical and/or illegal behaviour [45]. 

Similarly, regulatory standards should be updat-
ed to protect the industry's employees [9]. On the 
other hand, there should be advice on regulation 
to protect the public from unscrupulous and un-
qualified security practitioners [32]. The regula-
tion and licensing of the industry would give it 
legitimacy, hence expanding the security provi-
sion in the nation [44]. 

The network analysis theory categorically in-
forms that security needs vary from one com-
mercialised security customer to another. Hence, 
coalitions of interest form amongst security firms 
and their customers to help determine security 
policies. The coordination that proceeds from 
within these particular policing arrangements: 
temporary or permanent, may need an arbitrator 
to ensure that the security policies of the coali-
tion of interests do not fail. 

Although the best practices in the commercial 
security industry can be numerous, the study es-
tablished that enforcement of regulations, ade-
quate training and development of after-sale ser-
vice, cooperation with the state security agencies 
and improvements in working conditions of the 
security personnel as the best practice for the 
industry. There is a need to engage in a trans-
formative change of attitude from the regulator, 
the security firms, the security personnel and 
customers. Group effort is needed to instil and 
sustain these best practices to help to enhance 
and strengthen national security. It is paramount 
to seek and include all the stakeholders in the 
best practice process because they may improve 
the situation. 

The study sought to investigate the best practices 
to enhance the impact of commercialised securi-
ty on national security in Nairobi County, Kenya. 
Data from the fieldwork established that there 
were several best practices, with the improve-
ment of working conditions of the commercial 
security personnel being the first. It includes acts 
like the 'prettifying' of the physical working envi-
ronment, possibilities of career progression and 
improved wages. Even the most minor attempts 
to fulfil the psychological aspects of the security 
personnel contribute significantly to the overall 
performance of their security duties.  

The study found that continuous training and de-
velopment would increase efficiency and make 
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the guards less likely to make mistakes that 
would endanger others. Training and develop-
ment would increase guards' performance effi-
ciency, resulting in better security for the sub-
scribers. 

It was also revealed that cooperation with the 
state security agencies would produce network-
ing benefits like exchanges of knowledge, experi-
ences and specialised skills. Security guards 
would have increased confidence on the ground 
level due to the formed contacts. The state secu-
rity agencies would also appreciate the "extra 
eyes and ears" on the ground by working more 
closely with the commercial security personnel.  

The study found that after-sales service rectifies 
any defects and seals any breaches that the con-
sumers may have noticed with the products and 
services procured. It also increases demand for 
security services and products. Consequently, 
high-quality standards in the security of goods 
and services and increased demand for security 
services translate to a positive national security 
input. 

Last but not least, the study revealed the need to 
enforce PSRA No. 13 of 2016, as commercialised 
security is intertwined with national security. 
Such would help to ensure that the industry is 
not a source of insecurity to the communities it 
operates from and the people it secures. In the 
long run, it would help in sanitising the industry 
and assisting it to contribute positively to the 
overall security of the country. 

 

CONCLUSIONS 

Based on the discussion, the study concludes that 
commercialised security though motivated by 
profit-making plays a significant role that en-
hances state capacity in providing protection and 
contributes to citizens' safety. Therefore, contra-
ry to popular belief by some scholars, commer-
cial security displaces insecurity in other areas. 
This study found that commercial security en-
gages in some best practices which edify security, 
creating feelings of safety for the customer buy-
ing the services and the surrounding environ-
ments [18]. This significantly contributes to safe-
guarding people (citizens and visitors) and their 
property, leading to freedom that teaches social 
and economic development. The possible net-
working between commercialised security and 
state security can offer effective security if the 
commercialised security in Kenya is effectively 
legitimised and regularised. Accordingly, the col-
laboration between different actors in security, in 
this case, the state and non-state actors, holds the 
potential of pooling resources together and coor-
dinating actions in pursuit of safety. Therefore, 
based on the findings, this study argues alongside 
other scholars [3, 8, 25, 30] that characterising a 
network of actors with a common goal can create 
links to help them pursue shared interests and 
values (reduction and elimination of insecurity). 
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16. Hess Kären M Orthmann C. M. H. & Cho H. L. (2018). Introduction to law enforcement and criminal 
justice (Twelfth). Cengage Learning. 

17. Inyang. D and Ubong. A (2013). Policing Nigeria: A case for partnership between formal and 
informal police institutions. Merit Research Journal of Art, Social Science and Humanities, 1(4), 
53-58.  

18. Jackson, P., & Beswick, D. (2014). Conflict, Security and Development: An Introduction. London: 
Routledge. 

19. Jehanzeb, K., & Bashir, A. (2013). Training and Development Program and Its Benefits to Employee 
Organization: A Conceptual Study. European Journal of Business and Management, 5, 243–252. 

20. Joubert C. (2010). Applied law for police officials (3rd ed.). Juta Law. 

21. Berg, J., & Gabi, V. (2015). Regulating Private Security in South Africa: context, challenges and 
recommendations. Retrieved from 
http://www.criminology.uct.ac.za/usr/criminology/news/APCOF.pdf 

22. Kaguru, K., & Ombui, K. (2014). Factors Affecting Performance of Private Security Firms in Nairobi 
County: A Case Study of G4S Security Services (K) Ltd. International Journal of Science and 
Research, 3(2), 281–286. 

23. Karacan, E. (2011). Job Satisfaction of Private Security Guards. Kocaeli Üniversitesi Sosyal Bilimler 
Enstitüsü Dergisi, 2(22), 203–239.  

24. Kiama, S., & Bor, E. (2015). Private security services and crime control in Karen location, Nairobi 
County, Kenya. Journal Of Humanities and Social Science, 20(10), 84–90. 

25. Krahmann, E. (2018). The market for ontological security. European Security, 27(3), 356–373. doi: 
10.1080/09662839.2018.1497983 

26. KSIA. (2005). About. Kenya Security Industry Association. Retrieved from http://www.ksia.co.ke 

27. Kwabena, N. (2011). Wages and Working Conditions of Private Security Workers in Ghana. Friedrich 
Ebert Stiftung. Accra. 

https://www.bicc.de/uploads/tx_bicctools/brief45.pdf
https://doi.org/10.1111/1467-9299.00100
https://doi.org/10.1177/0004865814538038
https://doi.org/10.1080/13533312.2012.761852
http://www.bloomberg.com/news/2014-04-06/crime-busting-g4s-at-risk-as-south-africa-curbs-private-security.html
http://www.bloomberg.com/news/2014-04-06/crime-busting-g4s-at-risk-as-south-africa-curbs-private-security.html
https://digitalcommons.du.edu/cgi/viewcontent.cgi?article=1156&context=dlrforum
https://idl-bnc-idrc.dspacedirect.org/bitstream/handle/10625/54416/IDL-54416.pdf
https://idl-bnc-idrc.dspacedirect.org/bitstream/handle/10625/54416/IDL-54416.pdf
https://issat.dcaf.ch/download/54869/887091/Police%20services%20Nigeria.pdf
https://issat.dcaf.ch/download/54869/887091/Police%20services%20Nigeria.pdf
https://www.dcvmn.org/IMG/pdf/3947-5999-1-pb.pdf
https://www.dcvmn.org/IMG/pdf/3947-5999-1-pb.pdf
http://www.criminology.uct.ac.za/usr/criminology/news/APCOF.pdf
https://www.ijsr.net/archive/v3i2/MTIwMjE0MDE=.pdf
https://www.ijsr.net/archive/v3i2/MTIwMjE0MDE=.pdf
http://www.acarindex.com/dosyalar/makale/acarindex-1423907779.pdf
http://www.iosrjournals.org/iosr-jhss/papers/Vol20-issue10/Version-4/N0201048490.pdf
http://www.iosrjournals.org/iosr-jhss/papers/Vol20-issue10/Version-4/N0201048490.pdf
https://doi.org/10.1080/09662839.2018.1497983
http://www.ksia.co.ke/


Traektoriâ Nauki = Path of Science. 2022. Vol. 8, No 7  ISSN 2413-9009 

Section “Law and Security”   6013 

28. Litavski, J. (2012). The Challenges of Private Security Sector In the New Century. Retrieved from 
https://www.ceas-serbia.org/images/tromesecnik/New-Century-No-2-Jan-Litavski.pdf 

29. Machira, A., Kiama, S., & Bor, E. (2017). How the availability of private security services assist in 
crime control in Nairobi county, Kenya. Global Journal of Arts, Humanities and Social Sciences, 
5(1), 51–61. 

30. Minear, L., van Baarda, T., & Sommers, M. (2000). NATO and Humanitarian Action in the Kosovo 
Crisis. Retrieved from https://www.unhcr.org/partners/partners/3bb051c54/nato-
humanitarian-action-kosovo-crisis-occasional-paper-36.html 

31. Mkilindi, A. (2014). Assessment of the role of Private Security Companies in the enhancement of public 
security (Master’s dissertation). Retrieved from 
http://scholar.mzumbe.ac.tz/bitstream/handle/11192/1046/MSc_HRM_Aisha%20M.%20Mkili
ndi_2014.pdf?sequence=1 

32. Montgomery, R., Griffiths, T. (2015). The Use of Private Security Services for Policing. Research 
report: 2015–R041. Retrieved from https://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/archive-
2015-r041/2015-r041-en.pdf 

33. Mutonyi, G. (2016). Private security guards' job retention determinants in Kenya. Retrieved from 
https://www.morebooks.shop/store/gb/book/private-security-guards-job-retention-
determinants-in-kenya/isbn/978-3-659-92363-0  

34. Mutonyi, G., & Kavivya, C. (2018). Incentives as Determinants of Job Retention among the Private 
Security Guards in Kenya: A Case of Radar Security Company. Journal of Humanities and Social 
Science, 23(6), 1–6. 

35. Lottholz, P., & Lemay-Hébert, N. (2016). Re-reading Weber, re-conceptualising state-building: from 
neo-Weberian to post-Weberian approaches to state, legitimacy and state-building. Cambridge 
Review of International Affairs, 29(4), 1467–1485. doi: 10.1080/09557571.2016.1230588 

36. Prenzler, T., & Milroy, A. (2012). Recent inquiries into the private security industry in Australia: 
Implications for regulation. Security Journal, 25(4), 342–355. doi: 10.1057/sj.2012.2 

37. Prenzler, T., & Sarre, R. (2012). The Evolution of Security Industry Regulation in Australia: A 
Critique. International Journal for Crime, Justice and Social Democracy, 1(1). doi: 
10.5204/ijcjsd.v1i1.72 

38. Private Security Industry Association. (2018). About Private Security Industry Association. 
Retrieved from http://www.psia.com 

39. Sparrow, M. (2014). Managing the Boundary between Public and Private Policing. New Perspectives 
in Policing. Retrieved from https://www.ncjrs.gov/pdffiles1/nij/247182.pdf 

40. Thobane, M. (2014). The criminal career of armed robbers with specific reference to cash-in-transit 
robberies (Doctoral thesis). Retrieved from 
https://uir.unisa.ac.za/bitstream/handle/10500/18353/dissertation_thobane_ms.pdf?sequenc
e=1&isAllowed=y 

41. UNODC. (2014). State Regulation concerning Civilian Private Security Services and their Contribution 
to Crime Prevention and Community Safety. Retrieved from 
https://www.unodc.org/documents/justice-and-prison-
reform/Civilian_Private_Security_Services_Ebook.pdf 

42. Uzuegbu-Wilson, E. (2016). Partnership Between The Police And Private Security Services On 
Crime Prevention and Control In Nigeria: An Empirical analysis. IOSR Journal of Humanities and 
Social Science, 21(09), 57–62. doi: 10.9790/0837-2109125762 

43. Vroom, V. (1964). Work and motivation. New York: Wiley. 

44. Whitford, T. (2015). "A necessary but dangerous class": Early private investigators in Australia. 
Salus Journal, 3(3), 28–39. 

https://www.ceas-serbia.org/images/tromesecnik/New-Century-No-2-Jan-Litavski.pdf
HOW%20THE%20AVAILABILITY%20OF%20%20PRIVATE%20SECURITY%20SERVICES%20ASSIST%20%20IN%20CRIME%20CONTROL%20IN%20NAIROBI%20COUNTY,%20KENYA
HOW%20THE%20AVAILABILITY%20OF%20%20PRIVATE%20SECURITY%20SERVICES%20ASSIST%20%20IN%20CRIME%20CONTROL%20IN%20NAIROBI%20COUNTY,%20KENYA
https://www.unhcr.org/partners/partners/3bb051c54/nato-humanitarian-action-kosovo-crisis-occasional-paper-36.html
https://www.unhcr.org/partners/partners/3bb051c54/nato-humanitarian-action-kosovo-crisis-occasional-paper-36.html
http://scholar.mzumbe.ac.tz/bitstream/handle/11192/1046/MSc_HRM_Aisha%20M.%20Mkilindi_2014.pdf?sequence=1
http://scholar.mzumbe.ac.tz/bitstream/handle/11192/1046/MSc_HRM_Aisha%20M.%20Mkilindi_2014.pdf?sequence=1
https://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/archive-2015-r041/2015-r041-en.pdf
https://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/archive-2015-r041/2015-r041-en.pdf
https://www.morebooks.shop/store/gb/book/private-security-guards-job-retention-determinants-in-kenya/isbn/978-3-659-92363-0
https://www.morebooks.shop/store/gb/book/private-security-guards-job-retention-determinants-in-kenya/isbn/978-3-659-92363-0
https://ir-library.ku.ac.ke/bitstream/handle/123456789/21694/Incentives%20as%20Determinants%20of%20Job%20Retention%20among%20the%20Private.pdf?sequence=1&isAllowed=y
https://ir-library.ku.ac.ke/bitstream/handle/123456789/21694/Incentives%20as%20Determinants%20of%20Job%20Retention%20among%20the%20Private.pdf?sequence=1&isAllowed=y
https://doi.org/10.1080/09557571.2016.1230588
https://doi.org/10.1057/sj.2012.2
https://doi.org/10.5204/ijcjsd.v1i1.72
http://www.psia.com/
https://www.ncjrs.gov/pdffiles1/nij/247182.pdf
https://uir.unisa.ac.za/bitstream/handle/10500/18353/dissertation_thobane_ms.pdf?sequence=1&isAllowed=y
https://uir.unisa.ac.za/bitstream/handle/10500/18353/dissertation_thobane_ms.pdf?sequence=1&isAllowed=y
https://www.unodc.org/documents/justice-and-prison-reform/Civilian_Private_Security_Services_Ebook.pdf
https://www.unodc.org/documents/justice-and-prison-reform/Civilian_Private_Security_Services_Ebook.pdf
https://doi.org/10.9790/0837-2109125762


Traektoriâ Nauki = Path of Science. 2022. Vol. 8, No 7  ISSN 2413-9009 

Section “Law and Security”   6014 

45. Wilkie, Y. (2013). 'Persons of Versatility': Private Security Officers and Private Policing in Residential 
Estates in Hong Kong (Doctoral thesis). Retrieved from 
https://pure.port.ac.uk/ws/portalfiles/portal/5925223/Wilkie_Yat_Hung_Kwong_PhD_Thesis_
2013.pdf 

 

https://pure.port.ac.uk/ws/portalfiles/portal/5925223/Wilkie_Yat_Hung_Kwong_PhD_Thesis_2013.pdf
https://pure.port.ac.uk/ws/portalfiles/portal/5925223/Wilkie_Yat_Hung_Kwong_PhD_Thesis_2013.pdf

